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Abstract

Context: Mobile application functional features are implemented through GUI event handlers, whereas user-visible behaviors
emerge from meaningful sequences of these handlers. Detecting defects, especially non-crashing functional ones, requires test
cases enriched with app-specific oracles capable of validating both individual handlers and higher-level user workflows, called
targeted test cases. Although numerous automated GUI testing techniques have achieved high structural coverage, systematically
generating targeted test cases with tailored functional oracles remains a significant challenge.

Objective: This study aims to bridge this gap by introducing a systematic framework that generates targeted test cases to exercise
both isolated event handlers and complex, feature-level user scenarios.

Method: We propose a feature-oriented, model-based GUI testing approach that models the System Under Test (SUT) via
introducing two complementary models: the Event Model (EM), which captures individual GUI handlers and their hierarchical
dependencies, and the Event Relation Model (ERM), which formalizes higher-level functional user workflows. The test suite
generated from these models are enriched with GUI-level invariants as app-specific oracles for runtime verification. We evaluate
the effectiveness of the generated suite using both code coverage metrics and mutation analysis.

Results: An empirical evaluation on five open-source mobile applications shows that the generated test suite achieve, on average,
85% statement coverage and a 97.3% mutation score on the evaluated benchmarks. Furthermore, the integration of GUI-level
invariants enhances the mutation score by 19% to 32%.

Conclusion: The findings demonstrate that combining feature-oriented behavioral modeling with app-specific test oracles
enhances fault-detection effectiveness and code coverage on small-to-medium benchmarks. However, broader industrial
evaluations remain necessary to fully assess fully assess generalizability across large-scale, complex applications.
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1. Introduction

Mobile applications (“apps” in short) have evolved from rudimentary utilities into sophisticated, feature-rich software systems
that serve as primary gateways for digital services across diverse domains such as communication, finance, healthcare, and
enterprise operations [1]. This rapid evolution has been accompanied by an unprecedented growth in their adoption and usage
worldwide, with over 230 billion downloads in 2022 alone [2], highlighting the scale, diversity, and criticality of the mobile
software ecosystem.

As mobile apps continue to grow in complexity and societal importance, ensuring their reliability and quality has become a
critical challenge [3—6]. Despite this importance, many mobile apps are still inadequately tested prior to release due to diverse
usage scenarios, rapid release cycles, device fragmentation, and limited testing resources [6, 7]. As a consequence, released
mobile apps frequently suffer from defects that negatively affect their functionality, usability, and user experience [6, 8].
Addressing these challenges requires scalable and effective automated testing solutions.

In response to this challenge, Graphical User Interface (GUI) testing has become a key approach for improving quality assurance,
as the GUI constitutes the primary interface for interactions with mobile apps [9]. While notable research efforts have been
devoted to automating GUI testing [10, 11], recent studies indicate that this field faces critical challenges [6, 12—14], including
effective test case generation [13, 14], app-specific test oracle problem [6, 15], deeper understanding of app behavior [13], test
minimization and prioritization [13], usability [14], maintainability [16], and appropriate bug reporting [14].
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Among these challenges, the automated generation of effective, semantically meaningful GUI test cases is particularly critical
[17]. Detecting functional defects—especially non-crashing ones—requires not only exercising individual GUI event handlers
[14], but also systematically exploring meaningful combinations of them that collectively realize app features, such as data-entry
and data-manipulation workflows [11]. However, many existing tools struggle to generate such targeted and semantically
meaningful test cases [11, 12]. Although recent efforts [18-21] have explored leveraging human knowledge from interaction
histories [18], manual test artifacts [20], and behavioral patterns [19] to tackle this challenge, the integration of such knowledge
into systematic model-driven test generation remains limited.
Furthermore, this limitation is compounded by the challenge of equipping generated test suite! with app-specific test oracles
capable of revealing non-crashing functional defects [3, 6, 11, 12, 22]. Currently, most existing automated GUI testing
approaches can only reveal crash-related failures due to using implicit test oracle [7, 22, 23], while methods for revealing non-
crashing functional defects often demand intensive manual effort to define explicit test oracles [20, 27, 28] in the generated test
cases or suffer from limited generalizability and high false positives [32-34].
Taken together, these limitations reveal a fundamental gap: existing approaches lack an integrated solution that (i) systematically
generates targeted test cases to cover feature-level behaviors realized through interaction sequences, and (ii) enriches the
generated test cases with app-specific test oracles to reveal non-crashing functional defects.
To address this gap, we propose a feature-oriented, model-based GUI test generation framework. The core insight is that since
mobile app features are realized within GUI event handlers and their meaningful semantic combinations, systematically modeling
these units enables the synthesis of coherent, feature-level test scenarios. To achieve this, our approach leverages two
complementary abstract models: an Event Model (EM) to capture individual handler structures via static analysis, and an Event
Relation Model (ERM) to formalize feature-level workflows by modeling meaningful relations among event handlers, leveraging
human-defined test scenarios [11]. Moreover, GUI-level invariants, introduced and validated in our earlier work [31], are utilized
to address the test oracle problem, by serving as app-specific oracles embedded directly into the generated test suites.
In our earlier study [31], our primary objective was dedicated to the GUI oracle problem—specifically, establishing the concept
of GUI invariants and qualitatively evaluating their correctness and readability as test oracles. While [31] introduced high-level
conceptual definitions of models (i.e., EM and ERM) to demonstrate how extracted invariants might be embedded in the
generated test suite, it did not provide the algorithmic formulations, architectural mechanics, or automated code synthesis
required for a full test generation system. In contrast, this study shifts the focus entirely to introduce the proposed framework,
which formally defines EM and ERM models, describes mechanisms for automated Espresso test script generation, and conducts
an extensive empirical evaluation covering code coverage, fault detection against baseline tools.
In summary, this study makes the following contributions:
o We design and formalize a feature-oriented, model-based test generation framework that systematically targets feature-
level behaviors by capturing GUI event handlers and their semantic combinations.
e We provide explicit algorithmic formulations for automatically constructing abstract models (i.e., EM and ERM) to
facilitate the semi-automated generation of targeted GUI test cases.
e We realize an automated test engine that utilize extracted models to generate executable, standalone Espresso test suites
which are enriched with GUI-level invariants as app-specific oracles.
e We empirically evaluate the proposed framework on real-world mobile apps, assessing its effectiveness in terms of
code coverage, mutation analysis, and fault-detection criteria against baseline tools.
The remainder of this paper is organized as follows. Section 2 reviews related work. Section 3 presents the proposed framework.
Section 4 describes the empirical evaluation and results. Section 5 discusses implications, limitations, and threats to validity.
Section 6 concludes the paper.

2. Related work

Due to the inherent challenges of manual testing—such as being labor-intensive, time-consuming, and error-prone—numerous
techniques and tools have been developed over the last decade to partially automate GUI testing for mobile apps. These efforts
have primarily aimed to improve scalability, reduce human effort, and enhance defect detection effectiveness. Several studies
have attempted to classify and compare these approaches; for instance, surveys such as [16, 17] introduced foundational
taxonomies in this area. Building on these foundations, we extend their categorization to provide a more comprehensive overview
of recent advances and to contextualize the contribution of our proposed approach.

2.1. Interaction-Driven Approaches

Interaction-driven approaches focus on facilitating direct interactions over the GUI and primarily encompass
framework-based and capture—replay techniques. Framework-based approaches, such as Appium [28], Espresso [35],
and UI Automator [36], provide standardized interfaces for interacting with GUI elements and executing user actions.
While widely adopted in industry, they serve primarily as execution drivers rather than autonomous test generators;
test logic, interaction sequences, and validation assertions must still be manually specified and maintained by
developers, leading to substantial engineering overhead as the SUT evolves [19]. To reduce scripting effort, capture—
replay techniques (e.g., Barista [18], Espresso Test Recorder [20], and RANDR [21]) record and replay user
interaction traces [ 16]. However, the recorded scripts are tightly coupled to the specific GUI structure observed during
recording; even minor changes in widget identifiers, layouts, or navigation structures can invalidate previous tests,
rendering them fragile and costly to maintain [16]. Crucially, both framework-based and capture—replay techniques

l'is a collection of test cases that are intended to be used to test a software program to show that it has some specified set of
behaviors.
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lack automated mechanisms to systematically explore unseen GUI states or define robust, app-specific test oracles,
limiting their ability to detect non-crashing functional defects.

2.2 Exploration-Driven Approaches

Exploration-driven approaches replace manual test-authoring effort with automated event exploration,
systematically traversing the SUT’s state space. They include random-, search-, and symbolic-based techniques.
Random (or “monkey”) testing approaches [22], exemplified by Android Monkey [37], generate random streams of
UI events without requiring prior knowledge of the SUT. While highly scalable and effective for stress exploration
and crash detection [38—40], their exploration strategy is semantically disconnected from the functional features [12,
14], exercising GUI event handlers in isolation rather than triggering coherent, feature-level workflows [41]. To
guide this exploration, search-based testing approaches, such as AGRippin [37], EvoDroid [42], and Sapienz [43],
formulate event generation as an optimization problem [37, 42—45], using metaheuristic algorithms (e.g., genetic
algorithms) to optimize structural objectives such as code coverage or state exploration [44]. Although search-based
techniques achieve superior coverage and efficiency compared to random testing [44], their reliance on structural
heuristics still struggles to target the semantic combinations of GUI event handlers that correspond to real application
features [42, 43].

Complementary to heuristic exploration, symbolic testing approaches (e.g., ACTEve [46], SymDroid [47], and
ConDroid [49]) leverage symbolic inputs and constraint solving to explore program execution paths systematically
[46-48]. While powerful for revealing subtle logic defects, symbolic execution prioritizes path feasibility over
feature-level GUI workflows, and its practical scalability is severely impeded by the path explosion induced by
asynchronous callbacks, complex lifecycle transitions, and dynamic Ul interactions.

Crucially, across all exploration-driven paradigms—whether random, search-based, or symbolic—approaches
predominantly rely on implicit test oracles (e.g., crashes or unhandled exceptions) [41-49]. They lack automated
mechanisms to define and validate app-specific functional oracles, leaving non-crashing behavioral inconsistencies
largely undetected.

2.3. Model-Driven Approaches

Model-Driven approaches, commonly referred to as Model-Based GUI Testing (MBGT), seek to address the limitations of
exploration-driven approaches by leveraging behavioral models of the SUT. These models are typically constructed using various
analysis techniques, including dynamic [50, 51], static [52], hybrid [53], or learning-based [54] techniques. By formalizing app
behavior through structures such as Finite State Machines (FSMs) [50], Extended FSMs (EFSMs) [55], or Window Transition
Graphs (WTGs) [52], MBGT approaches facilitate systematic test generation by traversing paths across the model to satisfy
predefined coverage criteria. Furthermore, these formal abstractions enable the definition of state-aware test oracles, which can
verify functional correctness against expected state transitions and GUI properties.

Despite these advantages, the effectiveness of MBGT approaches is fundamentally constrained by the fidelity and completeness
of the underlying models. In practice, the state-explosion problem—exacerbated by the highly dynamic and event-driven nature
of mobile platforms— frequently results in models that are either too coarse-grained to capture intricate business logic or too
dense to traverse efficiently. Such fidelity bottlenecks lead to several critical challenges: (i) the generation of redundant or
infeasible test cases [53, 56], (ii) degraded precision of test oracles, which frequently miss subtle functional defects and non-
crashing bugs [6, 8, 15], and (iii) inadequate coverage of complex user workflows involving multi-step, long-tail event sequences
[13, 14, 53, 54]. Moreover, as the SUT evolves, the substantial overhead associated with model updating and maintenance often
diminishes the practical return on automation [53, 56].

2.4. Reuse-Driven Approaches
Reuse-driven approaches seek to mitigate manual test development by exploiting human testing knowledge and reusing artifacts
across apps with similar functionality, primarily including migration- and pattern-based approaches. Migration-based approaches
[57-61], such as AppTestMigrator [60], CraftDroid [59], TestMig [58], and TRASM [62], reuse existing test assets (e.g.,
recorded traces, input data, and test scripts) from a source app and transfer them to cover similar functionalities on the SUT by
employing semantic matching [58] or event-mapping techniques [62]. In parallel, pattern-based approaches formalize testing
expertise into reusable templates—termed UI Test Patterns (UITPs)—tailored to recurring GUI structures such as login screens
or navigation menus [63—-66]. Frameworks like PBGT [63] and iMPACT [64] use this idea to detect predefined UI patterns on
the SUT and execute the corresponding templates to verify expected behaviors.
Despite their potential to reduce effort, both paradigms suffer from critical limitations when applied in practice. Migration-based
techniques are inherently constrained by the availability and quality of source tests [19], and cross-app variations in layout,
widget hierarchies, and navigation flows frequently yield fragility or partially executable scripts [62]. Similarly, pattern-based
testing requires substantial upfront cost to formalize sufficiently generic templates, and it is inherently restricted to standardized
UI designs. Furthermore, migration- and pattern-based approaches are essentially complementary strategies; they can only
replicate recurring or shared functionality and fail to exercise the app-specific functional logic and custom event-handler
workflows essential to the target SUT. By prioritizing the transfer of interaction sequences over app-specific behavioral
validation, these approaches lack the necessary oracles to detect non-crashing functional defects in custom features [58, 62].
2.5. AI-Driven Approaches
Motivated by recent advances in Artificial Intelligence (AI), Al-driven approaches leverage various methods such as
Reinforcement Learning (RL) [67, 68], deep learning [69—71], and Large Language Models (LLMs) [72, 73] to automate GUI
testing for mobile apps. Broadly, these approaches aim to generate test cases more systematically by leveraging prior knowledge
69
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(e.g., test scripts, user interaction logs, bug reports, and requirements) and learning actionable patterns for exploration, input
generation, and validation [74]. Like pattern-based frameworks and test migration, they seek to reduce manual effort by reusing
and generalizing knowledge extracted from past testing activities.

Overall, Al-driven approaches can enable scalable, adaptive, and semantically informed test generation. Nevertheless, their
practical adoption remains nascent. Key challenges include reproducibility (e.g., sensitivity to training data, environments, and
model versions), explainability (understanding why particular actions, paths, or oracles are generated), and integration with
established testing workflows and toolchains (e.g., CI/CD, regression suites, and maintenance under GUI evolution).

2.6. Synthesis and Research Gap

A critical review of the literature reveals a clear trajectory in mobile GUI testing, transitioning from manual scripting toward
increasingly automated, model-based, and intelligent exploration strategies. Despite these contributions, existing paradigms
focus primarily on surface-level behavior, optimization heuristics, or reuse mechanisms rather than considering the true semantic
structure of the SUT. Table 1 systematically summarizes and compares these paradigms against our proposed approach.

The comparative analysis in Table 1 reveals a recurring systemic limitation across the mobile GUI testing landscape. While
varying in their specific exploration heuristics, these paradigms share a fundamental reliance on black-box or coarse-grained
models, such as Event Flow Graphs (EFGs) [51] and WTGs [50-52]. By treating the app’s interface as a disconnected structure
rather than a reflection of its underlying logic, existing techniques inherently lack the semantic awareness required to generate
test cases that target semantic features or to derive precise test oracles for revealing non-crashing functional defects [13, 17, 31,
75].

Table 1. Comparison of mobile GUI testing paradigms.

Paradigm ?ﬁgfs esentative Core Idea Oracle Mechanism Key limitations
Interaction- Appium [28], | Manual scripting & . Fraglle to UL updates; high
. . Manual assertions maintenance; lacks automated
Driven Barista [18] capture—replay .
exploration.
Exploration- Monkey [37], | Random or search-based Tmplicit oracle (e.g., crashes) Ignores feature semantics; blind to
Driven Sapienz [43] input generation P £ non-crashing functional bugs.
. Stoat (231, State exploration using State reachability or structural Coarse ab§tractlons oml.t handler
Model-Driven AMOGA [53] screen-level graphs GUI checks dependencies;  susceptible  to
(EFGs/WTGs) infeasible paths.
. CraftDroid [59], | Semantic Ul mapping & Limited to generic Ul flows; fails
Reuse-Driven PBGT [63] test transfer Replayed source checks on custom app-specific logic.
. . Prompt heuristics Non-
Al-Driven GPTDroid [72] Learnmg/LLM-gulded Implicit oracle (e.g., crashes) deterministic; high latency; prone
event generation L.
to hallucinations.
Proposed Code-{nformed GUI-level invariants as app- | Requires app source code for model
Approach modeling  of _ event specific oracles extraction
pp handlers (EM & ERM) :

This highlights a clear research gap: current approaches do not provide an integrated GUI testing framework that: (i)
systematically targets feature-level behaviors encoded within GUI event handlers [13] and their meaningful interaction
workflows [17, 75], and (ii) enriches generated test suite with app-specific test oracles enable revealing non-crashing functional
defects [31].

To address this, we propose a feature-oriented, oracle-aware extension of MBGT techniques. By introducing handler-centric and
code-informed models (i.e., EM and ERM), we explicitly encode hierarchical dependencies and semantic relationships among
GUI event handlers. This synergy between GUI interaction and implementation logic allows for the systematic generation of
feature-aware test cases enriched with GUI-level invariants as app-specific oracles, effectively mitigating the limitations inherent
in existing GUI testing approaches.

3. The Proposed Approach
This section presents our semi-automated, feature-oriented model-based GUI testing approach for mobile apps. The approach is
designed to generate targeted GUI test cases that exercise both individual GUI event handlers and their semantically meaningful
combinations, while also embedding GUI-level invariants as app-specific test oracles to validate runtime behaviors. To illustrate
our approach, we use the ContactManager [76] app as a running example throughout this section.
In this work, a feature is defined as a user-visible functional capability whose observable behavior is triggered through a GUI
event handler. Based on this view, feature-level GUI testing can be achieved by systematically testing: (i) individual GUI event
handlers that implement atomic functional actions, and (ii) meaningful GUI event-handler sequences that collectively realize
higher-level workflows (e.g., create—edit—delete).
The approach takes as input the source code of the SUT and a set of human-defined functional scenarios based on the extracted
features, and produces executable GUI test cases enriched with GUI-level invariants as app-specific assertions to target individual
features and meaningful workflows of them. To achieve this goal, the approach combines static analysis, guided GUI exploration,
and human knowledge through three main modules: (1) GUI Exploration, which derives GUI-level invariants from runtime
executions; (2) Model Constructor, which builds two complementary models, namely EM and ERM; and (3) Test Generator,
which traverses these models to produce targeted GUI test cases and embeds them with extracted GUI-level invariants as app-
specific test oracles. Figure 1 illustrates the overall architecture of our approach.
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The proposed approach builds upon our earlier work on extracting GUI-level invariants [31]. While that work focused on the
extraction of GUI-level invariants in isolation, the present study integrates those invariants into the proposed model-driven test
generation approach. As a result, the generated test cases are not only structurally guided and feature-oriented, but also oracle-
aware, enabling the detection of both crashing and non-crashing functional defects—a key limitation of most existing GUI testing
techniques [6, 15].

3.1. GUI Exploration

The GUI Exploration module is responsible for deriving runtime behavioral knowledge from the GUI cues of the SUT and
transforming it into GUI-level invariants that later serve as app-specific test oracles in the generated GUI test cases.

This module builds on our earlier work on GUI-level invariant extraction [31], but here it is integrated as part of a unified test
generation architecture. Its input is the source code of the SUT, and its output is a set of inferred
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Figure 1: Overview of the proposed feature-based GUI test generation architecture

GUI-level invariants associated with the critical execution boundaries—specifically the entry and exit points of GUI event
handlers and lifecycle initialization methods such as onCreate. The extraction process is structured as follows:
Instrumentation: The module first employs static analysis to parse the SUT source code, extracting GUI related classes, their
associated layout widgets, and GUI event handlers. It then injects lightweight monitoring hooks at critical execution boundaries.
These hooks are designed to capture the runtime values of functional GUI widget attributes, such as visibility, enabled states,
and collection sizes. Furthermore, the module generates a schema file—containing structural descriptors for execution
boundaries—which serves as a blueprint for interpreting the logged data at critical execution boundaries. By capturing raw
execution flows according to these descriptors, the instrumentation provides the necessary foundation for subsequent GUI-level
invariant inference. Figure 2 shows an example of an instrumented GUI event handler within the ContactManager app.

71


https://sciwheel.com/work/citation?ids=16956209&pre=&suf=&sa=0
https://sciwheel.com/work/citation?ids=15735740,15772396&pre=&pre=&suf=&suf=&sa=0,0
https://sciwheel.com/work/citation?ids=16956209&pre=&suf=&sa=0

Feature-Oriented Model-Based GUI Test Generation with App-Specific Oracles for Mobile Applications

Ali Yarifard

Issac Safari

Maria Anderson

Mona Rezaei

<«
@
-
®
-
®
-«
[
-

Sadegh Zeinali

fab.setOnClickListener(new View.OnClickListener() {
@0verride
public void onClick(View v) {

AddOnLibrary.logDataInEntryPointByActivityEventHandler( activity MainActivity.this,

ckageName: "contacts”, activityName: "MainActivity”, methodName: "fab_0nClick",
widgets);
Intent settings_intent = new Intent( packageContex: MainActivity.this,

contact_create_activity.class);
MainActivity.this.startActivity(settings_intent);
AddOnLibrary.logDataInExitPointByActivityEventHandler( activit: MainActivity.this,
packageName: "contacts”, activitName: "MainActivity"”, methodName: "fab_OnClick",
widgets);

1

Figure 2: An instrumented GUI event handler within ContactManager app [76]

Dynamic Observation: The instrumented SUT is explored via a hybrid strategy: a human-guided phase to reach deep,
semantically important GUI regions, followed by an automated random-event generation phase to expand the explored
behavioral space and increase the diversity of observed execution traces [31]. During exploration, the injected monitoring hooks
capture the runtime values of functional widget attributes into an execution trace file, strictly adhering to the structural descriptors
defined in the schema file.

Invariant Extraction: The resulting execution trace file is interpreted using the schema file and processed by the Daikon tool
[77] to infer candidate GUI-level invariants. Table 2 presents a selection of representative GUI-level invariants generated by this
module for the ContactManager app.

Within the context of the present study, the main role of the GUI Exploration module is to supply the later test generation module
with behaviorally meaningful and explainable oracle knowledge. In contrast to existing mobile GUI testing techniques that
mainly rely on crash detection [71] or generic heuristic [6, 15], the extracted GUI-level invariants enable runtime validation of
GUI-level functional correctness and improve the ability to detect non-crashing functional defects. Further implementation
details regarding instrumentation and invariant inference are available in our earlier work [31].

Table 2: Representative GUI-level invariants extracted for ContactManager app [76]
Invariant Type | Point type Label GUI invariant Description
This GUI invariant specifies that the searchButton and
: . searchButton.enabled == : : p
Object Level - - MainPage settingButton.enabled settingButton must always be enabled whenever MainPage is
displayed.

Obiect Level | - — DeleteContact | dialogTitle == “Delete | This invariant indicates that the dialog’s title property equals
d Dialog this contact?” “Delete an Item” upon successful instantiation and display.
GUI Event . OpenContact s _ This GUI invariant indicates that the OpenContactViewPage is

Handler Level Entry Point V{)ewPage ContactList.size >= 1 displayed only if there is at least one entry in the contactL%st.
GUI Event Exit Point DeleteContact | ContactList.size == | This invariant means that upon the successful deletion of a
handler Level Confirm old(ContactList.Size) — 1 contact, the ContactList size must decrease by one.

3.2. Model Constructor

The Model Constructor module is responsible for deriving the abstract behavioral models that guide systematic and feature-
oriented test generation. The design of this module is motivated by the observation that existing model-based GUI testing
techniques predominantly rely on navigation-oriented abstractions, such as FSMs or WTGs. While effective for systematic
exploration, such models are limited in their ability in representing the SUT from the perspective of functional feature-level and
semantic relations between them.
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To address this limitation, the module constructs two complementary models: (i) EM and (ii)) ERM. Together, these models
capture both the individual behavior of GUI event handlers and their meaningful combinations which are required in complex
functional test scenarios. The idea behind the model extraction process is driven by the observation that mobile apps are
inherently event-driven systems, in which functional features are primarily implemented within GUI event handlers.
Accordingly, the identification of the functional features of the SUT is reduced to identifying its GUI event handlers and the
execution paths that lead to them.

Therefore, modeling the SUT from the perspective of both individual GUI event handlers and their meaningful combinations
constitutes the suitable foundation for meaningful GUI test generation. In this module, we address this challenge through a
combination of static analysis of the SUT source code using JavaParser? library and guided human input.

3.2.1. GUI Event Handler Extraction

The extraction of GUI event handlers is the foundational step of the model construction process, as both the EM and ERM are
built upon the identified GUI event handlers. This step is performed automatically using static analysis techniques.

Given a context class— which represents an activity® class in Android apps— the module parses its source code using the
JavaParser library to create its Abstract Syntax Tree (AST). The AST is then systematically traversed to identify method
declarations corresponding to GUI event handlers— such as callbacks associated with user interactions (e.g., button clicks). This
identification relies on structural cues in the AST, including method signatures, implemented listener interfaces, and associations
with GUI widgets. Each extracted event handler is considered as an atomic functional feature representing a concrete entry point
for triggering application logic. For each identified GUI event handler, the module tries to generate a meaningful name from its
context information (e.g. description messages) using Apache Natural Language Processing (NLP) library*, and collects GUI
widgets used in its implementation, and encapsulates them as metadata which is used in future steps.

The resulting set of event handlers, along with their metadata form the shared input for constructing both the EM and ERM
models. This separation of concerns ensures traceability from source code to model elements while avoiding redundancy in
subsequent modeling steps.

3.2.2. Hierarchical Event-Handler Model (HEHM)

The Hierarchical Event-Handler Model (HEHM), referred to as the Event Model (EM) for brevity, provides a fine-grained
structural representation of the SUT by modeling GUI behavior at the level of individual GUI event handlers and their execution
contexts. Unlike traditional navigation-oriented models that primarily represent GUI windows and surface-level event sequences,
the EM captures the internal functional structure of GUI contexts by explicitly modeling the GUI event handlers through which
the SUT features are implemented, together with the hierarchical dependencies that govern their execution. This modeling
perspective enables the generation of tests that are feature-aware rather than merely navigation-aware.

Formally, the EM is defined as a 6-tuple G = (S, sy, H, T, L, §), where its components are defined as follows:

o S =/{s( 51,5} is a finite set of GUI contexts which are identified through static analysis of the SUT source
code. Each s € S represents a primary GUI context class, typically corresponding to an Android Activity class,
which acts as a navigation container in which a set of GUI event handlers can be triggered during execution.
Modern mobile interfaces may contain additional UI components such as fragments, dialogs, menus, and pop-ups.
In the abstraction adopted by the EM, these elements are not modeled as independent GUI contexts because they
are instantiated and executed within the lifecycle of an enclosing context class rather than introducing a separate
navigation scope at the level targeted by our static analysis. Instead, their behavior is captured through the
hierarchical relations among event handlers defined within the corresponding context. In particular, event handlers
implemented in fragments are associated with their hosting context, while dialogs and menu interactions are
represented through hierarchical dependencies between handlers.

Each context s € S is therefore characterized by a finite set Ny € H X (H U {@}) X L, where each tuple (h;, p;, ;) €
N represents an occurrence of a GUI event handler within context s and is defined as follows:

o h; € H denotes a GUI event handler associated with context s. Each handler corresponds to a concrete
functional unit implemented in the SUT source code, typically defined as a callback responding to user
interactions such as button clicks, long clicks, or menu selections.

o p; € HU{Q} denotes the parent handler of h;. If p; # @, the execution of h; becomes conditionally
reachable only after the execution of p;. This hierarchical dependency captures nested interaction
structures commonly observed in GUI interfaces, such as menu—submenu relations, dialog confirmation
actions, or context-specific interaction flows that become available only after a preceding user action.

o l; € L is the interaction label associated with handler h;, serving as a unique key to retrieve the concrete
Ul interaction sequence required to trigger the handler from the Actions-Label repository.

® 5, €S denotes the initial entry context of the SUT. It corresponds to the SUT’s launch context (e.g., the Main
Activity) extracted from the project metadata during static analysis.

e H represents the finite set of all GUI event handlers extracted from the SUT source code: H =
Usesth|3p, L such that (h,p,l) € Ng}. Each handler h € H represents a unique functional execution unit in the
SUT implementation (e.g., onClick, onLongClick, or onltemSelected). While a handler has a unique identity in H,

2 This library provides various useful visitor APls to travel on the AST nodes and extract information stored on them and
available at https://javaparser.org/

3 An activity in Android apps is equivalent to a window in desktop apps, in which the app draws its Ul.

4 https://opennlp.apache.org/
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its contextual occurrence and hierarchical relationships are captured by the corresponding tuple (h, p, I} within the
set Ny of its associated context. This distinction allows the model to separate handler identity from its structural
embedding within a particular GUI context.

e T CSxHXS is the navigation transition relation. A transition (s,h,s") € T exists if the execution of event
handler h within context s triggers a navigation-related operation that transfers the SUT to another context s'. Such
transitions are typically detected through static analysis of navigation-related API calls (e.g., startActivity). This
relation captures the inter-context navigation structure of the SUT, where the hierarchical relations represented in
N, describe intra-context interaction dependencies.

e L is the finite set of labels associated with GUI event handlers. Each label uniquely identifies an entry in the
Action-Label repository, which stores the concrete Ul interaction sequences required to invoke the corresponding
handler.

e §:L — (interactions)? is the interaction mapping function. For each label [ € L, §(l) returns a non-empty
sequence of concrete Ul interactions (e.g., typeText, longClick) required to trigger the corresponding event handler.
This mapping bridges the gap between abstract model elements and executable GUI actions during the test
generation phase.

Unlike traditional black-box or navigation-oriented models such as EFGs [51] and WTGs [52]—which primarily capture surface-
level event sequences and window-level reachability—the EM is designed as a handler-centric, code-informed abstraction. By
leveraging static analysis to represent GUI contexts as structured collections of internal event handlers and their hierarchical
dependencies, the EM bridges the gap between high-level navigation and the underlying functional logic implemented in the
SUT source code. This structural precision helps mitigate the semantic limitations of purely exploration-based testing [51] and
the abstraction mismatch of navigation-oriented models [52], providing a formal foundation for generating feature-aware test
cases capable of detecting non-crashing functional defects.

While Figure 3 represents a simplified version of the extracted EM Model for ContactManager app, Algorithm 1 details its
automated construction process. To enhance readability, we have abstracted the detailed handler names in Figure 3 into unique
identifiers (e.g., MH_01). The complete mapping of these identifiers is available in the supplementary material [30].

As outlined in Algorithm 1, the model construction process begins by collecting the SUT project metadata (Line 4) and extracting
its main context class (Line 5). The corresponding initial state is then created (Line 6), and both the EM model and the processing
queue are initiated with this state (Line 7-8). While the processing queue is not empty (Line 8), the algorithm iteratively selects
an unvisited state, marks it as visited (Line 12), and applies static analysis using JavaParser library to parse the source code of
the corresponding context class to extract its GUI event handlers (Line 14).
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Figure 3: The simplified version of Event Model (EM) for the ContactManager app. The complete mapping of GUI event handler
identifiers is available in the supplementary material [30]
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For each detected GUI event handler, the algorithm generates its UI actions required to trigger its invocation (Line 16) using the
metadata collected during the event-handler extraction phase. The generated interaction sequence is stored in the Action-Label
repository (Line 17), and its corresponding label together with handler metadata is attached to the corresponding state within
the EM (Lines 22 or 25).

Moreover, the algorithm statically analyzes the handler’s source code to identify navigation-related operations and determine its
target GUI context, if any (Line 19). When a new target context is detected and is not yet present in the EM, the algorithm creates
the corresponding state (Line 21), adds a transition from the current context to the target context (Line 22), and enqueues the
newly discovered context for subsequent analysis (Line 23). The construction process terminates once all reachable contexts
have been visited and the processing queue becomes empty.

Algorithm 1: Event Model Construction process

Algorithm 1: Event Model Construction

Input: MobileAppProject

Output: EventModel

EventModel + @

LabelRepository < )

VisitedState + @

projectMetaData + collectMetaData(MobileAppProject)
mainContext + getMainContext(projectMetaData)
currentState < createState(mainContext)

EventModel < currentState

Queue.enqueue (currentState)

while (Queue /= ¢J) do

oW N

e W 9 o ¢,

10 | currentState + Queue.dequeu()

11 | if (!VisitedState.contains(currentState)) then

12 VisitedState.add(currentState)

13 currentState. EventList + @

14 eventList + extractGUIEventHandlers(currentState)
15 foreach event € eventList do

16 actions + generateUTActions(currentState, event)
17 key + LabelRepository.append(actions)

18 if (trigerOtherContext(event)) then

19 targetContext «+ getTargetContext(event)

20 if (!EventModel.contain(targetContext)) then

21 newState + createState(targetContext)

22 currentState.EventList.add(event, key, newState)
23 Queue.enqueue(newState);

24 else

25 L(:urreutState.EveutList,ad(](even‘r. key, currentState)

3.2.3. Event Relation Model (ERM)

While the EM provides a fine-grained structural representation of the SUT by modeling individual GUI event handlers and their
execution contexts, many non-crashing functional defects reveal only when multiple GUI event handlers execute in a meaningful
order [78]. Therefore, testing individual handlers in isolation may fail to reveal defects that arise from violations of feature-level
workflows (e.g., create—edit—delete operations on application data) [10, 11].
Although static analysis enables the systematic extraction of handler-level structure and navigation transitions (Section 3.2.1 and
Section 3.2.2), automatically inferring higher-level semantic relations among handlers remains challenging. Source code
typically exposes structural dependencies and navigation instructions, but it rarely encodes domain knowledge regarding how
the SUT features are intended to be used in realistic user workflows. Therefore, purely automated approaches struggle to
reconstruct meaningful feature-level workflows from code or execution traces alone [79].
To address this limitation, we introduce the Event Relation Model (ERM), a high-level behavioral abstraction constructed on top
of the EM. In contrast to the EM—which is extracted automatically through static analysis— the ERM is constructed using
human-defined functional test scenarios. These scenarios encode domain knowledge about realistic user workflows and therefore
provide valuable guidance for constructing feature-oriented test cases [72, 78].
Formally, given the EM model defined as G = (S,sy, H,T,L,§), the ERM is defined as an annotated directed tree G' =
(8,50, T', L', 6", u")y where:
o S'={S; Si,..,8,} is a finite set of nodes representing functional milestones derived from human-defined test
scenarios. Each node s’ € S" \ {s4} corresponds to a specific GUI event handler extracted in the EM. This association
is captured through a mapping function u'.
® sy € S' denotes the root node of G’ and corresponds to the entry context of the SUT (i.e., the initial context S, in the
EM). The root represents the starting point from which feature-level interaction sequences originate.
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e u':S'" - H is a mapping function that associates each ERM node with the corresponding GUI event handler h € H
defined in the EM. This mapping preserves traceability between the semantic representation in the ERM and the
handler-level structure captured in the EM.

e T'C S XL xS'isthe set of semantic transitions. Each transition t' = (src, l,, des) represents a meaningful ordering
relations with annotated label [, between two functional milestones (e.g., event handlers) in a human-defined test
scenario. In other words, it specifies that the event handler associated with node src is followed by the handler
associated with node des in a meaningful feature-level workflow.

e [ isthe set of transition labels associated with the ERM edges. Each [, € L identifies the navigation sequence required
to move between the corresponding handlers.

e §':L - (interactions)? is the interaction mapping function. For each label I’ € L', §(I") returns a non-empty
concrete GUI interactions required to navigate from u'(src) to u'(des). These interaction sequences are derived from
the navigation information encoded in the EM, thereby ensuring that each semantic relation represented in the ERM
corresponds to an executable GUI path in the SUT.

The ERM construction process begins by processing human-defined test scenarios expressed as ordered sequences of the
extracted GUI event handlers. The model is built incrementally in order to reuse common prefixes among scenarios. When
multiple scenarios share the same initial interaction steps, these prefixes are represented by shared paths in the ERM, which
improves model compactness and avoids redundant representations of identical interaction sequences. Moreover, each
consecutive pair of handlers in a scenario induces a semantic transition in the ERM. To ensure executability, the EM is queried
to derive the concrete navigation path between the corresponding handlers. The resulting sequence of Ul actions is then stored
as the label of the ERM edge connecting the corresponding nodes. In this way, the ERM maintains semantic information derived
from human knowledge while remaining consistent with the structural constraints of the underlying execution model.

As defined above, the ERM forms a directed tree whose root corresponds to the entry point of the SUT, while the remaining
nodes represent GUI event handlers participating in feature-level workflows. The edges capture semantic ordering relations
between handlers and are annotated with navigation labels that encode the concrete interaction sequences required to traverse
between them in the SUT. Figure 4 presents the ERM model constructed for the ContactManager app, while Algorithm 2
describes the automated procedure used for its construction.

MainPage

ContactCreatepage NumberCategoryPage

OpenContactViewPage, Lg

SaveGontact, Ly, ConfirmAddCategory, Ly

ContactViewPage

MainPage

ContactCreatepage

MalnPage

NumberCategoryPage

OponEditContactPage, Lag

OpenContactViewPage, Lg

AddNumber, Ly

ConfirmDeleteContact, L, ConfirmDeletaCategory, Lss

Context Class

—_—
ContactViewPage

ContactCreatepage FeatureName, LabelNumber

Transition
SaveContact, Lyz

OpenCallApp, Lao

Legend

Figure 4: The Event Relation Model (ERM) for the ContactManager app.
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Algorithm 2: Event Relation Model (ERM) Construction process

Algorithm 2: Event Relation Model Construction
Input: MobileAppProject, EventModel, LabelRepository, testScenarios
Output: EventRelationModel

1 EventRelationModel < @

2 projectMetaData < collectMetaData(MobileAppProject)

3 mainContext < getMainContext(projectMetaData)

4 EventRelationModel <« createlnitialState(mainContext)

5 foreach (testScenario € testScenarios) do

6 | eventSet < splitTestScenarioBasedOnEvent(testScenario)

7 | currentState <— EventRelationModel.getRootState()

8 | foreach (event € eventSet) do

9 if (lcurrentState.hasAdjacency(event)) then
10 nextState — createState(event, LabelRepository)
11 actions < generateActionsFor-

Path(EventModel,LabelRepository,currentState,nextState)

12 key + LabelRepository.append (actions)
13 currentState.appendAdjacency(nextState key)
14 currentState <— nextState
15 else
16 LcurrentState « currentState.get Adjacency(event)

As shown in Algorithm 2, the ERM construction begins by collecting the SUT’s project metadata and extracts its main context,
which is used to create the root state of the model (Lines 2—4). The algorithm then iterates over the human-defined test scenarios
(Line 5), each of which is decomposed into an ordered sequence of GUI event handlers (Line 6), and processed starting from the
root state (Line 7).

For each event handler in the sequence (Line 8), the algorithm checks whether a corresponding outgoing relation is already
encoded in the current state (Line 9). If not, a new state is created and the EM is queried to derive an executable GUI navigation
path between the previous state and the new state (Line 11). The resulting UI actions are stored in the Action-Label repository
and its returned label is used to annotate the corresponding edge (Lines 12—13), after which the traversal proceeds to the newly
created state (Line 14). Otherwise, the existing relation is reused and the traversal continues accordingly (Line 16).

By structuring human-defined test scenarios into a formal model, the ERM preserves domain knowledge in a reusable and
analyzable representation. The separation between EM and ERM enables a complementary modeling strategy: the EM ensures
systematic and automated coverage of individual GUI event handlers, whereas the ERM captures realistic feature-level
workflows that involve meaningful combinations of handlers. Together, these models provide the foundation for generating
effective GUI test cases.

3.3. Test Generator

The Test Generator module utilizes the extracted models, GUI invariants derived from the SUT’s runtime behavior, and Action-
Label repository to generate GUI test cases enriched with app-specific oracles. The generated tests— expressed in the Espresso
framework syntax— are designed to hit defect-sensitive execution paths— namely individual GUI event handlers and their
meaningful compositions —within the SUT. To do this, the module generates two types of test cases: simple test cases— which
hit individual GUI event handlers— and complex test cases —which cover meaningful combinations of GUI event handlers.
To generate simple test cases, the module systematically traverses the EM model from its initial state. Each visited state is
mapped to a corresponding test class, while each internal node within that state is transformed into individual test cases. Each
generated test case is conceptualized as a macro event defined as ¢ =< Pre, E, Post >, where E denotes Ul actions required to
test the corresponding GUI event handler, and Pre and Post define the assertions checked before and after executing E,
respectively. The Ul actions are retrieved from the Action-Label repository using the label stored in the corresponding GUI event
handler node, as generated during the construction of the EM model.

Furthermore, the module retrieves the prioritized GUI invariants associated with the event handler’s entry and exit points using
its metadata stored in the corresponding internal node and presents them to the human tester. Leveraging domain expertise [59,
60, 64, 80, 81] alongside the generated event sequence, the tester selects the most suitable GUI invariants to instantiate the pre-
and post-conditions. This guided human involvement ensures that the resulting assertions remain semantically aligned with the
intended functional objective of each test case.

The complex test cases are generated using the ERM model— which encodes complex test scenarios as root-to-leaf paths in an
annotated tree. In this process, the module first creates a dedicated test class for complex test scenarios, and then systematically
transforms each root-to-leaf path on the ERM model into individual complex test cases. As described before, each such path
consists of nodes representing GUI event handlers involved in the corresponding test scenario and annotated edges encoding the
navigation required to transition between consecutive nodes in the EM. Accordingly, a complex test case is synthesized by
composing the macro events associated with the involved GUI event handlers and the navigation macro-event sequences encoded
along the ERM path, following their defined order. This composition enables the execution of semantically related functionalities
within a single test case, facilitating the detection of non-crashing functional defects arising from interactions and side effects
among multiple GUI event handlers.
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The final output of this module is a suite of targeted GUI test cases that collectively hit both isolated GUI event handlers and
their semantic compositions as multi-step functional scenarios. Each test case is augmented with app-specific GUI oracles
derived from inferred GUI invariants, enabling reliable detection of subtle non-crashing defects.

3.4. Tool-Support

To operationalize the proposed approach, its workflow was implemented as two plugins for Android Studio which are publically
available open-source at [30]. The first plugin, called Instrumenter, performs static analysis of the SUT to identify GUI contexts
and event handlers, injects monitoring hooks at their entry and exit points, and generates the necessary runtime data for extracting
GUI invariants. The second plugin, called GUITestGenerator, constructs the EM and ERM from the SUT’s source code and
automatically produces executable test cases in Espresso format, enriched with the derived GUI invariants as app-specific test
oracles. Integrating the developed plugins within the IDE enables systematic instrumentation, model construction, and test
generation directly over the project structure of Android apps.

4. Empirical Evaluation

This section presents the empirical evaluation process conducted to assess the quality of the test suite generated by the proposed
approach. This process begins with the presentation of the research objective, followed by the formulation of research questions
(RQs) that guide the design of the empirical studies. Next, we define evaluation metrics used to measure outcomes and
objectively address the RQs. Finally, we describe the evaluation process, including empirical study setup, the characteristics and
preparation of subjects, the description of empirical studies, data collection procedure, and analysis of the results, providing
evidence for the quality of the generated test cases and the practicality of the proposed approach.

4.1. Goals & Research Questions

Following the Goal-Question-Metric (GQM) template [82], the goal of this study is to evaluate the quality of the generated test
cases by the proposed approach with respect to a key software quality attribute, namely effectiveness from the tester’s
perspective, defined in the ISO/IEC25010 [83]. Based on this goal, the following research questions (RQs) have been formulated:
® RQ 1- How does the code coverage achieved by the generated test cases compare with state-of-the-art GUI testing
tools?
Code coverage is a fundamental indicator of test effectiveness, as test cases that explore a larger portion of the codebase
are more likely to reveal hidden defects. This RQ evaluates the extent to which the generated test cases achieve code
coverage—measured through statement coverage—relative to the state-of-the-art GUI testing tools.
® RO 2- How effective are the generated test cases in revealing potential defects?
Detecting defects, especially non-crashing ones, is a critical goal of GUI testing. This RQ assesses how effectively the
generated test cases reveal potential defects in the SUTs. To quantify this, we use mutation score—an established
standard indicator for evaluating the fault-revealing power of test suites.
® RO 3- How effective are the derived GUI-level invariants, when used as app-specific test oracles, in revealing defects
during test execution?
This question evaluates the defect-revealing capability of GUI-level invariants, which is a critical indicator of their
practical usefulness. The assessment is performed using mutation testing to quantify defect detection.
® RQ 4- How does the proposed approach for generating test cases compare with the state-of-the-art GUI testing tools
in terms of fault-detection effectiveness?
This question evaluates the defect detection effectiveness of test cases generated by the proposed approach, comparing
them with state-of-the-art mobile testing tools using mutation testing [10] to quantify their practical defect-revealing
capability.
4.2. Metrics
To answer the study’s RQs, we employ a set of quantitative and qualitative metrics, commonly used in GUI testing research and
aligned with the software quality attribute defined in the ISO/IEC25010 [83]. These metrics collectively evaluate (i) the
behavioral exploration capability of the generated GUI test cases, (ii) their fault-detection effectiveness, and (iii) the practical
usefulness of the extracted GUI-level invariants as app-specific test oracles. In accordance with the GQM paradigm, Figure 5
presents the GQM tree linking research questions to evaluation metrics.

% Evaluate the Quality of Generated Test Suites <

; T GEETTED
QUESTION { How does the code coverage How effective are the How effective are the ! rowidoes the proficsed
| achieved by the generated generated test suites in derived GUI invariants, when approach for generating test
= z o 5 used as app-specific test oracles, | | suites compare with the state-of-
test suites compare with revealing potential defects? 5 < 3 . x
| . in revealing defects during the-art GUI testing tools in terms
state-of-the-art GUI testing X 3
test execution? of fault-detection effectiveness?
tools? \ \ .
Metric: Metric: Metric: Metric:
VIETRI! Statement Coverage (SC) Mutation Score (MS) Oracle Fault Overall Undetected
E" Detection Gain (OFDG) Mutants (OUM)

Figure 5: GQM tree showing the relationship of the study’s RQ and the selected metrics
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Statement Coverage (RQ1): Statement coverage measures the proportion of executable code statements exercised by the

generated test cases, which is defined as follows:
Executed Statements

Statement Coverage(%) = X 100 (Eq. D)

Total Executable Statements
Although statement coverage originates from structural testing (i.e., unit-level testing), it remains highly relevant in GUI-level

testing of event-driven systems such as mobile apps. In such systems, system-level testing is conducted via GUI interactions, as
the GUI constitutes the primary gateway for triggering event-handler methods that implement the underlying functional logic.
Consequently, the extent to which generated GUI test cases execute program statements directly reflects the degree of behavioral
exploration achieved through user-level interactions. As such, statement coverage serves as an objective proxy for assessing the
depth of functional execution reachable via GUI-based test cases. Furthermore, it has been widely adopted in prior GUI testing
research [53, 71, 84], facilitating fair and reproducible comparison with state-of-the-art approaches.

Mutation Score (RQ 2): The Mutation Score (MS) evaluates the fault-detection capability of the generated test cases by injecting
artificial defects (mutants) into the SUT, which is defined as follow:

Killed Mutants
MS = (Eq.2)
Total Mutants
This metric is widely recognized as the most reliable approximation for real fault-detection capability, particularly when real

defects are unavailable or limited [85]. Unlike coverage metrics, which measure exploration depth, mutation score directly
evaluates the ability of test cases to reveal defects. In GUI testing, structural coverage alone does not guarantee fault detection,
as many defects reveal only under specific event sequences or state conditions. Therefore, mutation score provides a stronger
effectiveness indicator by assessing whether the generated GUI test cases not only execute code but also detect incorrect behavior
triggered through GUI interactions.

Oracle Fault Detection Gain (RQ 3): To measure the gain of using GUI-level invariants as test oracles in fault detection rate,
we define Oracle Fault Detection Gain (OFDG) as the improvement in mutation score obtained when invariant-based oracles are
incorporated into the generated test cases:

OFDG; = [MS{™ — MS~™] x 100 (Eq. 3)
Where MS™ and MS[*~"™ denote the mutation score for the i app with and without GUI-level invariants as test oracles,
respectively.

Unlike traditional GUI testing approaches that rely primarily on generic failure oracles (e.g., crash detection or uncaught
exceptions), OFDG metric explicitly quantifies the additional fault-detection capability attributable to the inclusion of the
extracted GUI-level invariants within the generated test cases. By isolating the difference in mutation score with and without
invariant-based oracles, this metric captures the incremental effectiveness contributed specifically by semantic validation
mechanisms. Therefore, a positive OFDG value therefore indicates that invariant-based oracles enhance the fault-detection
strength of the generated test cases beyond structural exploration alone, demonstrating their practical value in improving testing
effectiveness.

Overall Undetected Mutants (RQ4): To compare the fault-detection of each testing approach, we define Overall Undetected
Mutants (OUM) to measure the proportion of injected defects (mutants) that remain undetected during testing— which is defined

as follow:
FN;

Where N denotes the number of subjects (apps), FN; represents the number of undetected (survived) mutants in the i app, and
TM; denotes the total number of mutants injected into the i app.

Unlike per-application mutation score, which evaluates fault-detection effectiveness locally, OUM metric provides an aggregate
indicator of residual fault-detection weakness across the entire benchmark set. By summing the undetected mutants over all
subjects and normalizing by the total number of injected mutants, this metric enables direct comparison of the overall
effectiveness of competing testing approaches. Lower OUM values indicate that fewer injected defects remain unrevealed,
reflecting stronger and more consistent fault-detection effectiveness across diverse applications.

4.3. Empirical Procedure and Setup

This section describes the empirical setup and experimental protocols designed to evaluate the proposed approach. The overall
evaluation workflow encompasses subject application selection, invariant extraction, model generation (EM and ERM), and the
generation of test cases enriched with app-specific oracles (i.e., GUI-level invariants) based on the extracted model. To
systematically answer the research questions, two empirical studies were conducted: (1) a code coverage analysis addressing
RQ1, and (2) a mutation-based fault-detection study addressing RQ2—-RQ4.

4.3.1. Baseline Tools and Selection Rationale.

We compared the proposed approach with four baseline testing tools. These tools have been selected as baseline tools, since they
(i) have frequently served as benchmarks in prior studies, (ii) represent different families of test-generation strategies—namely
random, model-based, and learning-based respectively—and (iii) reflect current and relevant advancements in automated mobile
testing. We selected Monkey [40] as the representative for random testing, Stoat [23] for stochastic model-based exploration,
and DinoDroid [71] as a representative of deep-reinforcement-learning-based strategies. These tools primarily rely on implicit
oracles and thus serve as baselines for both code coverage (RQ1) and fault detection (RQ4). Additionally, we included
REGDROID [6], a differential testing tool, as an explicit-oracle baseline. REGDROID was deployed exclusively in the fault-
detection study (RQ4) to benchmark the effectiveness of the proposed approach against non-crashing functional defects.

4.3.2. Configuration and Instrumentation.
The experimental environment consisted of a workstation running Ubuntu 16.04 (Intel Core i7 8th Gen, 16 GB RAM) and

N
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Android Studio 2020 utilizing Nexus 6 emulators. For the coverage analysis, all subject apps were instrumented using JaCoCo
[93] to facilitate the collection of statement-level coverage data. For the fault-detection study, we utilized DroidMutator [96] to
inject a diverse set of faults, covering both standard Java-level logic and Android-specific constructs. All baseline tools were
configured strictly according to their official documentation and the parameters recommended in recent comparative studies [71,
92]. Specifically, Monkey was configured with a standard 200ms event delay to avoid event interference and ensure environment
stability, Stoat’s budget was divided equally between its exploration and generation phases, and for DinoDroid, we utilized its
publicly available, pre-trained model [71].

4.3.3. Execution Protocol and Bias Mitigation.

A critical requirement for empirical software engineering is the mitigation of execution bias arising from the non-deterministic
nature of stochastic tools. Following established evaluation protocols [71, 92], each exploration baseline tool (i.e., Monkey,
Stoat, and DinoDroid) was allotted a runtime budget of one hour per subject app for the coverage study. For the fault-detection
study, an event budget of 5,000 events was enforced across all baseline tools, strictly adhering to the official evaluation setup
and operational guidelines of REGDROID (i.e., generating 50 test cases, each containing 100 events) [6]. This budget provides
a robust baseline configuration against which the proposed approach’s compact test suites (containing at most 752 events per
app) were evaluated.

To account for stochastic variance in baseline tools, each baseline tool was executed three independent times per subject app for
RQI and RQ4, and we report the sample maximum (upper bound) across these executions to evaluate baseline tools under their
most favorable conditions. In contrast, although the proposed approach generates a deterministic test suite driven by handler-
aware models, we also executed our generated test suite three independent times per app, with cache clearing and app re-
installation between executions to rule out environmental flakiness (e.g., UI rendering delays or emulator stalls). All three
recorded coverage values for the proposed approach were identical within each app, indicating stable results under the evaluated
conditions.

4.3.4. Statistical Analysis

We used exact two-sided Wilcoxon signed-rank tests [104] to compare paired app-level outcomes, because each baseline tool
and the proposed approach were evaluated on the same five subject apps. Each app constituted one comparison unit (N = 5). For
the primary coverage analysis, the three recorded measurements were averaged within each app and tool. This mean summarizes
performance across the recorded executions and reduces reliance on an exceptionally favorable run. The best-of-three reported
values were evaluated separately in an exploratory sensitivity analysis.

The signed-rank null hypothesis was that the distribution of paired differences was symmetric about zero. Absolute nonzero
differences were ranked, with average ranks assigned to ties; zero-difference pairs were excluded. Exact two-sided p-values were
obtained by enumerating every sign assignment of the nonzero ranked differences. Holm's procedure [105] controlled the family-
wise error rate across all seven primary comparisons, comprising three coverage comparisons and four mutation-score
comparisons, at a significance threshold of 0.05. The three exploratory best-of-three coverage comparisons were adjusted
separately using Holm's procedure and did not contribute to the primary significance decisions. We report the smaller of the
positive and negative rank sums (W), mean and median paired differences in percentage points (pp), and the matched rank-
biserial effect size, calculated as the difference between the positive and negative rank sums divided by their sum. Positive effect
sizes favor the proposed approach. An effect size of 1.00 indicates that all nonzero paired differences favor the proposed
approach; it does not represent a 100% improvement. Pooled mutation scores and the overall undetected-mutant rate are
descriptive aggregates; inference uses app-level scores.

4.4. Systems Under Test (SUTs): Objects under study

To evaluate the proposed approach, we selected a set of subject apps by exploring well-known open-source repositories,
including GitHub and F-Droid, based on the following criteria: (1) the app must be a native Android app developed in Java; (2)
the source code must be publicly accessible; (3) the app must employ a widget-based GUI—namely excluding canvas-based or
game-like interfaces; (4) the app must have been used as a subject in prior studies; and (5) the apps must be vary in size and
category. Based on these criteria, we chose five Android apps and downloaded their source code for the following empirical
studies, as detailed in Table 3.

Table 3: Summarized information of the subject apps

App subject Description #LOC ?U?fscégz:;ist)ies Category Used in URL
ContactManager Contacts manager 2,495 7 Business [31, 86] [76]
Mileage A mileage tracker 44,631 8 Finance [31, 87] [88]
MultiSMS Sending a message to multiple users 1,943 6 Communication [53, 87] [89]
Notepad Note taking app 332 3 Text Editor [31, 87] [90]
ToDoManger Daily task manager 323 2 Productivity [31, 53] [91]

We intentionally used this benchmark because it was also employed in our previous work [31] published in the Information and
Software Technology (IST) journal, which supports direct comparability and reproducibility across studies. At the same time,
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we acknowledge that the benchmark is relatively small, with only 2 to 8 Ul screens per app, and therefore may not fully reflect
the complexity of larger commercial Android apps. This limitation should be considered when interpreting the empirical results.

4.5. RQ1: Coverage analysis

This study evaluates the effectiveness of the test suite generated by the proposed approach in terms of statement coverage [53,
71, 92], as it reflects the extent to which code is exercised during testing. Since unexecuted or untested code paths are frequent
sources of crashing and non-crashing defects, higher coverage is generally associated with a greater fault-detection potential.
Accordingly, this study addresses RQ1 by benchmarking the proposed approach against state-of-the-art testing tools

4.5.1. Process and data preparation

Following the experimental setup detailed in Section 4.3, we compared the code coverage of the proposed approach against three
baseline tools: Monkey [40], Stoat [23], and DinoDroid [71].

To do this study, each subject app was executed against the test suite generated by the proposed approach and the baseline tools.
Code coverage achieved during execution was recorded via JaCoCo [93]. In accordance with our bias mitigation protocol
(Section 4.3.3), the best coverage across three independent runs is reported for the baseline tools [71]. The paired analysis
(described in Section 4.3.4) uses within-app means of the three recorded measurements.

4.5.2. Results and discussion

Figure 6 shows the best-of-three code coverage achieved across all subject apps, and Figure 7 summarizes the corresponding
app-level distribution.

For the primary statistical analysis, code coverage was first averaged across the three recorded measurements within each app.
As shown in Figure 7, on average, the proposed approach achieves 85% code coverage, outperforming Monkey (47%), Stoat
(62%), and DinoDroid (70%). The observed gains were 38%, 23%, and 15%, respectively. Furthermore, all five differences were
positive for each baseline tool, giving W = 0 and a matched rank-biserial effect size of 1.00, indicating that all nonzero paired
differences favored the proposed approach. Each exact two-sided test yielded p = 0.0625; Holm adjustment across the seven
primary comparisons yielded p = 0.4375. The observed code coverage gains were therefore consistent across these apps, but did
not establish statistically significant superiority at the 0.05 level. The best-of-three sensitivity analysis produced the same
unadjusted p-values; Holm adjustment within its separate three-comparison family yielded p = 0.1875 for each baseline tool.
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Figure 6: Code coverage achieved by the proposed approach and comparative tools
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Figure 7: Comparative statistical analysis of code coverage

A detailed analysis across individual subject apps shows that the performance of the baseline tools degrades as architectural
complexity increases—such as in apps with deeper functional layers or a larger number of interacting activities. For instance,
while Monkey exhibits reasonable coverage on simpler apps like ToDoManager [91], its effectiveness declines sharply on
complex apps such as Mileage [88] and ContactManager [76]. This degradation stems directly from its purely random event-
generation strategy, which is unable to generate meaningful event sequences or supplying the valid input data necessary to
traverse deep functional features [67, 71].

Stoat achieves higher coverage than Monkey by employing dynamic exploration models to guide event sequence generation.
Nevertheless, because its underlying behavioral models are constructed through stochastic exploration, they are often incomplete,
leaving complex functionalities unexercised [92]. DinoDroid, which leverages deep Q-network reinforcement learning [94],
improves upon Stoat by generating more sophisticated event sequences capable of reaching deeper functionalities. However, its
inherently non-deterministic behavior prevents it from generating consistently targeted event sequences to hit the functional
features in the complex subject apps. So, it cannot guarantee coverage of all relevant behaviors. DinoDroid also struggles to
exercise data-dependent branches due to the absence of a mechanism for generating valid test data.

In contrast, the proposed approach systematically overcomes these limitations by coupling abstract behavioral models (EM and
ERM) as prior knowledge with a multi-entry-point strategy [95]. This strategy allows its test engine to generate targeted event
sequences that traverse functional hierarchies directly, rather than relying on chance state discovery. The minor coverage
limitations observed in complex apps like Mileage and MultiSMS are primarily due to limited coverage of conditional branches
rather than unexercised functional features.

Answer to RQ1: The obtained results indicate that the proposed approach achieved an average code coverage of 85.0% across
all subject apps. Based on within-app means, it achieved substantial mean paired gains of 38% , 23%, and 15% over Monkey,
Stoat, and DinoDroid, respectively, with all non-zero differences favoring our approach (r=1.00). While the exact Wilcoxon
signed-rank tests did not reach nominal significance at the 0=0.05 level following Holm adjustment due to the discrete sample
size (N=5, unadjusted p=0.0625), the large effect sizes and consistent gains demonstrate the effectiveness of handler-aware
behavioral modeling in systematically exercising mobile app execution paths.

4.6. RQ2-RQ4: Mutation analysis

This empirical study evaluates the (fault-detection) effectiveness of the proposed approach using mutation testing technique [10].
Specifically, we aim to (1) measure the overall fault-detection effectiveness of the proposed approach (RQ2); (2) quantify the
specific contribution of GUI-level invariants as app-specific GUI oracles in revealing defects (RQ3); and (3) conduct a
comparative benchmark against baseline tools—Monkey, Stoat, Dinodroid, and REGDROID [6] —in detecting both crashing
and non-crashing (functional) defects (RQ4).

4.6.1. Process and data preparation

The evaluation began by generating synthetic faults (mutants) for each subject apps using DroidMutator [96], injecting defects
across general Java-level logic, Android component lifecycle, and event-handling constructs [6]. Mutants identified as
undetectable (e.g., equivalent mutants) were manually inspected and discarded. Consistent with standard mutation-testing
protocols facing computational constraints [97, 98], a representative sample of approximately 30% of the non-equivalent mutants
was randomly retained across all subject app. Table 4 details the distribution of generated and selected mutants across operator

types.
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Table 4: Detailed statistics of generated and selected mutants for the subjects
#GM (displays the number of generated mutants), #SM (indicates the number of selected mutants).

Generated and selected mutants per each
mutation operator type
“Mobile app #SM / #GM
Java-specific Android-specific
#SM / # GM #SM / #GM
ContactManager 300/989 162 /693 138 /296
Mileage 270/ 884 209/708 61/176
MultiSMS 150/ 448 101/392 49 /56
Notepad 51/97 17745 34/52
ToDoManager 40/ 80 19/54 21/26
Total 811 /2498 508 /1892 303 /606

We conducted three mutation-based evaluations to assess the (fault-detection) effectiveness of the proposed approach. In the
first study, the generated test suites for each subject app by the proposed approach were executed on the selected mutants to
compute the overall mutation score (MS metric, Eq. 2) and address RQ2.

In the second study, we evaluated the contribution of GUI-level invariants used as test oracles in the generated test suite to defect
detection. To do this, the generated test suite was executed under two distinct configurations—with GUI-level oracles enabled
and with oracles disabled (relying solely on crash detection)—to calculate the Oracle Fault Detection Gain (OFDG metric, Eq.
3) and address RQ3.

In the third study, we compared the fault-detection effectiveness of the proposed approach with the baseline tools to address
RQ4. We distinguish between two categories of baselines tools: implicit-oracle-based tools (i.e., Monkey, Stoat, and Dinodroid)
and an explicit-oracle-based tool (i.e., REGDROID). The implicit-oracle-based tools provide a comparison based on crash
detection, while REGDROID, which uses differential testing [99], provides the explicit-oracle-based comparison for detecting
non-crashing functional defects.

For the RQ4 comparison, a randomly selected subset of mutants were used for each subject app, consisting of no fewer than 10
mutants and no more than 10% of its total mutants, in the preceding studies. Each tool was evaluated on the same subset within
each app. Since, REGDROID exploits differential regression oracles across consecutive versions, the original version of each
subject app served as the reference, and its mutant version served as the target. The comparative mutation-score analysis treats
each app as one paired observation, following Section 4.3.4, and the application-level killed/tested ratios were reported.

1.1.1.1 4.6.2. Results and discussion
1.1.1.2 4.6.2.1. RQ2: Fault-detection effectiveness (mutation scores)

Table 5 summarizes the mutation testing results across all subject applications. Across all subject apps, the proposed approach
successfully detected 789 mutants out of 811 mutants, achieving an aggregate detection rate of 97.3% and an average application-
level mutation score of 95.6%. The undetected mutants (approximately 2.7% overall) occurred exclusively within Java-specific
mutation operators whose internal state alterations did not propagate to observable GUI properties. Crucially, the detected faults
were evenly distributed across both Java-specific logic mutants (477 killed) and Android-specific lifecycle and event-handling
mutants (312 killed). These findings confirm that the proposed test-generation strategy, namely coupling formal behavioral
abstractions (EM and ERM) with the multi-entry-point strategy, yields comprehensive fault-revealing test suites capable of
exposing both java-specific and Android-specific defects.

Table 5. Mutation testing results for the proposed approach.
#GM (generated mutants), #DM (detected mutants), and MS (mutation score).

Java-Specific Android-Specific
Mobile app #GM #DM Overall MS
#DM #DM
ContactManager 300 300 162 138 1.00
Mileage 270 270 209 61 1.00
MultiSMS 150 132 73 59 0.88
NotePad 51 51 17 34 1.00
ToDoManager 40 36 16 20 0.90
Total 811 789 477 312 0.96
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Answer to RQ2: The obtained results show that the proposed approach achieved high fault-detection effectiveness, killing 789
out of 811 evaluated mutants (an aggregate mutation score of 97.3% and an average app-level score of 95.6%). Moreover, the
utilized test oracles contribute in the detection of both Java-specific and Android-specific defects, underscoring their utility in
revealing non-crashing functional defects in the subject apps.

1.1.1.3 4.6.2.2. RQ3: Fault-Detection Gain of Test Oracles

Figure 8 illustrates the explicit contribution of model-derived GUI assertion oracles in detecting faults compared to implicit crash
oracles alone.

40%

32%

30%
% 2%
20%
20% 19%
) I I
0%

ContactManager Mileage MultiSMS Notepad ToDoManager

Oracle Fault Detection Gain (%)

Figure 8: The contribution of the generated oracle in fault-detection effectiveness

Integrating GUI-level invariants as app-specific oracles into the test suite generated by the proposed approach yielded a
substantial improvement in fault revelation, providing an OFDG ranging from 19% to 32% (mean: 23%) across all subject apps.
For instance, in ContactManager, 23% of the injected defects were detected exclusively through oracle evaluation. These defects
did not trigger runtime exceptions or application crashes and were identified strictly through explicit oracle violations. This
finding underscores the essential role of test oracle in identifying non-crashing functional defects during GUI testing.

Answer to RQ3: The findings indicate that incorporating the derived GUI-level invariants as test oracles into the generated test
suite improves their fault-detection effectiveness by 19-32% (mean: 23%).

1.1.1.4 4.6.2.3. RQ4: Comparative Analysis

Table 6 summarizes the comparative fault-detection results across the baseline tools for both crashing and non-crashing defects.
As observed, the proposed approach achieves the highest overall effectiveness, detecting all 36 crashing defects (100%) and 54
out of 57 non-crashing defects (94.7%), resulting in an aggregate detection rate of 96.8% (90/93). The undetected defects (OUM
=3.2%) were either outside the behavioral scope of the generated test suite or not observable through the employed test oracles.
In contrast, DinoDroid, Stoat, and Monkey detect 33, 30, and 28 crashing defects, respectively, while detecting zero non-crashing
defects. Meanwhile, REGDROID detects 30 crashing defects and 44 non-crashing defects.

Table 6. Comparative results of the proposed approach, and the baseline tools in detecting crashing (#C) and non-crashing defects
(#NO)

Killed by Killed by Killed by Killed by Killed by

Mutants used Monkey Stoat DinoDroid REGDROID proposed approach
Apps

E v | E v | E v | E v | E o | E S}

S R 1§ |& (R |&|E |RR |§|8 |8 |§|2|% |&|< R | &
ContactManager 30 16 14 12 12 0 12 12 0 14 14 0 23 13 10 30 16 14
Mileage 27 9 18 7 7 0 8 8 0 7 7 0 22 |7 15 27 9 18
MultiSMS 15 3 12 2 2 0 2 2 0 3 3 0 1 | 3 8 13 3 10
NotePad 11 5 6 4 4 0 5 5 0 5 5 0 9 4 5 11 5 6
ToDoManager 10 3 7 3 3 0 3 3 0 3 3 0 9 3 6 9 3 6
Total 93 36 57 28 28 0 30 30 0 33 33 0 74 | 30 44 90 36 54
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To interpret these outcomes critically, defect detection must be viewed through two prerequisites: (i) generating event sequences
that reach and trigger fault-sensitive states, and (ij)) employing test oracles capable of observing the resulting behavioral
deviations. Evaluating the baselines along these two dimensions helps the observed performance of the proposed approach:
=  Monkey, Stoat, and DinoDroid rely on implicit crash oracles, so their zero detection of non-crashing defects is expected
under this configuration. Their crashing-defect counts also provide an observed comparison of the executed test suites:
the proposed approach detected 36 crashing defects, compared with 33 for DinoDroid, 30 for Stoat, and 28 for Monkey.
This pattern is consistent with the targeted, handler-aware event sequences used by the proposed approach and the
higher observed code coverage reported for RQI.
= Against REGDROID, the proposed approach achieved higher observed detection counts for both crashing (36 vs. 30)
and non-crashing defects (54 vs. 44). These outcomes are consistent with the complementary roles of targeted test
generation and app-specific GUI invariants. The proposed test-generation strategy targets functional features and event-
handler dependencies, while the GUI-level invariants provide explicit
oracles for GUI-visible behaviors.
The observed gains involve both crashing and non-crashing defects; Table 7 reports the exact paired comparisons. The
proposed approach and REGDROID achieved mean app-level mutation scores of 95.33% and 80.66%, respectively, with
mean and median gains of 14.67% and 18.18%. Four apps favored the proposed approach; ToDoManager was tied.
Excluding this zero difference yielded exact p = 0.125. Against Monkey, Stoat, and DinoDroid, all five differences were
positive; mean gains were 66.21%, 63.65%, and 61.72%, respectively, with exact p = 0.0625. All mutation comparisons
yielded W = 0 and a matched rank-biserial effect of 1.00. Every primary comparison had Holm-adjusted p = 0.4375 and was
non-significant at the 0.05 level.

Table 7. Exact paired statistical comparisons across five subject apps

Outcome |Baseline llj:i?:?r; (1\:,25;‘ n e I(\:,;f;i 2 e W xz:(c-lll:;(slerial Exactp |Holm p
effect
Coverage Monkey 5/5 42.00 38.67 0 1.00 0.0625 0.4375
Coverage  |Stoat 5/5 27.27 34.67 0 1.00 0.0625 0.4375
Coverage  |DinoDroid 5/5 14.20 16.33 0 1.00 0.0625 0.4375
Mutation Monkey 5/5 66.21 63.64 0 1.00 0.0625 0.4375
Mutation Stoat 5/5 63.65 60.00 0 1.00 0.0625 0.4375
Mutation DinoDroid 5/5 61.72 60.00 0 1.00 0.0625 0.4375
Mutation REGDROID  |4/5 14.67 18.18 0 1.00 0.1250 0.4375

Each comparison contains five paired apps; the pair’s column gives the nonzero count relative to this total. Coverage uses within-
app means; mutation uses Table 6 ratios. Differences are proposed minus baseline. Mean and median gains include the tied app;
W and the matched rank-biserial effect exclude it. An effect of 1.00 indicates positive nonzero differences, not a 100% gain.
Holm adjustment covers seven primary comparisons. Minimum attainable exact two-sided p-values are 0.0625 for five nonzero
pairs and 0.125 for four. Non-significance does not establish equivalence.

Answer to RQ4: The comparative analysis demonstrates the effectiveness of the proposed approach in revealing both crashing
and non-crashing defects compared to the baseline tools, achieving OUM = 3.2%, markedly lower than the baseline rates ranging
from 20.4% to 69.9%. Its app-level mutation scores exceeded those of the implicit-oracle baselines on all five apps and
REGDROID on four apps, with one tie. The observed gains included crashing and non-crashing defects; the exact paired
comparisons remained non-significant after Holm correction.

5. Discussions

This section provides a comprehensive discussion of the proposed approach from other aspects beyond its quantitative evaluation
results. In particular, we discuss its manual effort required to generate test cases, scalability, practical considerations for adoption
in real-world development environments, inherent limitations, and the key threats that may affect the validity of our findings.
Together, these analyses offer a broader understanding of the strengths and constraints of the proposed approach and its
applicability in practice.

5.1. Manual Effort and Cost-Benefit Analysis

In the proposed approach, the required human effort is limited to an initial setup phase. This involves a few key tasks: collecting
execution traces through lightweight exploratory interaction, reviewing and selecting appropriate GUI-level invariants from a
system-generated list, and describing complex functional workflows [10, 11]. Based on our study, the time needed for this setup
phase scaled directly with app size and structural complexity, ranging from 35 to 205 minutes, with an average of approximately
two hours per app.

To understand the value of our approach, we need to compare its cost and effectiveness with the baseline tools. Our study (RQ4,
Table 6) shows that the baseline tools (such as Monkey, Stoat, and Dinodroid) are quick to set up, but have significant limitations.
They struggle to reveal all crashing defects because they don’t explore the app deeply enough, and importantly, they cannot
identify non-crashing functional defects since they rely solely on implicit oracles. On the other hand, manual testing, for example
using Espresso, is accurate but very time-consuming, often requiring 10 to 16 person-hours for medium-sized apps to achieve
similar test coverage [100]. Furthermore, although REGDROID avoids some manual scripting, it introduces distinct challenges:
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it requires running two versions of the app and comparing results, which can lead to substantial computational overhead and
frequent false alarms due to minor, harmless changes in the app’s layout (layout drift). In contrast, as demonstrated in RQ1 and
RQ4, the proposed approach provides superior effectiveness —uncovering 94.7% of non-crashing functional mutants and 100%
of crashes, alongside 85% statement coverage—compared to existing baselines. The initial two-hour effort is significantly less
than purely manual testing, while completely avoiding the diagnostic shortcomings and high post-test analysis burden associated
with fully automated or differential techniques.

Moreover, the initial investment time is justified because it is largely a one-time cost. Once the necessary invariants and workflow
descriptions are defined, they are saved and can be reused within the Continuous Integration and Continuous Delivery (CI/CD)
pipeline. This means that for subsequent app versions, human intervention is significantly mitigated, primarily involving the
verification and potential adaptation of previously defined test scenarios and selected oracles. This reuse dramatically reduces
the long-term effort and cost associated with maintenance, establishing a sustainable pathway toward highly reliable testing with
minimal recurring manual effort [101].

5.2. Scalability

Scalability is an essential consideration when applying the proposed approach to large commercial apps with rich and deeply
nested GUIs. Several components rely on widely used tools—such as JavaParser, Daikon, and Monkey—that have been shown
to scale effectively in prior research [31, 40, 102]. Excluding these external components, the computational complexity of our
proposed approach can be expressed as:

0 (NumOfwidgets?), NumOfWidgets >»> NumOfFeatures Eq. 5
O(NumOfFeature), else (Eq. 5)

It indicates that the overall computational cost remains manageable even for large apps. Also, human involvement—such as
selecting invariants or describing complex test scenarios— does not pose a scalability bottleneck by automated recommendations
that reduce effort as the app size grows.

Furthermore, the runtime data stored—such as trace files—has negligible storage requirements (e.g., the largest trace file in our
experiments occupied only 16 KB). Moreover, collecting execution trace data requires minimal human participation, ensuring
that the scalability of the proposed approach is not hindered by manual intervention.

Consequently, the theoretical and component-level analysis suggests that the proposed approach can be applied effectively to
large-scale Android apps. Nevertheless, while the underlying algorithms are designed for scalability, the empirical validation in
this study was conducted on a benchmark of relatively small apps. Further empirical studies on large-scale industrial apps are
required to fully evaluate the practical performance and any potential interaction bottlenecks in such complex environments.

5.3. Practical Considerations

The practicality of the proposed approach is reflected in its integration design and compatibility with existing development
workflows. Implementing the proposed approach as Android Studio plugins facilitates its integration seamlessly without
requiring significant configuration effort [103]. This integration supports the automatic extraction of the information needed to
derive GUI-level invariants and generate test cases, thereby improving efficiency.

Despite the proposed approach developed originally for Android Studio, it can be adapted to other development environments
with minimal effort. Moreover, the generated test cases are fully compatible with the Espresso testing framework, ensuring
straightforward integration into existing testing infrastructures [103]. Also, storing the generated test cases within the project
under test improves accessibility, allowing development and testing teams to review, execute, and maintain them based on the
project needs [103].

Finally, the semi-automated nature of the proposed approach aligns well with modern CI/CD practices [103]. Its integration into
CI/CD pipelines enables automated execution of test cases, promotes rapid feedback cycles, and consistent high-quality software
delivery [103]. So, the proposed approach enhances agility, reliability, productivity, and efficiency within contemporary
development workflows [103].

5.4. Limitations and Potential Threats to validity

Despite its advantages, our proposed approach has some limitations. Firstly, It depends on access to the SUT’s source code—
which restricts its use in scenarios where source code is unavailable. Nevertheless, this requirement does not prevent its
integration into CI/CD pipelines in typical development environments. Secondly, its current implementation supports only native
Android apps developed in Java; however, extending it to other languages such as Kotlin is straightforward.

Thirdly, it is also intended for widget-based GUIs and does not currently address canvas-based apps— such as many game
interfaces. Since widget-based GUIs dominate most mobile apps domains, this limitation does not substantially affect its
practicality. Finally, although the heuristic approach used to prioritize GUI invariants simplifies the GUI invariant selection
process, developing a more structured prioritization strategy could further improve its effectiveness and usability.

Construct Validity. A key threat to construct validity concerns the reliability of the derived GUI-level invariants— which depend
on the execution traces collected from the SUTs. To mitigate this concern, we employed a hybrid data-collection strategy that
combines human-driven interactions with automated event generation using Monkey. Human interactions enabled exploration
of functional scenarios requiring complex event sequences or valid input data, whereas the Monkey tool was used to cover
additional execution paths and increase the diversity of collected trace logs. Moreover, GUI-level invariants were inferred using
Daikon— a well-established invariant inference tool— to improve the correctness and consistency of the extracted invariants.
Another construct-related threat arises from the characteristics of certain Android apps that may hinder the extraction of required
information from source code— such as predefined Android activities (e.g., preference activities) whose implementation logic
is inaccessible. Although the utilized subject apps did not contain such activities, we note that their presence could limit the
applicability of our proposed approach. To mitigate this threat in practice, development teams can be encouraged to avoid such
components when testability is a priority. Additionally, variation in programming styles across apps may complicate source-
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code analysis. Although we utilized several normalization steps to standardize code structures for information extraction in the
proposed approach, establishing coding-style guidelines in real development environments would further minimize this issue.
Internal Validity. Two main threats to internal validity were identified in evaluating the effectiveness of the generated test cases
and GUI oracles. The first threat relates to the evaluation methodology. To mitigate this threat, we utilized mutation testing—a
widely accepted and rigorous technique— to measure the fault-detection capability of the generated test cases and GUI oracles.
Moreover, using a standard metric— mutation score— for measuring the quality of the generated test cases in fault-detection
capability, carefully selection of a mutation testing tool to ensure coverage of both crashing and non-crashing functional defects,
ignoring equivalent or invalid mutants to prevent bias in the results, we tried to the robustness and reliability of the evaluation
process.

Another threat arises from the baseline tools which are used in comparative analysis experiments. To mitigate this, we consider
some criteria for selecting the baseline tools. First, they have been utilized as a benchmark tool in the previous studies. Second,
they are representative of various test generation strategies, e.g., random-based, model-based, and etc. Third, they use various
oracle mechanisms. Finally, they were accessed publicly. So, based on the mentioned criteria, we chose and used the utilized
baseline tools in all experiments.

External Validity. Threats to external validity concern the generalizability of our findings. To mitigate these threats, we selected
a diverse set of open-source, widget-based Android apps from well-known repositories such as GitHub and F-Droid. The selected
apps vary in size, category, and structural complexity, and have been used in prior empirical studies, making them recognized
subjects for empirical study. Although the proposed approach is currently limited to widget-based Android apps, this category
still covers a substantial portion of mobile apps used in practice.

However, a threat to generalizability remains due to the scale of the subject apps, which do not exceed 8 screens. While these
subject apps are representative real-world mobile apps and our approach is technically capable of handling larger apps, the
current results may not fully generalize to complex commercial apps. We acknowledge this as a limitation and plan to address
larger-scale industrial apps in future extensions of this work.

6. Conclusions

This study presented a semi-automated, feature-oriented model-based approach for generating targeted GUI test cases for mobile
apps. By integrating two complementary behavioral models (i.e., EM and ERM), GUI-level invariant-based oracles, and multi-
entry-point exploration strategy, our approach addresses critical limitations in existing GUI testing techniques, such as shallow
exploration, the lack of effective oracles, and the difficulty of exercising complex feature-level interactions.

Empirical evaluation conducted on five open-source Android applications demonstrates the effectiveness of the proposed
framework. The generated test suites achieved an average statement coverage of 85% and an average mutation score of 97.3%,
confirming their high capability in revealing faults. Notably, incorporating GUI-level invariants as app-specific oracles in the
generated test suite improved its mutation score by 19—32% compared with test execution without invariant-based validation.
Moreover, the results demonstrate the role of integrating invariants in improving fault-detection effectiveness of the proposed
approach against the baseline tools by revealing both crashing and non-crashing functional defects.

While these results are promising, it is important to interpret them within the study’s scope. The evaluation was conducted on
small-to-medium open-source apps (ranging up to 8 screens and ~44K LOC). Although these subject apps incorporate critical
real-world functional patterns (e.g., CRUD operations, persistent storage, and background processing), the observed performance
may vary in monolithic, large-scale enterprise systems. Furthermore, the proposed approach currently requires limited human
involvement to encode semantic test scenarios. Future work will focus on scaling the empirical evaluation to industrial-scale
apps, increasing the level of automation to reduce human effort, and extending support to multi-platform environments.

Data Availability Statement

The source code of the implemented plugins and all empirical data and results are available in [30].
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