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Abstract

With the advent of new technologies, the use of various digital gadgets in different formats is becoming increasingl
widespread. In today's world, where everyday tasks are often made easier by technology, the extensive use
computers creates opportue#ifor malicious activity. Malware is one of the wiatlown and widely used means by
which malicious attackers conduct destructive activities. Producing malware from scratch is challenging, so attackel
often obfuscate existing malware and modify it to m@akunrecognizable. Since creating new malware from an old
one using obfuscation is a creative task, there are some drawbacks to identifying obfuscated malware. In this resear
we propose a solution to overcome this problem by converting the codémagmin the first step and then using a
semisupervised approach combined with contrastive learning. In this case, an obfuscation in the malware bytecoc
corresponds to an augmentation in the image. Hence, by utilizing meaningful augmentations thaé simula
obfuscation changes and combine them to generate complex ambiguity procedures, our proposed solution c
construct, learn, and detect a wide range of obfuscations. This work addresses two issues: (1) malware classificati
despite data deficiency, an#) (obfuscated malware detection by training on-nbfuscated malware. According to

the results, the proposed method effectively addresses the data shortage problem in malware classification, achiev
an accuracy of 90.1% when only 10% of the data is fegetdaining the model. Moreover, training on basic malware
without obfuscation achieved 96.21 percent accuracy in detecting obfuscated malware.

(OMON

Malware Classification, obfuscated malware detection, saipérvised learning, contrastive learning, code to image
transformation.

1. INTRODUCTION

KEYWORDS

Today, the increasing number of malware is one of the most significant challenges to information security and communicatio
networks. Automatic malware detection is crucial for users to identify and mitigate the malicious effects of malware. Machine
learnng methods have become promising and practical techniques for malware detection [38]. The performance of these metho
depends on the amount of data collected for analysis. Although everyone has access to vast volumes of data over the interi
data colletion and labeling are usually expensive and challenging in most applications. As a solution to this problem, semi
supervised learning methods can be effective in addressing the shortage of labeled data.

Malware detection methods generally fall into three categories: static analysis, dynamic analysis, and hybrid analysis [45
Statistical analysis detects malware by analyzing the program's assembly code, converted from its binary file. This techniqt
analyzes Portable Executable (PE) [1] files without running them, utilizing the code's opcodes, control flow graph, function call
frequency, and systetavel APIs.

This method is affected by malware obfuscation due to the use of features such as Control Flow Graphs or the freqlsency of ca

On the other hand, converting executable code to assembly code and the uncertainty associated with this conversioa increase
complexity of this method [2].
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Dynamic analysis attempts to identify malicious behavior by running the program in a controlled environment, such ks a virtua
machine or sandbox [42]. This method is tiowsuming and requires hardware resources. It may limit the program's behavior
in a controlled execution environment due to the lack of access. However, the environment cannot fully track the program'
behavior. Despite these limitations, dynamic analysis attempts to detect malware by analyzing a sequence of API ¢elis and sys
calls, chssifying them into common categories, such as Ransomware, Worms, etc.

From the binary executable file, the statistical analysis attempts to find similar bit sequences. By using this metbgchrihe p

is not disassembled or run. Furthermore, since malicious files often employ the same logic or, in some cases, reuisiezeode or
malicious libraries, the code can be classified as malware or benign.

The primary challenge of malware detection is related to obfuscated malware, which is created by obfuscating the binary coc
of a primary malware or another obfuscated malware. As a result of this obfuscation, the primary function of malware remain
unchamed, but its appearance changes. Therefore, it is less likely to be detected.

Code obfuscation techniques include disassembling and reassembling, repackaging, data encoding, and code reordering [3,
The more complex the obfuscation, the harder it becomes for antivirus programs that perform static scans to detect malware.

Another point is that obfuscated malware cannot be categorized in several specific ways, as this process dependsvity the creat
and innovation of the attackers, such that the appearance of the code changes, but its logic and primary purposea@main the s
Code obfuscation is analogous to image noise. Therefore, if we can disregard the obfuscation of the code, which does not al
the identity and nature of the program, we can always distinguish the maliciousmiaticious core of the software. Utiing

a method to detect and eliminate this noise can lead to higher accuracy in malware detection.

The primary challenge posed by obfuscated malware for antivirus programs is that each malware code can generate thousa
of obfuscated codes, and each obfuscated code can generate other obfuscated ones similarly. In this regard, in the n
generations,he obtained code is significantly different from the original code, making it impossible for antiviruses to identify
new generations just by recognizing the primary ones and saving them in their databases.

To accomplish this, we need a method for learning the basic features of malicious code, regardless of how ambiguous the cc
may be. Moreover, it can also detect a large number of obfuscated codes generated from the main malware by using only a sn
portion of the original malware code. By achieving a higher level of abstraction in the implemented code, we can identify wha
the code is, just as we overlook specific details of a landscape with a general vision. Computer Vision methods have matur
dramaticdly over the last few years, thanks to the help of Deep Neural Networks, and have become indispensable fo
classification tasks. This is why our fundamental idea is to present codes in the image sphere and utilize these neBymethods.
applying an extense array of image augmentations and learning using a particular loss function, contrastive learning can
identify the core concept of the samples and discard the details that do not contribute to the image's identity. We tda utili
method to detect thmalicious or normalicious core of the software. Moreover, contrastive learning, introduced in SImCLR
[11] as a semsupervised method, is utilized for malware classification and obfuscated malware detection in this paper.

This paper is organized as follows: Section 2 describes the basic concepts. The literature review and the proposed method
presented in Sections 3 and 4, respectively. The experimental results are presented in Section 5, covering malwaaad etection
obfuscated malware detection. Section 6 concludes the paper.

2. BASIC CONCEPTS

This paper proposes a sesuipervised malware classification and obfuscated malware detection method using contrastive
learning on code images. The following sections describe-separvised learning and contrastive learning as fundamental
concepts in mdine learning.

2.1. SEMI-SUPERVISED LEARNING

Semisupervised learning methods are a class of machine learning techniques that utilize both unlabeled and labeled de
simultaneously for data classification. Unlabeled data are usually available for most problems; however, providing labelec
samples isypically expensive. Therefore, sesupervised methods have become a promising approach to this problem.
Semisupervised learning methods have various implementations and utilization solutions. [6]. One of the most prominen
methods is to train a model with a small fraction of labeled data and then utilize vast amounts of unlabeled data to genera
pseudelabels for every input using the trained network. To define the loss function, we can consider the loss between the pseud
label and the predicted probability obtained by passing the data through the network -duncirfigpét [7].

Semisupervised learning can leverage seipervised préraining on unlabeled data using augmentations. [8]. In this regard,

we require a suitable loss function to classify the most similar but unlabeled inputs into the same group. Therefaze,ave util
contrastive loss function (for more details, see Sectigh Zhe network will be finguned using a small subset of labeled data.

As a result, through a semipervised approach, we can train the model's encoder (like CNNs) and projection head in an
unsupervised way, then replace some projection head layers with new ones andditige projection head by using a small
fraction of data that has class labels in a supervised way [5, 9].

2.2.CONTRASTIVE LEARNING

In many cases, learning data representation is advantageous, especially if gathering labeled data is costly and vgehave a |z
amount of unlabeled data. A solution that can help learn representations and features from the data, and contrastive learni
could be beneficial in these cases. Contrastive learning is effective in various applications, including image clagéi@i;ation
image enhancement [11], feature extraction on-Sewes data [12], and natural language processing [13, 14].
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In contrastive learning, the most important part is defining the contrastive loss function, which guides the modelntraining i
way that maximizes the difference between diverse input data and minimizes the distance between similar data. Contrasti
learring has several applications across various domains, some of which are discussed in [15].

A framework for contrastive learning of visual representations, called SImMCLR, has been introduced in [16]. This framework
employs a semsupervised learning approach, utilizing image augmentation for automated labeling of images. When an image
is convertd to another one, the core concept of the image remains unchanged, and therefore, both images should have the sg
label when contrastive learning has been used. An encoder network transforms each image into a feature vector.. This framewt
utilizes ResNe[17] as an encoder [16], as illustrated in Figure 1, which takes an image and geneitadédemtlire vector as

its output, known as an "encoder unit". The size of the feature vector is 2048, indicated by h in Figure 1. These feature vec
are then éd as input to another fully connected neural network, which employsl&neanfunction [16].
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Figure 1. The SImCLR framework [18]

The learning steps are performed in the Projection Head in such a way that the weights of this network are adjustedoaccording
the output vectors. If the inputs are generated from the same image, the similarity is high; otherwise, the similarithis low
part, which is the main idea of contrastive learning, is shown in Figure 2.

Xj ———>
Contrastive Learning  Similar/different  :rent

Xj4>

Figure 2. Contrastive learning

It is worth noting that this framework outperforms the stdtéhe-art methods for the ImageNet dataset classification. Moreover,
this framework can overcome the lack of sufficient images in some applications, as it can generate new data from existin
sanples. This framework claims that using only 10% of ImageNet data for training can achieve an accuracy of about 80% of th
accuracy reached when a large portion of the labeled data is used for training [16].

SImCLRV2 is an enhanced version of SIMCLR based on contrastive learning extended by Google [5]. Network training is
performed in three steps within this framework. In the first stage, an unsupervisedimrey with a taskagnostic approach

trains an etensive network, regardless of the data labels, in a manner that maximizes data differentiation. Then, it discards ha
of the projection head and defines a new projection head on top of the trained networkuhdméne trained network using a
smallamount of labeled data in a supervised manner. To create a lighter model with high accuracy and higher speed, in the thi
stage, the extensive network obtained is used to train a smaller network, a process known as distillation. The steps of tt
framewok are illustrated in Figure 3, and the psewdde of the SImCLR framework is presented in Algorithm 1.
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Figure 3. SImCLRV2 schema [5]

Algorithm 1: SimClr
Result: a model to classify instances to predefined classes
create standard TensorFlow dataset with given batch size;
for i < 1to epoch_size do

foreach batch b in AllBatches do
features =

make_two_transforms_for_each_data_using_data_augmentation_on_each_image_in_batch();
hiddenLayersOutput = ResNet(depth, features);
projectionHeadOutput = model.projection_head(hiddenLayersOutput);
calculateContrastiveLoss(projectionHeadOutput, b.datas);

model = tunning_projectionHead using _constrastiveLoss();
end

fine_tunning_fully_connection_layer_using supervised_data();
end

distilledModel = distilling_model_in_a_task_specific_way(model, dataset);

Regardless of the label of the data, thetpaing of the network involves selecting a batch of data, applying two augmentations
to each image, and creating two augmented images, as depicted in Figure 4. Consequently, the amount of trainingothata per be

is twice the batch size. Each obtained image is then passed through an encoder, here ResNet101, and its feature vectc
extracted.

Training Data

Raw Images

Random
Augmentations

. Batch Size = N y.

Augmented Images = 2*N

Figure 4. Two augmented samples

Finally, the feature vectors pass through the projection head (fully connected layers), and the final vectors are danieved. T
in the backpropagation step, a new loss function is defined. The function works in such a way that it tries to bringethe imag

derived from one basic image as close as possible to each other, and the data derived from different photos as far away
possible. The loss function is defined as Eq. (1).
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In Eq. (1), I(i, j) is the estimated loss, aing is the cosine similarity of two instances derived from one imagei anid the
cosine similarity of two instances derived from different images [5]. More details on the contrastive loss function sad be fo
in [19].

The main features of this method are:

1 Many augmentations are used for training the network.

1 High accuracy can be achieved by training only on a small percentage of labeled data.

1 Augmentation can enhance the understanding of the model from the malware core of the code and overcome tt
challenge of code obfuscation. Another challenge in detecting obfuscated malware is the significantly larger volume of
obfuscated malware comparedit®underlying malware. On the other hand, SimCLR, by defining a new contrastive
loss function, offers a semsupervised method that addresses the challenges of data scarcity and the high cost of
collecting large, labeled datasets. This method can aduaggprecision model with only a small percentage of labeled
data and a large amount of unlabeled data.

3. LITERATURE REVIEW

In this section, the most important works that examine the malware classification problem or malware detection from either a
obfuscated or unobfuscated perspective are reviewed to address the role of obfuscated malware utiliziteammidgeqpr
machinelearning approach.

A method for malware classification was introduced by Verma et al. in [20]. They convert malware code into an image and the
use firstorder and secondrder statistical equations to extract features based on the distribution and correlation of different
points in a onechannel image. Malimg [21] is a suitable dataset in this regard, which is used in this work, in addition to the
dataset gathered from [22]. By manually extracting features and analyzing them statistically, the codes are clasgfiednnto d
malware classes. The results were 98.04% for precision, 98.06% and 98.05% for recall and the F1 measure, respective
However, they did not use any obfuscated malware. Since the features have not been extracted automatically, this leads to
loss d a large number of discriminative features. The authors extended their work on malware detection to focus on reducin
falsenegative errors. Some new statistical features have been used to improve the accuracy on a dataset of 10,000 data poi
without any obfuscated data [23].

The effect of obfuscation on the accuracy of the machine learning method studied in [2], which utilizes both static dod dynam
malware detection. Although several wkllown obfuscation methods have been introduced, they have shown that obfuscation
has agreater effect on the accuracy of static methods than on dynamic methods [2].

Convolutional Neural Networks (CNNs) have been utilized for malware classification on code that is converted into three
channel images in [24]. New images are generated using different types of noise as augmentation. The results showed 9¢
accuracy on a daset gathered from GitHub. In addition to benign data, malware is categorized into various classes. However
obfuscated malware has not been explicitly used in their method, which makes it much more challenging to detect [24]. Whils
traditional CNNbasedapproaches remain popular, transforshased architectures [39] have shown superior performance in
recent studies.

Obfuscation has been employed to address the issue of data deficiency in [25]. The authors attempted to increase the amour
data by mapping a generated code to an image and applying augmentation to the image. Then, transfer learning has been
on a pe-trained network for malware classification. They achieved 93.8% accuracy on the Microsoft 2015 Dataset [26] and
98.5% accuracy on the Malimg Dataset.

Obfuscated malware detection has also been studied in [27], with a focus on Android applications. It has been shown that sor
malicious Android applications are-released by obfuscating the package name and certificate owner name. Therefore, the
correlaton between these two parameters has been used for the classification. Stacking techniques are used to combine Recur
Neural Networks (RNNs) and CNNs to determine whether an application is malicious or not based on information acquired fron
the packag@ame and the certificate owner. It is clear that since the features depend on the operating systems, they cannot
extended to other operating systems such as Linux or Windows.

Miller et al. [28] presented a method for malware detection on Android. Four standard obfuscation methods are employed: th
presence of a selection of API calls and Android commands, permissions, and opcode instructions. The Discriminative
Adversarial Netwrk (DAN) is used to train the network to distinguish between obfuscated malware and benign samples. The
main limitation of this method is that it trains the obfuscation while there are different types of obfuscation by atthadters,

are not predictablfor the network [28].

In recent years, obfuscated malware detection has been considered in various kinds of literature. This type of makdhre, deriv
from other malware, generates a vast amount of malware every day, which is widely used for various purposes, such
ransomwarelt is crucial to detect them as metamorphic malware can change from one machine to another. Generative mode
are widely used for detecting obfuscated malware. After training the network, the probability distribution of the ocofirrence
any point is esthated by a generative network, and obfuscated malware is detected using this estimated value. Due to the creati
nature of obfuscation, generative networks cannot consider all possible obfuscation methods, and therefore, the girgg of detec
obfuscated ralware cannot be fully achieved.

Chen et al. [29] showed that minor changes to the corresponding images could reduce the performance of deep neural netwol
On the other hand, there are some solutions based on generative networks that can be applied to counter these types of att
[30]. The vulnerability of deep neural networks to adversarial changes has been addressed in [31]. While discussing the types
attacks, it has been demonstrated that malware can bypass detection using this approach.
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In [32], an ensemble method called MalNet was introduced for malware detection, achieving 99.36% accuracy on the Microso
2015 dataset [26]. MalNet converts binary codes and OPcodes to images and then uses CNN and LSTM for the classification

A hybrid model composed of ResNet and GoogleNet has been utilized for malware detection in [33], where byte codes ar
directly converted into images for training. The model achieved 88% accuracy.

Daram et al. proposed an ensemble method for malware classification [34]. Two models were ensembled for the classificatic
of malware on the Microsoft 2015 dataset [26]: in the first one, static features such as file siggan@pcodes were extracted

and used for the XGBoost model; in the second one, the executable files were converted to images, and the featureg extracte
a CNN. Since the dataset does not include benign data, it cannot be used as a practical solution for malware and ti@mign detec
A summary of related works is given in Table 1.

Recent advancements by Gao et al. [44] have further improved the SImCLR framework specifically for cybersecurity
applications, achieving better performance with fewer labeled samples.

Table 1. Summary of related works

Authors Approach Method Accuracy Dataset

N. Marastoni et al. 2021 [25] Malware classification LSTM + CNN 93.8 % Microsoft 2015
98.5% Malimg

A. Deram et al. (2021). [34] Malware classification Ensemble 99.12% Microsoft 2015

Khan et al. 2018 [33] Malware classification ResNet 101 78.84% Microsoft 2015

ResNet 152 88.36%
Yan et al. 2018 [32] Malware / benign detection MalNet 99.13% Microsoft 2015 +
collected benign samples

F. Catak et al. 2020 [24] Malware classification CNN 96% Mal-API-2019

V. Verma et al. 2020 [23] Malware / benign detection Texture statistics 99.61% Custom dataset

W. Lee et al. 2019 [27] Malware classification CNN-RNN-PA 99.86% VirusTotal

V. Verma et al. 2020 [20] Malware classification CNN 98.58% Malimg

While our approach leverages welestablished frameworks such as SimCLR and ResNet, its main novelty lies in the novel
application of contrastive learning to the domain of binary code classification through imagbased representations.
Specifically, we intoduce a tailored data preprocessing strategy that transforms binary code into visual formats suitable
for deep contrastive learning, enabling effective feature extraction and classification. Additionally, our method
demonstrates significant improvements n detection performance metrics compared to traditional binary analysis
approaches, highlighting its practical value and contribution to advancing malware detection techniques.

4. THE PROPOSED METHOD

As mentioned earlier, to overcome the challenge of detecting obfuscated malware, it is essential to disregard theocoise and f
on the malicious core of the code. For this purpose, we use ssgpervised learning method described in Sectidn Qur
approach addresses advanced obfuscation techniques that resemble adversarial attacks [40], ensuring robust detect
capabilities. In this regard, the code should be mapped to an image to create-tehatedystraction of the binary codes, i.e.,
minor chages do not significantly affect the overall view of the image. Therefore, thetecdu@ge conversion implicitly
overcomes minor obfuscations. Image augmentation is typically used to enhance the identity of imagesupeseised
methods. Augmentatioalso helps generate new samples from an image to address the data scarcity problem. Each method
augmentation can be considered as an obfuscation approach. For example, a vertical flip corresponds to the obfuscation
malware, which is created by reanging code parts or reordering them in a way that does not affect the main program's logic.
Even a few degrees of blur can also be considered as changing some details without altering the general concept of the ima
which could be analogous to addingremoving unnecessary lines of code from the malware. The creation of new augmented
samples is generally performed, particularly for classes where collecting data is challenging. Alongsidsupea®ised
method, we use a contrastive learning methodl&ba clustering. As explained in Section 2, this method categorizes samples by
differentiating and contrasting instances of different classes, while maximizing the similarity between instances of the sam
class. As a result, the proposed method combinesasgiive learning and seraupervised learning, generating new samples
through augmentation and classifying them as described.

The general framework of our proposed method is shown in Figure 5. First, two sets of benign ware and malware are collecte
Benign ware data is collected from Windows system files and cleaned so that it resembles malware format. The binary codes
the Windows operating system are selected because they contain API calls degidbsystem calls, as well as hitgvel
permissions, which make them difficult for malware to detect.

Malware data is collected from the Microsoft 2015 dataset [26], which is presented in nine classes, as detailed in(setion 5.

of them is called Obfuscator.ACY contains only obfuscated malware, and the other classes include primary malware in eac
class(malware with no obfuscation). This data is then converted to grayscale images so that every 8 bits corresponds to a val
of intensity in pixels. Images are generated at a fixed width of 1024 pixels and a variable length depending on the size of t
binary file. However, the images are resized and randomly cropped in augmentation at the beginning of the process.

In this research, two main problems have been addressed to show the efficiency of the proposed method. The first problem
malware classification, and the second is detecting obfuscated malware from benign programs, known as obfuscated malwze

6
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detection. The solution to the first problem focuses on the lack of data, as training was conducted with only 20% atigt10% of
data, and testing was performed on the remaining 80% and 90%, respectively, as described in the next section.

4.1. CONVERTING CODES TO IMAGES

In this method, the software's bytecode is converted into an image. The bytecode is reshaped into a binary image as describel
[30], i.e., a twedimensional array with a size of 1024 x h, where h depends on the length of the code. Figure 6 illustrates ar
executable bytecode sample, and Figure 7 shows an example of an image obtained from a bytecode as described in Algorit
2.

4.2. MALWARE CLASSIFICATION

First, an extensive network is trained with a tagkostic approach in an unsupervised way. In this regard, in each iteration, a
batch of images is selected, and two augmentation methods are applied to each image. These augmented images are then p:s
through the encoder network for feature extraction. As shown in the figure, RE8N&t used as the encoder.

According to the results reported in [5], when a problem involves a data shortage, utilizing deeper networks alongmwith large
batch sizes can lead to a better outcome. Therefore, ResNet200 is used to train the network with 20% of the data ated to evall
the remaining 80% in the first experiment, and with 10% of the data for training and 90% for evaluation in the secorghéxperim
as depicted in Figure 8. The generated feature vectors from the encoder unit then pass through the projection head, where
projection head nodes are tuned during the training phase. In contrastive learning, using the loss function as defiaigd in Eq.
errors between similar images are minimized while errors between different images are maximized. In the next stage, a part
the obtained projection head is discarded and replaced by a new projection head. Using a small part of the data, tke networ}
fine-tuned in a supervised way. Therefore, in ag#cific approach, a smaller network is trained with a larger network to
produce a lighter, faster, and reasonably accurate model.

4.1.OBFUSCATED MALWARE DETECTION

To detect obfuscated malware, as shown in Figure 5, the data is prepared in the dataset preparation module, and feen the da
divided into two parts using a train/test splitter:

1. The train set, which contains 80% of the whole benignware and all the basic malware (without any obfuscation)
2. The test set, which contains the remaining 20% of benign wares and the whole Obfuscator.ACY class in the Microsof
2015 dataset, which contains only obfuscated malware, as illustrated in Figure 9.

For malware data, all the data in the Microsoft 2015 dataset is used for training the network, except for the Obfuscator.ACY
which is used for the test phase. Therefore, the model is tested with a category of data that has never been seerelyefore, nan
obfuscated malware. We demonstrate that we can predict many obfuscated malware samples from benign code through
experiments. The obfuscation in code can be seen as a form of augmentation in an image, allowing our network to learn how
ignore obfuscébn in corresponding images of code and determine whether the code is malicious or not. For generalization, the
SimCLR framework is used to generate augmented images from the base images in the training set. In contrastive learning, 1
purpose of the traing method is to reduce the difference between the augmented images from the same source. In this regar
the network learns to ignore augmentation in images, which acts as obfuscation in the corresponding code. According to Figu
4, the SImCLR frameworlgenerates two augmented images from each image in the batch during the training module. To
accomplish this, we first resize the shorter side of the image to 224 pixels and resize the other side proportionatiyetthpres

image's aspect ratio. Then, 4224 random crops are generated, and an augmentation is randomly selected and applied. As «
result, two output images with different combinations of augmentations are generated from each input image. The desire
augmentation includes random flip, colostirtions, reshaping, and blurring. Figure 10 shows an example of augmentation.



Malfustection: Obfuscated Malware Detection and Malware Classification with Data Shortage by Combining Semi
Supervised and Contrastive Learning

Dataset preparation

S
—_——
Benign byte code

——
_— convert to
Malware Byte Code Byte code dataset 1024 x h
images i
MMCC 2015 9t image dataset
k S
IR e —é train test
1 splitter
' 1 'LI'I—
' '
N N N ~\
' SimClIr (Train module) |-
! N ) ! Test (Results)
! unsupervised !
' . '
' ( augmentation ) Supervised '
| Finetune |
L \ Resize+ | Rand A\ N\ \Y N\ H . .
\ R W Color ) A \ { \
o)t ) “;'Iip“'" ) pistory ) JReshape )] Blur ) H— \
[ 2240224 )/ /i A Y4 / H \Center
~ I ' /Crop [
'd e s '
Self Training/ '
Distillation of H Model
Task Predictions '
g 224 x 224 Transformed Images 224 x 224 H :
'
v : [ :
Resnet 101 ! 1
(Base Encoder) ! i
'
7 ) : : |
~ ] : - s y
‘ ) ‘ - H Model _v | Obfuscated |
hi  Representation  hj ' | Malware f
' |
¥ ! N | Detection Result|
"""""""" i . J
[ Projection Head ]~—‘
"
'
\ I ( o
; Zi s N
Zi| | < [ Mmaware |
Maximized Similari | Classification
L ty ) [ Result
4 ~ h

B F1 E8 1C 1B c7

B C6 S5E C2 CC CC CC CC CC CcC cC
BB E9S CC CC CC CcC cC
B F1 C7 BB E8 C F6

Figure 6. A malware bytecode sample

.text

.rdata

.data

.rsrc
.reloc

Figure 7. Result of converting a code to an image [35]
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Algorithm 2: Binary Code to Image Convertor
Result: 1024 x h PNG images
prepare binary code files in dataset;
foreach file f in bytecodesDataset do
bytes = f.readBytes();
width = 1024
height = len(bytes)/width;
image = bytes.reshape(width, height);
saveBytesAsPNG(image);
end

Microsoft 2015
malware byte codes
56 8D 44 24 08 50 8B F1 3
E8 1C 1B 00 00 C7 06 08 i
» £
£ .
£ .
=
.
read bytecode as reshape o Spieins
8 b'ty rad | | |vectorto 2D Training set - Test set
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9/ . 909
—
> .
[ .
Figure 8. lllustration of the train/test splitter module in the malware classification
Malware
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m;fv':::):g;ttezglsdes (g., malwares except obfuscated ones)
c
€
56 8D 44 24 08 50 85 F1 = .
E8 1C 1B 00 00 C7 06 08 S Benign
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Figure 9. lllustration of the train/test splitter module in the obfuscated malware detection problem

@ (b) c

Figure 10. a) Transferred image from source code; b) Code image after random crop and color distortion; ¢) Code ineafperafitey p
random crop and blur.

The augmented images are then used, and the corresponding original images are discarded. These images are given to an en
to create feature vectors from the images. ResNet101 is used for extractingdini2@dsional feature vector. The feature vectors

are fed into a fully connected network in the projection head to train the network’s weights. The trained network is aested o
dataset that includes obfuscated malware and benign software. Data preprocessing is applied to test images by resizing then
250 pixels on the shorter edge, while maintaining the ratio, and then cropping them to 224x224 as part of the test phase.
Analysis Converting code into images allows leveraging the power of deep learning models designed for visual data, such &
CNNs. This transformation simplifies complex code structures into recognizable visual patterns, enabling more effective featu
extraction, improving classification accuracy, and benefiting from transfer learning withapred models. While analyzing

binary code directly is possible, the visual approach offers a more efficient and robust framework, particularly fdetasks li

9
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malware detection and code analysis [46]. Recent work on explainable Al by Nguyen et al. [43] demonstrates thasedage
representations can provide more interpretable detection results compared to traditional binary analysis methods, whi
maintaininghigh accuracy.

5. EXPERIMENTAL RESULTS

In this section, the dataset used in the experimental results and evaluation metrics is described. The results aia presented
parts: the findings on malware detection and the results for detecting obfuscated malware.

5.1. DATASET

The Microsoft Malware Classification Challenge dataset (Microsoft 2015) [26] has been used to evaluate the proposed methoc
This dataset includes the bytecode of malware classified into nine malware classes, used for a contest held by Microsoft «
Kagglein 2015 [36]. The classes are not balanced in terms of data distribution, making the classification task more challenging
The number of samples in each class varies from 42 to 2942 samples. This dataset has been widely use@4h §2%8, I32s
also bea used to address challenges. The details of the samples in the dataset are given in Table 2.

Table 2. Malware classes in Microsoft 2015 Dataset [26]

Class Name Number of training samples Type

Ramnit 1541 Worm

Lolipop 2478 Adware

Kelihos_ver3 2942 Backdoor

Vundo 475 Trojan

Simda 42 Backdoor

Tracur 751 TrojanDownloader
Kelihos_verl 398 Backdoor

Obfuscator. ACY 1228 Any obfuscated malware
Gatak 1013 Backdoor

Our training set for obfuscated malware detection includes samples from all classes except the Obfuscator class.ACY, which
used only for the test set. In this way, the network is trained using malware samples without obfuscation to learnyhe primar
feaures of each sample.

Additionally, due to the lack of proper, standardized benign datasets, Windows system files are used as benign codes beca
they invoke lowlevel system APIs, just as malware does. Therefore, they are more difficult to distinguish from malware, which
canbe used to evaluate the proposed method. For this purpose, the data are first collected and then cleaned in a manner
ensures their structure is similar to that of the data in the malware class. To preserve the structure of these filedtsmilar
Microsoft 2015 dataset, only 3fit programs were used, and only the main parts of the file were preserved. Also, the binary
code related to PE Headers was removed from the beginni
library [37].

After code preparation, each bytecode is mapped to the brightness of a pixel, resultinghminadl grayscale image with a

fixed width of 1024 pixels and a variable height depending on the code size. Usingamme| images has the advantage of
allowing for analysis with less data.

5.2. EVALUATION METRICS

Eqs(2)-(7) are applied to each algorithm as performance measures to achieve an efficiency comparison of the proposed mod

T, F, P, and N stand for True, Fal se, Positive, and Negse
© T ¥ . ‘l "‘ ”?\ ’r‘ "Yﬂ "Yl'j (2)
(0] wo W Gu,Yl,) ,OG .OD
o YO (3)
YOV 77—
“Yo "O0
. "0 (4)
oY —————
Y'Y 58 Yo
- . “Y0
01 QhQi it ®)
v "Ov
Y'Q 06 Gt Yo ©
. R 1T ZYQOABIQO QI Q 7
O "YwEéEl € T T T o T s
T z2YQhonabd QuQi Q¢
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5.3.RESULTS ON MALWARE DETECTION

As mentioned earlier, the proposed method is being evaluated using the Microsoft 2015 dataset [14], which includes nin
different classes of malware. To demonstrate the performance of the proposed method, three experiments were conducted. In
first experiment, 80% of the samples from each class were included in the training set, while the remaining 20% were used
testdata. In the second experiment, 20% of the samples were used for training, and the remaining 80% were used as a test
In the third experiment, 10% and 90% of the samples were used in the training set and test set, respectively. The number
samples usd for training and testing the network is given in Table 3. The hyperparameter values used in the training phase c
the three experiments are presented in Table 4. For resmamstrained environments, recent work by Sharma et al. [47] shows
that knowledje distillation techniques can effectively reduce model size while maintaining detection accuracy, a direction worth
exploring in future implementations.

5.3.1THE FIRST EXPERIMENT

The first experiment performed network training using 80% of the data, while the other 20% used for the test phases The valu
of the hyperparameters used in this experiment are reported in Table 4. The accuracy and loss values during the teaining ph
are shown in Figure 11.

The accuracy of the model is 94.11% in the first experiment, while the accuracies achieved by transfer learning and LSTM [2(
are 90.8% and 93.8%, respectively.

Table 3. Distribution of data for each class of malware in each experiment

Malware class experiment Training samples Test samples
Ramnit 1st experiment 613 148
2nd experiment 148 613
3rd experiment 77 684
Lollipop 1st experiment 1895 471
2nd experiment 471 1895
3rd experiment 281 2085
kelihos_ver3 1st experiment 2354 588
2nd experiment 588 2354
3rd experiment 294 2648
vundo 1st experiment 112 34
2nd experiment 34 112
3rd experiment 13 133
simda 1st experiment 31 8
2nd experiment 8 31
3rd experiment 9 30
Tracur 1st experiment 460 96
2nd experiment 96 460
3rd experiment 72 484
Kelihos_verl 1st experiment 57 18
2nd experiment 18 57
3rd experiment 7 68
Obfuscator.ACY 1st experiment 93 17
2nd experiment 17 93
3rd experiment 40 70
Getak 1st experiment 554 96
2nd experiment 96 554
3rd experiment 172 478

Table 4. The network hyperparameter values in each experiment

Number o Batch Encoder Initial Temperature Weight Training data Augmentation
epochs  size learning rate decay dimensions  sed?

1st experiment 400 64 ResNet101 1.0 0.5 led 224*224 YES

2nd experiment 1000 32 ResNet200 1.0 0.5 led 224*224 YES

3rd experiment 1000 32 ResNet200 1.0 0.5 le4 224*224 YES

11
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Figure 11. a) Accuracy during training the model, and b) loss value during the training of the model in the first experiment

In [34], the accuracy using CNN on all data is 98%, while it is 99.12% using an ensemble method. However, the accuracy of ol
proposed method in the training phase is higher than the method presented in [34]. The training phase has been dene on a Iz
pottion of the data. The accuracy of the method on the test phase has been reported as 98% using CNN and 99.12% using
ensemble method. Although the accuracy of their method is higher than our proposed method in the test phase, our approz
achieves the sae accuracy as their method using CNN in training, which demonstrates the effectiveness of our proposed metho
when a large portion of the data is utilized. The obtained confusion matrix and heat map are presented in Tables 5 and 6.

5.3.2. THE SECOND EXPERIMENT

As described earlier, to demonstrate the effectiveness of the proposed method, a small fraction of labeled datarainised for t

the model. In the second experiment, 20% of the data is used for training. Therefore, a larger batch size and greftke depth
network are needed to achieve better results. The number of epochs used in this experiment is

1000, while the batch size is 32, and ResNet200 has been used as the encoder. Using 20% of the data for traininggthe propc
method achieved 91.95% accuracy on the remaining 80% of unseen data. The accuracy and loss values during the training ph
in this experiment are shown in Figure 12. Additionally, the confusion matrix and heat map are presented in Tables 7 and ¢
respectively.

5.3.3. THE THIRD EXPERIMENT

In the third experiment, 10% of the labeled data was used for training the network. The network parameters are shown in Tab
4. The accuracy of the proposed method, using only a small number of labeled data, is 90.1%. It means that by using a sm
fraction of the data (10%), the proposed method achieves 97.75% of the best accuracy of the method presented in [25], whi
uses 80% of the data for training, and 92.42% of the accuracy reported in [34] on the entire dataset. This result detinanstrate
utilizing contrastive learning and SimCLR yields exceptionally high detection accuracy with a limited amount of data.

Given that a relatively small amount of labeled malware data is available, this experiment demonstrates that the propdsed met
is effective for malware detection not only when a small dataset is available, but also when a larger dataset is awedable. S
the number of labeled data used for training is limited, contrastive learning provides a faster amodowesthod (in terms of

data collection) for malware detection. The obtained results are illustrated in Tables 9 and 10. Moreover, the tinfalrresul
each experiment and metric are presented in Table 11, and a comparison among these three experiments is provided in Table

5.4.RESULTS ON OBFUSCATED MALWARE DETECTION

As described in Section2-1, the bytecode of the malware and the benign files are each directly converted into an image, and
then the deep network is trained on the basic malware and the benign using the Sith€aRework.

The two main problems in obfuscated malware detection are as follows:

1. Excessive obfuscation in the code in such a way that its functionality remains the same, but its appearance is entire
different.
2. A large number of obfuscated malware compared to the basic ones.

A deep convolutional neural network (DCNN) can be effectively used to address these two challenges.

12
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Table 5. Reported confusion matrix for first experiment (columns: True labels, rows: Predicted labels).

1 2 3 4 5 6 7 8 S
1 147 1 0 0 0 O 1 6 1
2 0 458 O 0 0o 2 5 1 0
3 0 8 586 11 0 1 2 2 27
4 0 0 0 22 0 O 0 0 0
5 0 0 0 1 7 0 0 1 0
6 0 2 0 0 0 8 O 0 0
7 0 0 0 0 0 0 10 1 0
8 0 1 0 0 0 0 6 1
< 1 1 2 0 1|7 0 0 67

5.4.1RESNET WITHOUT AUGMENTATION

In this method, the dataset is divided into three main parts: the training set, the validation set, and the test\s@idatioss

has been employed to evaluate the model. ResNet101 was used in this model on images without augmentation. Fer training
network, the training data were divided into five equal parts. In each round, four parts were used for training, wiiéérting re

part was used for validation. The images were 224x224 for training, and the best model was selected based on the accur:
achieved during validation. The test data includes unseen benign and obfuscated malware files, which achieved accuracies
96.27% and 69.18% on the validation and test sets, respectively.

Table 6. Reported heat map for the first experiment, the numbers indicate the recall rate (columns: accurate labels, rows:
predicted labels).
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Figure 12. a) Accuracy and b) Loss value during the training of the model in the second experiment
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Table 7. Reported confusion matrix for the second experiment (columns: True labels, rows: Predicted labels).
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Table 8. Reported heat map for the second experiment (the numbers indicate the recall rate): (columns: True labellicted/$alitis).
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Table 9. Reported confusion matrix for the third experiment (columns: True labels, rows: Predicted labels).

1 2 3 4 5 6 7 8 9
1 635 7 0 0 0 11 4 28 9
2 15 | 1990 3 0 0 1 17 g 9
3 2 59 2627 94 2 209 14 9 25
4 0 0 0 36 0 0 0 1 0
5 1 5) 0 1 22 7 1 1
6 9 14 13 2 4 247 1 4 22
7 1 0 1 0 0 32 3 1
8 14 1 3 0 2 5 0 14 2
9 7 9 1 0 0 g 0 7 409

total 684 2085 2648 133 30 484 68 70 478

Table 10. Reported heat map for the third experiment (the numbers indicate the recall rate), (columns: True labelslictagdabBats).
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Table 11. Test phase comparative metrics results for all three experiments
Class Experiment N(truth) N (classified) Accuracy (%) Precision Recall Fl1-score
Ramnit 1st 148 156 99.32 0.94 0.99 0.97
2nd 612 629 98.52 0.91 0.94 0.93
3rd 684 694 98.38 0.91 0.93 0.92
Lollipop 1st 471 466 98.58 0.98 0.97 0.98
2nd 1895 1909 98.09 0.97 0.97 0.97
3rd 2085 2038 97.86 0.98 0.95 0.97
Kelihos_ver3 1st 588 637 96.41 0.92 1 0.96
2nd 2354 2614 95.4 0.90 0.99 0.94
3rd 2648 3041 93.49 0.86 0.99 0.92
Vundo 1st 34 22 99.19 1 0.65 0.79
2nd 112 50 98.87 0.92 0.41 0.57
3rd 133 37 98.53 0.97 0.27 0.42
Simda 1st 8 9 99.8 0.78 0.88 0.82
2nd 31 26 99.82 0.88 0.74 0.81
3rd 30 38 99.64 0.58 0.73 0.65
Tracur 1st 96 88 99.19 0.98 0.90 0.93
2nd 460 340 96.34 0.84 0.62 0.72
3rd 484 316 95.42 0.78 0.51 0.62
Kelihos_verl 1st 18 11 99.39 0.91 0.56 0.69
2nd 57 39 99.55 0.87 0.60 0.71
3rd 68 39 99.36 0.82 0.47 0.60
Obfuscator.ACY 1st 17 8 99.12 0.75 0.35 0.48
2nd 93 30 98.69 0.7 0.23 0.34
3rd 70 41 98.76 0.34 0.20 0.25
Getak 1st 96 79 97.22 0.85 0.70 0.77
2nd 554 531 98.65 0.94 0.90 0.92
3rd 478 436 98.56 0.94 0.86 0.89
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Table 12. Comparison of our three approaches with other methods

Method The percentage of data user The percentage of data ~ Accuracy
for training used for the test
Transfer learning [18] 80% 20% 93.8%
Ensemble method [28] - 100% 99.12%
SImMCLR-V2 (1st experiment) 80% 20% 94.11%
SIimCLR-V2 (2nd experiment) 20% 80% 91.95%
SImCLR-V2 (3rd experiment) 10% 90% 90.1%

5.4.2. RESNET WITH AUGMENTATION

This experiment was also performed based on the same data as described in Sectiroept that in each iteration, Image
augmentations were applied to investigate if they function similarly to code obfuscation. The goal is for the model to gain ¢
better undestanding of the code image by utilizing augmentation in order to learn the malicious core of the data.

The augmentation techniques applieslich as random resize crop, vertical flip, blur, and colorditeme motivated by their

ability to simulate various obfuscation strategies encountered in malware, including code reordering, redundant cade insertio
and appearance modification. These transformations are inspired by the analogy between image noise and code obfuscati
minor modifications that do not impact the core behavior are modeled through these augmentations. For example, vertical flif
mimic coce rearrangements, while blurring introduces noise akin to redundant @sgeential code. Color jitter and resize
cropping simulate changes in appearance that malware might employ to evade static detection. Our experimental resu
demonstrate that theseu gment ati ons significantly i mprove the model i
complex obfuscation techniques, as evidenced by the increased detection accuracy in our tests.

In general, standard methods of code obfuscation can be divided into the following categories:

1- Methods that lead to changes in control flow, such as code reordering, splitting functions into two separate functions
and adding switcitase structures for selecting the next basic block in the program's control flow (Known as Flatten),
etc.

2- Methods that add or remove redundant codes, such as adding and assigning useless variables, inserting useless funct
without calling them, or adding useless conditions or loops that do not change the logic of the code.

3- Methods that modify the appearance of the code while preserving its logic. For example, changing a computationa
expression in such a way that the output of the new expression is the same as the previous one for similar inputs, b
performs different opet®mns.

According to the different obfuscation methods, a set of image augmentations is selected, including random resizeatop, verti
flip for the first category, blur, and color jitter for the second and third categories, respectively. Figure 13 ilkstreesus
types of image augmentation.

- Random resize crop and vertical flip: This augmentation helps to learn different parts of the image separately. Ir
the final model, the displacement of the image elements has no significant effect on the model's output. As a resul
it can overcome the plotems caused by changes in the control flow.

- Image blurring increases the noise in the image, causing slight changes that do not alter the image's concer
Although some parts of the image may be distorted, it retains the core and concept of the image. This resemble
changes from the second categofybfuscation.

- Color jitter includes changing the brightness, contrast, and saturation of the image. Applying these modifications
to the image results in a slight change in its appearance, but the image's identity remains unchanged. This kind ¢
augmentation is a goodtatnative for the third category.

@ (b) (© (d)

Figure 13. Different types of augmentations applied to an image: a) Original, b) After color Jitter (including changes in
brightness, saturation, and contrast), ¢) Blurred, d) Random resize cropped

These augmentations are applied randomly to all images in each iteration, and then the model is trained using the redv augmer
images. The only difference between this approach and the one elaborated in Sédtimntat the original dimensions of the
images are used for training. Since all augmentations apply to the image, a 224x224 random resize crop image is created
network training.

The results show 97% accuracy on the validation set and 89.23% on the test set. It shows that applying augmentation on ima
helps recognize obfuscated malware from benign code. The results demonstrate a 20% improvement in the accuracy
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obfuscated malware detection compared to the previous approach. According to the results, the hypothesis presenped in this pe
is accurate, and image augmentation helps detect obfuscated malware, proposing a suitable solution to one of the prime
challenges in malware detection. Algorithm 3 shows the psewadie of the image augmentation methods.

Algorithm 3: Image Augmentation on Batch
Result: augmented image
select a batch from dataset;
foreach image im in batchOflmages do
im = randomSelectionCropWithResize(im, 224, 224);
p = randomFloat(0,1);
if p < 0.5 then
| im = randomFlip(im};
end
p = randomFloat(0,1);
if p < 0.8 then
| im = randomColorJitter(im);
end
im = reshape(im, channels = [224, 224, 3]);
p = randomFloat(0,1);
if p < 0.5 then
| im = randomBlur(im);
end
end

5.4.3. SIMCLR

The same experiments for obfuscated malware detection were performed using the SimCLR framework. ResNet101 has be
used for the network encoder. The batch size and number of epochs used for training are 32 and 140, respectivelyt. The test
includes onlythe obfuscated malware and benign code. The method's accuracy is 98% and 96% on the training set and test s
respectively.

In contrast, the ResNet with the augmentation method, as described in Setfpaéhieved an accuracy of 89.23% in the test
evaluation. The results show a significant improvement compared with ResNetl101, with an accuracy of 8%. It confirms tha
applying SIMCLR with a higher number of augmentations and utilizing contrastive learning leads to a deep understanding of th
malicious core of the code. It can detect obfuscated malware generated from basic malware, as well as ones that wékbe produ
in the future, with an even higher level of abstraction and accuracy. The hyperparameter values used in the experiment are giv
in Table 13. Additionally, the obtained confusion matrix and heat map are presented in Tables 14 and 15, respectively.

Table 13. Hyperparameters used in the experiments

#Epoch Batch Encoder Initial Learning Temperature  Weight Training Data ~ Augmentation
Size Rate Decay Dimensions Used?
ResNet 240 32 ResNet101 1.0 0.5 le4 224*224 NO
ResNet + 240 32 ResNet101 1.0 0.5 le4 224%224 YES
Augmentation
SimCLR 140 32 ResNet101 1.0 0.5 led 250*250 YES

Table 14. Reported confusion matrix for SimCLR obfuscated malware detection
malware (true benian(true

malware(predictec 1187 51
benign (predicted 41 1148
total 1228 1199

Table 15. Reported heat map for the obfuscated malware detection experiment (the numbers indicate the recall rate), (columi
True labels, rows: Predicted labels).

04

0.2

%O
%, Precicted Label

malware Benign
True Label

Table 16. Results for the test set

Class label N(truth) N(classified) Accuracy Precision Recall Fl-score
Malware 1228 1238 96.21% 0.96% 0.97% 0.96%
Benign 1199 1189 96.21% 0.97% 0.96% 0.96%

Accuracy
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Figure 14. a) Accuracy during training the model, and b) loss value during the training of the model in the third experiment

Table 17. Comparison between the results of different approaches on the test set.

Approach Accuracy
ResNet 69.18%
ResNetwith augmentation 88%
SimCLRV2 96.21%

5.4.4.Discussion

While existing malware detection approaches often report accuracy rates exceeding 98%, they face significant limitations i
detecting obfuscated malware, which can undermine their effectiveness. Our approach addresses this critical gap bygransform
codeinto images and leveraging contrastive seapervised learning techniques. This method enables the model to focus on
high-level structural and semantic features of the code, which remain invariant despite superficial obfuscation. Unlikd traditiona
methals that rely heavily on handcrafted features or static signétdeagures susceptible to obfuscafioour imagebased
representation emphasizes the malicious core, which remains unchanged even with obfuscation. The use of contrastive learni
particularlywithin the SImCLR framework, enables the model to implicitly learn invariant features even from limited labeled
data, thereby vastly improving its robustness against sophisticated obfuscation techniques.

Additionally, our approach minimizes dependence on extensive feature engineering, reduces the need for large labeled datas
and enhances the generalization capability to unseen or heavily obfuscated malware, achieving detection accuracies of up
96.21% even with only 10% of the training data. These advantages explicitly target the existing gaps in malwareddetection
particularly the challenge of recognizing obfuscated makivared demonstrate a significant improvement over classical static
and dynamic aalysis methods.

The use of deep architectures like ResR# and largescale image datasets naturally raises concerns regarding computational
efficiency and scalability. If Training ResN200 on a given hardware setup takes approximately X hours/days, inference
requiressignificantly less time. To explore the scalability of our method, we experimented with various ResNet depths (e.g.,
ResNet50, ResNetl01, ResNeR00), observing that deeper models yield higher accuracy but at the cost of increased
computational resourse In resourceonstrained environments, deploying such deep models may pose challenges; however,
techniques such as model pruning, quantization, or knowledge distillation can potentially mitigate these issues. Our ongoin
research will further explore the strategies to enable efficient deployment inweald, resourcdimited scenarios.

6. REVISE DATE CONCLUSIONS

In this paper, a novel method for malware detection is proposed by mapping code sequences to images. The proposed metl
focused on malware classification as well as detecting obfuscated malware from benign code. By combiningtipesgssid
approach \ith contrastive learning, this method addresses malware classes that lack sufficient data. Malware classes such
these are rarely developed, hard to identify, and have extremely destructive effects. The results demonstrate thatatimmcombi
achievedigh accuracy in detecting obfuscated malware.

This paper discusses the detection of obfuscated malware from benign code, a task not commonly addressed in existing methc
Moreover, the proposed method does not have most of the disadvantages of dynamic and static malware detection methods.
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Another advantage is that the proposed method does not require feature extraction or the user sefistebrder statistical
equations, which can cause features to be extracted gradually using a CNN network.

Although our experiments rely solely on the Microsoft 2015 dataset, the diversity of malware samples and obfuscatiastechniqu
included in it demonstrates the robustness of our approach. Because the core of our methedaletyyimage transformation
andcontrastive learning is platformagnostic, we believe that the high accuracy and generalization observed indicate strong
potential for applicability to other datasets and malware types, such as Android malware. Future work will involve evaluating
on additonal benchmarks to validate this generalizability further.

Future work includes devising new approaches to transform codes into images, such ashamgeBpictures and utilizing

each channel for a specific parameter. Further, the correspondence between each augmentation and any obfuscation proce
could beexamined.While our current comparison includes several stéihe-art methods, it does not encompass recent
Transformetbased architectures, which have shown promising results in related domains. This is primarily due to resource
constraints and the sge of this study. We acknowledge that including such advanced models could provide a more
comprehensive benchmark and is an important direction for future work. We plan to investigate the performance of Transforme
based methods in subsequent researchiatuate their potential benefits in binary code classification tasks.

While our current analysis demonstrates the overall effectiveness of the proposed method, it does not specifically evalua
performance on various obfuscation techniques. Different obfuscation strategies, such as code reordering, contraiifigw flatte
packing, or junk code insertion, may pose different levels of challenge for the model. In future work, we plan to inkestigate
well the model performs across these diverse obfuscation methods to identify potential limitations and areas for improvemen
Understanding the impact of specific obfuscation strategies will help refine our approach and enhance its robustness agains
wider range of malware obfuscations.
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Abstract

Population imaging studies rely on geqdality medical imagery before quantifying downstream imageis study
provides an automated approach for image quality assessment (IQA) from cardiovascular magnetic resonance (CM
imaging at scale. We identify io common CMR imaging artefacts: respiratory motion, cardiac motion, Gibbs
ringing, and aliasing-our datasets, including UK Biobank, York University (YU), the Universidad Carlos lli
(UCII) and CMRTehran, were used to perform the experiments. This sit@poses two deelgarning models for

CMR IQA in spatial and frequency domains. The presented sqmimhin model also has domain adaptatidme
accuracies of supervisedfdld crossvalidation experiments for UK Biobank, YU, UCIIl and CMRehran datase

arew @ p Px & Y PP @ ¢ Rnde X x Mor the spatiadomainandp @ o bp & @ P ® v landv @ Y Hor

the frequencydomain. Domain adaptation results, considering UK Biobank as the source set and YU, UCIIl and
CMR-Tehran as the target sets, show the domain shift gap coverage between the datasets to the extent of +11.9!
+3.93% and +16.57%, respectiyeBesides, by training and testing the spatianain model on 30,125 images from

the UK Biobank, an accuracy of 89.56% was obtained in a training time of 394.80 seconds. Meanwhile, the
frequencydomain model with training and testing on 180,750 imagb#&aes an accuracy of 87.99% in a training
time of 255.04 seconds. Thus, the frequedoynain model can achieve almost the same accuracy yet 1.548 times
faster than the spatial modéhe proposed models can detect four common CMR imaging artefactsdiyimgc

images or the correspondineshpaces.

KEYWORDS: Artefact, Cardiovascular magnetic resonance imaging, Deep learning, Domain Adaptation, Image quality
assessment.

1- Introduction

Cardiovascular magnetic resonance (CMR) imaging has many clinical applications as a powerfuasioe diagnostic tool.

This imaging modality can assess cardiac function and support the diagnosis of cardiovascular diseases, including corone
artery digase, cardiomyopathy, and congenital and valvular di§¢hgEMR imaging is the gold standard in many diagnostic

and therapeutic applicatiof® 3]. In addition, CMR is used in most cardiovascular population imaging studies, given its optimal
tradeoff of norrinvasiveness and accuracy. Imaging artefacts hinder routine quantitative analysis of CMR, amongst other
factors. These artefacts affect thediac image analysis, rendering cardiac anatomy or functional parameters inaccurate for
diagnostic or epidemiological studies. The increasingly wider availability of CMR expertise in mainstream cardiology and the
development of novel MRI protocols have redd the incidence of these artefacts. Yet, their presence remains unavoidable, and
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Automatic Multi -Class Cardiovascular Magnetic Resonance Image Quality Assessment using Unsupervised Domain
Adaptation in Spatial and Frequency Domains

visual determination of image quality is impractical in busy cardiovascular imaging departments. Hence, automated approach
to detect and identify these artefacts remain highly desirable.

After each image acquisition and over an extended period, image quality needs to be assessed to ensure optimal diagnostic v:
and minimal image quality drifts over time. Human quality assessment of CMR images can-bensuing and costly. The

many images acquired during an imaging examination require automatic machine learning methods for image quality assessmel
Chow and Paramesran reviewed the methods of assessing the quality of medical images and specifically predicted that the n
generation ofmethods would be neeferencd4]. Availability of the reference image means that the quality of each received
image is compared to the reference image. The main challenge in the quality assessment of medical images is the impossibi
of accessing this reference image, so estimatinguhbty of medical images is generally established without reference.

In a study by Tarroni et gl5], an automated process for determining the quality of short anehlaa@C MR images is proposed,
examining image quality related to full heart coverage in the images, motion artefact, and contrast estimation. That study h:
been performed on two datasaise with 3000 samples for training and testing processes and 100 samples for testing based or
random forests. That study shows the sensitivity and specificity of 88 and 99% for the diagnosis of full cardiac cov8eage and
and 99% for the diagnosis of nnt artefact. In another studg], the same method §5] has been evaluated on a lagle

subset of the UK Biobank. The results on 19,265 shxig cine stacks from the UK Biobank show that up to 14.2% have
suboptimal coverage and up to 16% have istise motion. In the study of Oksuz et |l], motion artefacts due to breathing

and cardiac movements were investigated. In that stuslpake manipulation has been used to increase the volume of distorted
data, and a CNN architecture has been used to learn the automatic detection model. Stenrdsud CMR images show an

area under the receiver operating characteristic (ROC) curve (AUC) of 0.89. In a study by Zhaf8j,ahalproblem of full

left ventricular coverage using CNNs has been investigated in a data set of over 5,000 cases, with an error rate 6%ess than
In that study, shoraxis cine CMR images have been received as input. Two parallel CNN architectueelselea used to
determine the presence or absence of images related to the apex and the basal of the heart. The main innovation isf that stuc
using a particular layer in the end part of the proposed architecture to improve the classification ofvilniapelsas been
introduced as a Fisher discriminative layer. This layer tries to minimise valags variance and maximise the distance of
betweenclass means. In another sti®, the use of an adversarial learning approach based on CNNs to detect the entire left
and right ventricular coverage of the heart has been investigated. That method has been studied on three datasetsltand the re
show the superiority of the method oyeevious approaches. In another st{iti}], generative adversarial networks have been
evaluated to detect full left ventricular coverage in a dataset consisting of over 6,000 samples. The accuracy obtdined in th
study has been reported to be about 90%. In a study by Osadebeyld{,amage quality assessment in the brain and
cardiovascular images has been investigated. In that study, 16 volumes of CMR images have been used, and the method is b:
on the handmade feature extraction of four types of additive noise. Several othesr st also addressed CMR image quality
assessment, includif@2, 13]. A summary of these related studies is given in Table S1 (See supplementary material).

This study proposes an automated CMR image quality assessment method to detect different artefacts. Besides image qua
control, it also reveals thgpe ofartefact. Thus, if the imaging needs to be repeated, it makes the imaging technicians aware of
the source of the problem.

The contributions of this study are:

(1) An automated image quality assessment approach is proposed that handles four common types of CMR artefact
Respiratory motion, cardiac motion, Gibbs ringing, and aliasing artefacts are examined. Considering the four commot
artefacts in CMR images, thisugly outperforms previous studies regarding the number of examined artefacts.

(2) Inthis approach, CMR images with different views, including sheig cine CMR, two, three, and feahamber long
axis images, are considered input. We seek to obtain more generality for the proposed models from this point of view

(8) The proposed method can be used in both spatial and frequency domains. Therefore, the frequency domain model ¢
assess the quality based on receivirgplice. Thedspaces in this study are obtained by Fourier transformation of the
corresponding magnitudeages and are not the scanaequired kspaces.

(4) Increasing the speed of training and testing using the proposed frequency domain model is another contribution of thi
study.

(5) The approach is evaluated on several datasets to avoid biasing the assessment and understand the generalisability of
process. Since access to data labels is usually limited, a method is proposed to generate a training set by modellil
imaging artefactsising kspace manipulation, producing corrupted images. A deep domain adaptation method in the
spatial domain is then presented and evaluated for unavailable data labels in some datasets. These proposed meth
are assessed in supervised, learning fromitdid training data, and unsupervised manners.

2- Materials and Methods

In this section, the datasets used in the study are first described. Then the methods of adding artefacts to CMR images
manipulating the 4space to generate four types of artefacts, including respiratory and cardiac motion, aliasing and Gibbs ringing
are explained. This section also presents deep leab@agd models for identifying CMR image artefacts. These models are
proposed in both spatial and frequency domains, and details of all models are described. An unsupervised domain adaptati
method is pesented for conditions where the data labels are not accessible. In the end, the experimental setups are describec
explain the defined experiments and evaluation metrics.

2-1- Dataset description

The main database of the current study is the CMR image database from the UK Biobank. Over 35,000 2D slices from ove
6,000 subjects of this database were used to generate a dataset including CMR images corrupted by synthetic artefacts. Cl
images were aegred using a wide clinical bore®"YMR system (MAGNETOM Aera, Syngo Platform VD13A, Siemens
Healthcare, Erlangen, Germany) with an 18 channel anterior body surface abil ¥& andg 1t 7a fi gradient system). 2D

cine balanced steadstate free precession (bSSFP) staxis and longaxis images have diplane spatial resolution
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p& p&G &, image size w Y¢ T, Ylice thicknesg)ad & and slice gag & &. More information about the imaging protocol

is available iM14].

Besides UK Biobank, data from three other datasets have been used. One of these datasets is the cardiac MRI dataset from Y
University (YU).A total of 7980 short and longxis images have been acquired from 33 subjects. Imaging has been performed
with a GE Genesis Sigha MR scanner using the fast imaging employing-staselncquisition (FIESTA) scanning protocol.

The subjects studied in this researohall under 18 years old. The size of each sliceus® ¢ v gixels. In the shoraxis view,

the number of frames is 20; in the leagis view, the number of slices varies between 8 and 15. The slice gap is also kgetween
andp ax 4. Details related to this dataset can be found&. The Universidad Carlos Il (UCIII) datasl6], containing 32
shortaxis cardiac cine MR images of four small animals, is another dataset used in this sgidBréker Biospeg #¢ 11
scanner has been used to scan thesgatdfl rat cardiac cine sequences (IntraGateFLASH). The number of acquired frames is
8 with an image size gd w ¢ p w.cslice thickness ip& & a. Finally, another dataset including short and laxgg CMR

images was collected from Tehran hospitals. 2620 images of 21 unknown subjects have been gathered in this dataset. T
imaging parameters are different between CMR image volumes in this datagetit multicentre nature. Patient information

and images related to this database will remain confidential. We intentionally selected datasets with varying sizesaqgdalitie
subject types to introduce a significant domain shift, allowing us teasset he model 6s robustness
challenging, realvorld conditions.

For data augmentation in YU, UCIIIl, and CMIRehran datasets with fewer data, horizontal and vertical flips, random rotation
with padding and brightneshanging methods have been used. The angle of rotation andriir ofbrightness changes

were considered random to diversify the data further. Data augmentation methods are used to increase the size of the train
sets.

2-2- Artefacted CMR image ground truth via k-space manipulation

Due to hardware and software restrictions, CMR images may be associated with artefacts. These artefacts can seriously aff
image quality and thus the ability to make a proper diagnosis. According to the published statistics, motion and Giltbs artefa
are the most common in magnetic resonance imafify Specifically, respiratory and cardiac motion, Gibbs ringing, and
aliasing artefacts are the most common in CMR imal@} For this reason, we investigated these types of artefacts in this
study.

Subjectively determining the artefact in the CMR images is a time consuming and laborious task that requires several hume
observers. Since this study needs corrupted images, we usegjpheekdegradation methods to generate synthetic images.
ThereforeJong-axis and shoraixis cine CMR images acquired using Cartesian sampling were used to add respiratory and cardiac
motion, aliasing and Gibbs ringing artefacts. These sections explain how to corrupt imagesspsiog tanipulation.

2-2-1- Respiratory motion artefacts

We use a Cartesian manipulation approach to make corrupted CMR images with the respiratory artefact-8pacgh k
manipulation, considering that imaging datasets used in this study are acquired using Cartesian sampling. According to t
method presenteith Lorch et al.[19 study, we leverage a translation with a sinusoidal pattern on the reference images. First,
the reference image is subjected to a 1D translation along the height or width. Then, due to Cartesian sampling, tier fast Fou
transform is used to transfer treference and the translated image in&pkce. In the next step, some lines from Hsp&ce of

the reference image are replaced with corresponding lines related to the translated image. Finally, the rspdifiedsk
reconstructed into the image spacging the inverse fast Fourier transform, and we see the appearance of artefacts in the
reconstructed image.

Translation in the height or width of the reference image to generate images with different severities of the arteumtdrisccon

from 1 to 5 pixels as a random selection. Also, 10 to 25 lines fromspade are randomly selected for the replacementke
distorted images with different severities of the artefact. This method of generating degraded images is also uselyibythe stu
Oksuz et al[7]. Figure 1 shows how to develop a corrupted slice with this method.

Xth reference Slice Xth Slice K-space

\

—

Xt corrupted Slice K-space X corrupted Slice

=

X" translated Slice X" transiated Slice K-space

Figure 1.k-space manipulation to generate synthetic respiratory artefacts.
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2-2-2- Cardiac motion artefacts

Similar to[7], shortaxis cine CMR images need to be used to generate degraded images with cardiac motion artefacts. For th
purpose, a temporal sequence is separated from theastimrdine images that fully cover the heart from the basal to the apex.
The images irthis sequence are then transferred to the correspondipgde using the fast Fourier transform. By replacing the
k-space lines of the Cartesian sampled slices in this sequence, degraded images can be generated with this artefatddThe corru
images usig this method are realistic because thetnggering artefact results from the misallocations of trgpéice lines in

the temporal slices in reality. The number of replacsgace lines is randomly selected from 10 to 20 to obtain different levels

of the artefact severity. Figure 2 shows the process of image corruption with this artefact.

Reference Slice K -Space Corrupted K-Space Corrupted Slice

ith

i+ 1)t

(i+2)™"

Figure 2. k-space manipulation to generate synthetic cardiac motion artefacts.

2-2-3- Gibbs ringing artefacts
Gibbs ringing or truncation artefacts are due to using Fourier transforms in the reconstruction of the final imageyeiacat¢o
an image in magnetic resonance imaging, we have to take a limited sample of the generated signals, so when retloastructing
final image, we have to approximate it using a relatively small number of harmonics in the Fourier representation of.the imag
Therefore, the truncated Fourier series approximation of a discontinuous signal shows overshoot and ringing near th
discontnuities of the primary signdR0]. This case is called the Gibbs phenomead, which causes parallel lines and curves
in the final image. Image filtering can be used with an idealpass filter in the frequency domain to add this artefact with
different severities to the final imad2]. Thus, the image is transferred tgfxace by fast Fourier transform, and thespkce
is filtered by an ideal lovpass filter. The radius of the ideal lgvass filter was chosen randomly from 30 to 50 pixels to obtain
degraded images with different seities of this artefact. A smaller radius causes a more intense artefact appearance due to the
removal of more data from thedpace. The procedure for thespgace manipulation to generate corrupted images is shown in
Figure 3.

Filtering

Reference Slice K -Space Corrupted K-Space Corrupted Slice

Figure 3. k-space manipulation to generate synthetic Gibbs ringing artefacts.

2-2-4- Aliasing artefacts

Aliasing or wraparound artefact occurs when the field of view (FOV) is smaller than the area being imaged. Here, the parts
outside the FOV are reflected on the other side of the image. It is enough to undersampieatteetk add this artefact to the
images by manipulating thedpace. Because theskace of the images used is Cartesian sampled, the corrupted image can be
obtained by alternately deleting rows or columns-gpkce corresponding to an imdg8]. An example of image degradation

in this way is shown in Figure 4.
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Reference Slice K -Space Corrupted K-Space Corrupted Slice

B o=

Figure 4. k-space manipulation to generate synthetic aliasing artefact.

2-3- Deep learning models for automated CMR image quality assessment

In this section, we propose a ddeprning model for automatic CMR image quality assessment. First, this model is proposed to
identify the artefacts in the spatial domain when data labels are available. The model details for domain adaptatiemtere pres
when we use the trained model to test a new dataset. Finally, the proposed model in the frequency domain is desailyed to dire
use the model on thedpace generated by the Fourier transform of the corresponding magnitude images.

The proposed model evaluates the quality of each of the 2D slices of a 3D volume of CMR images. The reason for presentir
the 2D model is that the artefacts studied in this research have features that can be seen in each 2D slice. Althaagawsome pr
studies have identified motion artefacts with 3D models [li{e the diversity of artefacts in the current research and the need
for a general model to distinguish between types of artefacts led us to use the 2D model. Also, since clinicians uitilgately a
CMR images in a 2D view, the present study used a 2D nod#ntify artefacts.

2-3-1- Spatial domain

We use a deep learning model to identify artefacts in the spatial domain. This model generally has three essential parts: (
Feature extraction from CMR images (2) Classification of the image artefacts (3) Domain label predictor for domain adaptation
Figure 5 shows the proposed model in the spatial domain.

The feature extraction section receives the input images with various views, including two, three -@hdrfther longaxis

and shoraxis views. The dimensions of the input images are resizaedntow 1to control the computational overhead. The
image resizing operation is done using the Sdrkdige Python package to convert the size of all the images to the required size.
Four 2D convolutional layers with the details specified in Figure 5 are consifteranage feature extraction. Each pair of
convolutional layers is followed by a mgooling layer and a dropout layer with a probability®@f v Finally, a flatten followed

by a dense layer are at the end of this section, which presents the extracted featurpsgector.

The feature vector generated by the feature extractor part is received as input in the label classification sectiotoThis sec
follows a dropout layer with a probability ofu by two dense layers responsible for identifying the artefact labels. Five labels
related to respiratory and cardiac motions, aliasing, Gibbs ringing and without artefacts are determined by five teramgsal neu

If training data labels are available angbsrvised or learning from limited annotated training data is on the agenda, we will only
use the feature extraction and label classification parts. Otherwise, it is also necessary to use the domain labpbpréafictor

the unsupervised domain adapiatprocess.

Domain adaptation refers to the concept of learning a discriminative classifier when there is aghifbirting training and

testing data distributiori24]. Domain adaptation approaches are classified into two categories, unsupervised and semi
supervised, based on the possibility of accessing the data labels of the target dataset. The former is when the tagget datase
unlabelled, and the latter is whefeav samples are labelled. These approaches allow the mapping between the source and targe
domains to be learned when the target domain is unlabelled or partially labelled. It means that the classifier candsedrained
dataset as the source domain drehtused to test the target dom@h]. The main idea of domain adaptation is inspiref26y

and customised for the current study. All three subnets required for feature extraction, artefact classification, anab#gbmain
prediction have been redesigned and implemented to meet the objectives of this study.

In the situation where there are two datasets, source and target, where there is a domain shift between them, weusigould also
the domain classification part of the model for unsupervised domain adaptation. Consider that data with thtypetédaet

is available for the source set, and no artefigot label exists for the target data set. For the domain label predictor part, we
assign an additional label representing the source or target domain type to the data of each set. For example tintaedition
artefacttype label, we assign a 0 label to all source data, which indicates that this data belongs to the source set. The data of
target set, which does not have an artefigoe label, only gets a label such as 1, which means that it istthefdhe target set.

The domain classification part of the model follows a gradient reversal layer (GRL) by three dense layers with the details
specified in Figure 5. The GRL layer acts as an identical transformation in forwarding propagation while multiplyingehe grad
received from the dense layers by a negative value in backpropagation. The reason for using this layer is there are conflictir
goals between the parts. If there are two datasets, one as a source with access to the data labels and the targetakidaput dat
the feature extraction part must extract domaiariant features between different datasets at training time. The source data
must have a domain label and an artefact label. In contrast, the target data have the domain label, which differsfirem the s
domain label, to achieve these features. Therefore, the feature extraction part maximises the domain classifier loagsasd mini
the artefact label classifier loss. Maximising the domain classifier loss makes the distribution of features obmaitredtfvo
domains more similar.
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Figure 5. The proposedcardiovascular magnetic resonancémage quality assessment model in the spatial domain.

2-3-2- Frequency domain
Two main concerns led us to provide a model in the frequency domain for CMR image quality assessment: (1) the possibility
using the proposed method in the frequency domain on the raw daspat& before image formation, (2) Increasing the speed
of training and testing operations when the model may be used for image quality assessment in large datasets such as |
Biobank. The proposed model is shown in Figure 6.
The proposed model can be used well when working on large datasets and anadypsiog #ata. Instead of using the ordinary
convolutional layer, the proposed model uses Foulnrdesed CNNs (FCNN$R7], which dramatically reduces the computational
costs of feature extraction. The convolution operation in the frequency domain can be changed to a pointwise multiplication i
this model by considering Equation (1).

00" uw 2 Qajw 00w 00w (1)

whereO "Ofépresents the discrete Fourier transfotdejo represents the input image, dfdje indicated the filter.

The kspace corresponding to the input image is pointwise multiplied in three filters filled with random complex nhumbers for
feature extraction. This operation is repeated twice, and the size of the filters is the same as the sizepatéhel ke outpu

of these steps is given to the maooling layer, and the dropout with a probabilityr& v a flatten, and a dense layer follows

this layer. Finally, a 512 vector is transferred to the label classification section; this section's details are showe8n Fig
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Figure 6. The proposed cardiovascular magnetic resonance image quality assessment model in the frequency domain.

2-4- Model training and Evaluation design

The training process of the existing models was performed in several steps according to different defined experiments. Ada
optimiser[28] and crossentropy loss functiofi29] have been used to train the models in spatial and frequency domains. The
learning rate was set o p 1 . Also, the training process has been carried out in 25 epochs and with batch size 128. The
activation function for all layers except the last one is rectified linear unit (ReLU). This function is Softmax forltyeta3to

validate the model trainingrocess and increase the reliability of the results, experiments were performed-fidthgrdss
validation. The best architecture suitable for the current study, including layer placements and selection of hyperpassneters
made based on ablation dtes. The hardware platform is a computer equipped with an Intel Ge8200, 16GB of RAM and

an NVIDIA GeForce GTX TITAN X GPU. After the article is published, the developed Python code will be made available
upon request.

We performed several experiments to evaluate the accuracy and capability of the proposed methods. In the first group of the
experiments, the proposed deep learning models in spatial and frequency domains are learned in a supervised learning man
Thisway, 75% of the data is a training set, a part of this 75% is the validation set, and the rest 25% is for testing. Given one
the most fundamental challenges, namely the lack of access to labelled data, the second group of experiments is assumed t
suypervised using limited training data. In this group of experiments, 25% of the data is used for training and the tasy.for tes
These experiments make the results comparable in terms of the effectiveness of the amount of annotated data uséugin the trai
process. The third set of experiments is performed to evaluate the proposed unsupervised domain adaptation moddl. All parts
the Figure 5 model are used to perform these experiments. In these experiments, the total number of images of the UK Bioba
YU, CMR-Tehran, and UCIIl datasets after adding artefacts and data augmentation are 255775, 106026, 17901 and 47¢€
respectively. To learn the model, any sample of the source set has both the domain and artefact label, but instaaiget of the t
set haveonly the domain label. UK Biobank data is first considered a source set in these experiments, and other data sets &
considered a target. The same experiments are then repeated by considering the YU dataset as the source. The difearence bet
trainingand testing speed and the accuracy in the spatial and frequency domains are also evaluated. These experiments exar
the capability of the proposed models in the CMR image quality assessment. The training and testing data for all fare classes
consideed almost balanced to make a fair comparison and avoid bias.

Some experiments were also conducted on the real data to check the performance of the proposed models. These experim
can show how similar the synthetic corrupted images are to the real degraded images. For this purpose, UCIHTatda&@MR
datasets we first labelled by a radiologist with three years of experience in cardiac imaging from the perspective of the artefact:
examined in this study. Then, these labels were confirmed by a cardiologist with 15 years of experience in cardiaclmaging. T
dataused to evaluate the frequency domain model in these experiments are obtained from the Fourier transform of th
corresponding magnitude images and are not scautglired kspaces.
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Five metrics, including accuracy (ACC), precision (PR), recall (RE)eBsure, and area under the ROC curve (AUC), given in
Equations 2 to 6, are used to evaluate the results of the proposed models quantitatively.

. YO YO (2)
000 NT o0 Yo 06
. Yo 3)
Y ——
V'Y Ng oo
- YO 4)
YO w5 o0
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where TP, FP, TN, and FN indicate true positive, false positive, true negative, and false negative. AUC denotes the overe
success of an experiment whéréYU is a function oy 0 OOU.

3- Results

3-1- Results of Supervised learning experiments

In the first experiment, all datasets, including reference images and corrupted images generaspddeyrkanipulation
methods, were used to train and test the models in a supervised manner. After the image corruggacéyranipulating
techniques rad data augmentation, 255775, 144411, 23638 and 6080 CMR images were prepared for UK Biobank, YU, CMR
Tehran, and UCIII datasets, respectively. The results to assess the quality of CMR images in a supervised manneoif@r respirat
and cardiac motions, Gikbringing and aliasing artefacts are given in Table 1. Besides, the comparison of the models'
performance for different views of the images is given in Table S2 (See supplementary material).

Table 1. Results for supervised evaluation of the proposed CMR image quality assessment models are based on

accuracy, precision, recall, Fmeasure and AUC metrics in spatial and frequency domains. Results are based ofoltd
crossvalidation (! g4+ v 4H

Metrics
Accuracy Precision Recall F-measure AUC

Dataset
Spatial wetmn weTp wETTm WET T WwE Y w
UK Biobank | LRI M T M W ™ MW ™ X
Frequency | YA T® bxvw Y op gyxtou P QT
Spatial X9 Xy Xouwy X9 T X9 wu R
YU W p X W ¢ X W T W pu V) T T
Frequency | $ 7X@ Px @t vypco PgxXTm YT X
Spatial PR WX PPT @ PR oY PR WP Yxco
Tehran Frequency | V¥ TV ¢g Yo TPox VY QT YPpoo
mTtp meu g) Xy Q1o mUuw
Spatial Vot o vpop Ypmo Y@pogq WY pTm
uclil pI mp p QM m Q¢ ™ WY ™ U p
Frequency LN Ygwp X@ort X Pt we Yo
) W1 p7 PP QQmnm p) LT mort

The results of the second group of experiments are given in Table 2 for spatial and frequency domains when the trigining data

limited.
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Table 2. Evaluation of learning from limited training data using the proposed CMR image quality assessment models is
based on accuracy, precision, recall,#measure and AUC metrics in spatial and frequency domains. Results are based
on 4-fold crossvalidation (! g4+« v 4H

Metrics
Accuracy Precision Recall F-measure AUC
Dataset

Spatial WP o X WP oX WP o X WP o X W T X
UK Biobank Mmoo LLYARCN) moeQe m oo mpo
Frequency | X ®X Y Ymoo X@co X @X WP TU
prve pr Ly pr v ¢ pruvrt mot
Spatial LFGu LFPC LgTto vgpp XX QU
YU QT 9 pp Y 97 p X T) XV
Frequency | "7 99 TV oxur TQOX XX op
1) T¢Q @y TV cy 1) pw L) QY
Spatial VD TTT VP OT Vg @ VG OT XQPQT
CMR- 17071 1) WQ QLT v XY C19p
Tehran Frequency TY) W TQTQ oQ QO TP WG ypurt
1 TX 1)0m p) wo Gl ®¢ PP Wp
Spatial X®ov X@XU X P wg XPoo wWqCOo
uclil 9] G ¢ L) oowc @ L X chT wc; [OF)
LT T P w UM WT LY o C o
FreqUenCy 1) UL ((g] o 0) GO T) QU 27 TT

3-2- Results of Unsupervised domain adaptation model

This section presents the results of experiments designed to evaluate the proposed domain adaptation method. To compare
results, three modes of implementation are considered. The highest accuracy is achieved when the model can receive arte
labels elated to the samples of the target set during training (Upper band). The least accuracy also occurs when the model g
no instances of the target set at the time of training, and the trained model is then evaluated on the samples ofghe target
(Lowerband). In the first experiment, we consider a scenario where the UK Biobank dataset is a source set, and the other datas
are considered a target. The results of the first experiment are shown in Table 3.

Table 3. Results of the first unsupervised domain adaptation experiment (Source: UK Biobank, Target: YU, CMR
Tehran and UCIII) based on accuracy metric (in the range of 0 to 100). The numbers in parentheses in the row
corresponding to the results of the poposed method indicate the gap coverage between the upper and lower bands.

Target set
YU CMR-Tehran UClll
Training mode
Source only 26.58 15.90 30.50
Proposed method 32.44 (+11.91%) 24.51 (+16.57%) 32.82 (+3.93%)
Train on the annotated target set 75.78 67.87 89.46

In the second experiment of this section, the results are presented in a situation where the source set is YU, anskethe target
are the other datasets. The results are given in Table 4.

Table 4. Results of the second unsupervised domain adaptation experiment (Source: YU, Target: UK Biobank, CMR
Tehran and UCIII) based on accuracy metric (in the range of 0 to 100). The numbers in parentheses in the row
corresponding to the results of the ppposed method indicate the gap coverage between the upper and lower bands.

Target set
UK Biobank CMR-Tehran UClll
Training mode
Source only 28.62 50.53 31.80
Proposed method 30.17 (+2.19%) 43.88 £38.35 %) 41.52 (+16.86%)
Train on the annotated target set 99.41 67.87 89.46

Figure 7 shows the effect of the proposed method on the distribution of 512 feature vectors of the last feature eywaction la
before and after domain adaptation. The feature vectors of 1000 images are visualised in this figure Tairgirithated
stochastic neighbour embeddingSNE) method30]. In this experiment, the YU dataset is the source set (red points), and the
UCIII dataset is the target set (blue points). The proposed domain adaptation method could bring the two distributiomes of fea
vectors much closer after adaptation.
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Figure 7. The effect of domain adaptation on changing the distribution of feature values extracted for 1000 images. The
feature vectors extracted by the first part of the proposed model in the spatial domain are visualised usinGMNE (a)
before and (b) ater domain adaptation. The red and blue points correspond to the YU and UCIII datasets,
respectively.

3-3- Spatial versus frequency domain

The time required for supervised training and testing the models in the spatial and frequency domains is compared in Table
These times are measured in seconds. The model in the frequency domain can be learned and tested more quickly. However,
increase in training and testing speed comes with decreased accuracy in this domain. Therefore, we investigated increasing 1
number of training samples in another experiment to improve the frequency domain's accuracy. The results show that increasi
training samples can improve accuracy while training time increases slightly. Random subsets from the UK Biobank datase
were used to perform these comparisons. The results are shown in Table 6 and Figure 8.

Table 5. Comparison of supervised training and test time differences in proposed deep learning models in spatial and
frequency domains for each dataset. The times mentioned are measured in secoﬁbg(=|= = v 4Mased on 4fold
crossvalidation. Speed up ratio expresses the increase in training speed in the frequency domain model compared to
the spatial domain model.

Domain
Spatial (sec) Frequency (sec) Speed up ratio
Dataset
UK Biobank Train CCH®T 0) 0T CUMNUL T pP) WO 8.70
Test aoquoO mCGgo X) TT G) GG 4.38
YU Train poy@MT M) Yo pPLUPC W T P X 8.59
Test PMTO M G Y C) QW T WP 3.74
CMR-Tehran Train CXNXX P M WX Vg CO T LT 5.31
Test C) WP T) P W ) 0C M) MO 8.82
Train popc Y py) T TQPT T UL 3.17
UClll
Test P X W T TTQ m MW T TP 19.89

Table 6. Comparison of accuracy, precision and recall based on the different number of training samples in spatial and
frequency domains and its effect on training time.

# of training # of model - Time
Accuracy | Precision Recall
samples parameters (Sec)
Spatial 30,125 T 146 M 89.56% 89.63% 89.47% 394.80
Frequency (Run 1) 30,125 T 43 M 76.24% 76.33% 75.92% 43.22
Frequency (Run 2) 180,750 T 43 M 87.99% 88.12% 87.83% 255.04
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Figure 8. Training time chart in spatial and frequency domains.

3-4- Real versus synthetic corrupted images
The evaluation results of the proposed models in the spatial and frequency domains for experiments related to training fro
limited data on the real and synthetic corrupted images are shown in Table 7. Besides, the evaluation results of the propos
domainadaptation method, where the source sets are the UK Biobank and the YU dataset, and the target sets are the CM
Tehran, and UCIII, are tabulated in Table 8. The results indicate that although there is a slight drop in the accustpmbtain
the real dat, the achieved results are close.

Table 7. Evaluation of learning from limited training data using the proposed CMR image quality assessment models

based on accuracy metric in spatial and frequency domains. Results were obtained using synthetic and real data based

on 4-fold crossvalidation (! g4+ v 4H

Type of Data
Synthetic Data Real Data
Dataset
CMR- Spatial UD TTT 1) QT VguUT 0) PYX
Tehran Frequency T WP ¢ TX TQLVY Q) pw
ucli Spatial XPOUL @) ¢CC XYT1TT ULV)OO
Frequency VQTT T) QU UY MO 1) QUL

Table 8. Evaluation of the unsupervised domain adaptation using synthetic and real data based on accuracy metric (in
the range of 0 to 100).

Type of Data
Synthetic Data Real Data
Dataset
Target: CMR-
Source: UK Biobank | Tehran 24.51 22.017
Target: UCIII 32.82 25.83
Target: CMR -
Source: YU Tehran 43.88 43.19
Target: UCIII 41.52 36.70

4- Discussion

In this study, we aim to address CMR image quality assessment. For this purpose, we tried to propose a comprehensive mo
for identifying and reporting common artefacts of these images. Respiratory motion, cardiac motion, Gibbs ringing and aliasin
artefacts were examined in this study, which is superior to the previous studies regarding the number of artefacts examined. Inp
images with different views were used to provide a model for recognising these artefacts. Methods were also proposed to a
artefads to CMR images by manipulating thesgace to generate synthetic corrupted images. In addition, detecting artefacts in
spatial and frequency domains was investigated to assess the quality-sgameland with no image reconstruction. Therefore,
deep larning models were proposed in both spatial and frequency domains. A deep CNN architecture in the spatial domain ar
a deep Fouriebased CNN architecture in the frequency domain was used.

Several experiments were designed and performed to evaluate the proposed models. In the first series of experimeitgs, the mo
were trained on the prepared datasets in a supervised manner. These experiments' results show that the proposed deep lea
models can detect the mentioned CMR artefacts. The results show a high AUC for the proposed models, indicating the mode
suitability to assess the quality of CMR images. The optimal architecture of models in terms of the number of free parameters
weights and other hyperparameters was selected by ablation studies. In these ablation studies, by increasing and decreasing
number of free parameters, a state of the models was found in which the models have the best performance. Although this proc
is time-consuming, it is used to find the best possible neural network architecture. Besides, The learning curves related to tt
supervised training of the proposed models in the spatial and frequency domains on the UK Biobank dataset are shown in Figt
S3 (Seesupplementary material).
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One of the main challenges and limitations in deep network training is accessing large amounts of labelled data. Bgsides, ma
of the presented deep learning models may provide satisfactory results on the studied dataset, but their use on stivith dataset
different distributions may not provide promising results. Thus, the concept of domain adaptation was considered to overcorr
these challenges. We tried to select and augment datasets with considerable distribution gaps in this study. Duetalitye high

of UK Biobank images, an attempt was made to choose other datasets of different distribution, imaging parameters, subjec
being imaged, and image quality. The three datasets used to evaluate the domain adaptation approach have a vast domain
compared to the UK Biobank dataset.

The proposed domain adaptation method showed a slight improvement when no labels were available for the target datasets. -
reason can be attributed to the large domain shifts in the CMR imaging datasets. Although the improvement obtained by tf
proposeddomain adaptation method seems insignificant, it can provide a good motivation for research in this field, given the
importance of the problem. Besides, it was also found in one of the experiments on the proposed domain adaptation model tt
using this mdtod has failed to succeed. A similar lack of success has also been reported in the existing studies ifa8js field
31]. The domain shift in CMR datasets is much wider than the examples in the cited articles due to different content, imagin
sequences, and acquisition devices. Therefore, the accuracy for CMR images was expected to be lower than that of, for exam,
MNIST dataset images.

Another achieved goal of this study was to increase the speed of deep Hsase@dgnodels. For this purpose, a Fotlrgsed
convolutional model was proposed. Based on the analysis of the results, these networks could perform well while increasir
training and testing speed. Using the model in the frequency domain eliminated the need to defisedfikednels in
convolution operations. The reason is that the kernel size was considered the same size as the input image. Considering kert
of the same gk as the image would also extract global features from the images. Besides, there was no need to move the slidi
window over the entire image, which is timmensuming. Largsize images can also be used in these models because the
complexity of featurexdraction operations is much less than the spatial domain. According to the experiments performed in this
study, the desired accuracy can be achieved in a shorter time by increasing the number of samples.

The datasets used in this study include magnitude images, which means no-acquined kspace data from multhannel
receiver coils were available. So creatinggace using Fourier transform from these data can only mispa&e due to the

lack of acess to phase data. This issue is the most critical limitation of the study. Also, some cases that may cause ima
corruption during imaging cannot be simulated with the proposed methods. For example, only bulk motions can be simulate
with these technices, and deformable motions cannot be implemented. Therefore, although the proposed methods for addin
artefacts to images do not exactly correspond to reality, they can simulate somethirrgajuasi

Considering that in the current studysjace data from multihannel receiver coils were unavailable, the frequency domain
model's behaviour is unknown in reahe applications for image quality assessment. However, the results obtained en the k
space aehieved from the Fourier transform of the magnitude images showed that the proposed frequency space model has t
potential for reatime applications. Of course, this issue requires more studies on the saenquieed kspace data. The cost of
image recastruction using the Fourier transform is avoided, and the quality can be assessed immediately after filing the k
space, assuming the efficiency of the frequency model on the origampelde data.

CMR image quality control involves examining the full heart coverage, stgrradise ratio, and imaging artefacts. A different
approach is taken to explore each of these cases. In some §dtiswhole heart or left ventricle coverage was examined.
These studies investigated shaxis cine CMR volumes for the presence or absence of apex and basal slices. Other researche
[5-7] have focused on CMR imaging artefacts. The proposed models of those studies are 3D models based on the evaluation
artefacts in a 3D CMR volume. Since physicians ultimately examine CMR images in a 2D view, the current study used a 2L
model to identify he artefacts.

Evaluations were also done on data with real artefacts to check the effectiveness of the proposed models for clinicalsapplica
The results from applying the models to the data with real artefacts showed a slight decrease in the obtained metdcs. Howev
the models' performance on these data was almost similar to the performance on the synthetic degraded data. An iraportant is
that should be considered in analysing the results is that when the number of data used to train the models has mcreased,
proposed models showed better performance and more stability due to Hmeirtga nature of deep learning models. The
values of the obtained metrics are reduced in the other datasets due to their smaller volume, and in the frequency model,
recall s also reduced compared to the precision. Therefore, although we used different datasets to show the efficiency of t
proposed models, the larger training set led to better model stability. Of course, other factors such as spatial iresgjiniipn,
paraneters, amount of image degradation when adding artefacts to reference images (which are considered random for divers
in this study), and image contents (the UCIII dataset consists of small animal CMR images) can also affect the performance |
the moded on YU, UCIII, and CMRTehran datasets.

5- Conclusion

This study proposes two models in the spatial and frequency domains for CMR image quality assessment. The proposed mod
can recognise the four common artefacts, including respiratory motion, cardiac motion, Gibbs ringing and aliasing,nuy receivi
the irput image or kspace. Besides, the problem of lack of access to annotated data was addressed by proposing a dome
adaptation method. The analysis of the results obtained on four different datasets shows that the proposed modely can prop
detect the mdioned artefacts. Despite the poor performance of the proposed domain adaptation method, its results can be us
as a baseline for further studies. Presenting more comprehensive models covering more artefacts and using new methods s
as metdearning wil be among the purposes of the future study. Developing a hybrid model that takes advantage of both spatia
and frequency domains for CMR image quality assessment and the proposed frequency domain model evaluation or the scanr
acquired kspace data ardsa potential future works.
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Abstract
Sea Surface Temperature (SST) data reveal the temporal and spatial distribution of warm anticyclonic eddies ar
cold cyclonic eddies, impacting ocean behavior. The SST combined products attained adequate decisions to perr
the recognition of mesoscale aelsl with the introduction of altimeter operations and the availability of two or more
altimeters at the same time. Climate change impacts ocean circulation and atmospheric anomalies linked to S
variations. Ocean eddies, vital for material and energyspam, require precise identification to advance
oceanography. This study uses SST data from CMEMS in the Atlantic to introduce EddyNet)ead@eg model
for automatic eddy detection and classification. EddyNet's enatmterder architecture includes pixelwise
classification layer, labeling each pixel as "0" (remdy), "1" (anticyclonic), or "2" (cyclonic). The higlsolution
feature representation outperforms existing models, marking a significant leap in eddy detection accuracy an
reliability. This study introduces EddyNet, a ddeprning model based on theN&t architecture for automatic eddy
detection and classification using Sea Surface Temperature (SST) data. The model was trained and evaluated
satellite imagery from the Copernicus Mai Environment Monitoring Service (CMEMS), achieving a training
accuracy of 78.55%, a Dice score of 31.99%, and a precision of 0.9259. The recall values for different classes indica
that the model correctly identifies 99.51% of ready pixels, 51.57% ddinticyclonic eddy pixels, and 57.19% of
cyclonic eddy pixels. These results demonstrate the effectiveness of deep learning in mesoscale eddy detection ¢
highlight the potential for further optimization in classifying eddy structures with higher precisio

e

INDEX TERMS 8 Mesoscale Eddy identification,-Net, Remote Sensing, Deep Learning, pixdke classification

InTRODUCTION

IN recentyears, crucial work in understanding climate change includes detecting global warming and monitoring sea level rise
[1]. Deep learning and machine learning techniques using spatial analysis provide evidence of rising oceans. Reliable modelil
of ocean dynamics, including currents and turbulence, is essential for forecasting climate [2haS®T (Sea Surface
Temperature) data reveal the temporal and spatial distribution of warm anticyclonic eddies and cold cyclonic eddieg, impactin
ocean behaviof3]. Oceanic mesoscale eddies, revolving water vortices, are crucial for understanding Earth's environmenta
conditiong[4]. Detecting and monitoring these eddies is vital for creating accurate climate prediction models.

Mesoscale ocean eddies are capable of influencing the behavior of the atmosphere at mesoscales primarily through kine
energy and have a regional impact on reaface wind, cloud characteristics, and rainf2ll As a result, understanding the
transmission and features of mesoscale ocean eddies and using this information to identify and analyze them is cthcial for bc
global climate change and geological and oceanography pulpdsBssing sea levels from global warming have increased the
need to monitor oceans. Al, including DL and ML techniques, is now essential for optimizing data analysis. Studies ake physic
and chemical parameters to identify eddy netw@ksin terms of computer vision problems, object identification, and image
segmentation sequences, the implementation of the deep neural netwdek, &tores highly7]. This study bridges eddy
identification and DL, connecting key areas like oceanography, climate change, remote sensing, computer vision, DL, and M

methodd8].
Significant currents and associated instability onsthe
stratification[9Jand ai d i n the climate [HQystiémés pelcowarn d eledthatr

stationary component, or what is left over after mydtar averaging, exhibits significant thermal surface manifestations in the
form of narrow fronts in SST. Tightycoanectend o phbifiéll, i cainsd b arddse rp ol
they have an effect on the environmgi]. Mesoscale eddies are widely disperse
for moving mass, energy, heat, and nutrients between different ocean[bhadkins
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The SST combined products attained adequate decisions to permit the recognition of mesoscale eddies with the introducti
of altimeter operations and the availability of two or more altimeters at the sanf@4im€his study uses SST maps to identify
three eddy types: cyclonic (negative SLA), anticyclonic (positive SLA), and no eddiesNAtbhhsed CNN analyzes
preprocessed Atlantic Ocean satellite images, including Gulf Stream dat&ZRQ03 provided by Copeicus Marine Service
[15].

Neural networks, like the proposed -8fNet, improve automated eddy detection by enhancing accuracy and efficiency,
surpassing traditional threshethsed methodEgl6]. The purpose of this document is to describe in detail the development
process and goals of a patient Mesoscale eddy detection and classification from SST maps with deep neural networks. T
primary content care for the mesoscale eddy detection andfickssin from SST maps. This work evaluates a deep learning
based architecture for automated eddy detection and classification from SST maps based on three classes.

This article is divided into five segments. In sectidaterial and methodologan outline of the suggested approach is
presented. Also, section &fclated Workgepresents a state of art from previous studies regarding same as this research and
Results and Discussi@mphasize implementation, findings, and derived outcomes and this section has been shown innovation:
and limitations in this paper and outlines of prospective research are discussed. And_sectiosioroffers final remarks and
applications of the proposed methodology.

Related Workstate of art

DL's reliance on labeled data is costly, but data augmentation improves performance. Traditional eddy detection methods a
subjective, while this study uses YOLOF for mesoscale eddy detection, enhancing accuracy, reducing threshold reliance, a
increasily speed17]. The 3D neural network based on ResNet classifies eddies as anticyclonic, cyclonic, or none, incorporating
geographical and dynamic variables. Using 3D convolutions and pooling, it models 3D eddy data and achieves improve
detection by leveraging altimgtcalibrated vertical characteristics. Trials confirm its effective [l

This study uses DL with an altimetfirased area suggestion to detect eddy signatures in SST data. -haSRd classifier
effectively identifies eddies, even with limited manually labeled data. The method helps oceanographers validate ditiynetric e
detedion using SST images despite data complexity and automated labeling chall&jgéslditionally, Kemker and Kanan
[20] developed a CNMbased architecture. CNNs excel at processinglmaied topology with spatially dependent elements like
photos, making them potential visual identification tdalH|.

This study evaluates-Net, a convolutional encodelecoder, for pixelvise classification of SST images: '0' for Neddy,

'1' for anticyclonic, and '2' for cyclonic eddies. Training datasets and EddyNet weight files were generated, highkghting th
collaboration between RS and ML communities in advancing SST image segmentation.-N&e ddchitecture and
implementation models are specifically discussed in the dedicated Subsedciibydfientification By UNet of the study.

Material and Methodology

This study introduces a neural network approach, specificaMet) for detecting mesoscale ocean eddies using SST image
processing and satellite altimetry data. It outlines the study area, data preprocessing, and the proposed framewairkg highligh
key components and their interactions.

Study Area

The study area chosen for examination encompasses a significant expanse within the North Atlantic Ocean, ranging betwe
latitudesp ® ¢Ntov & 7N and longitudes @ dW tow @& W, as depicted in the accompanying Figiif22]. The region
spans major geographical features like Hudson Bay, the Gulf of Mexico, and the Labrador Sea, extending from West Africa t
the Americas. The North Atlantic, though relatively level, includes the Gulf Stream, a warm current flowing nortimepst al
North America's coast, significantly impacting nearby climf2&s.

Study Area

Fig. 1. Study area: North Atlantic Ocean.

Within this vast area, a variety of marine life thrives, encompassing different fish species, marine creatures, anj@3gabirds
The North Atlantic's marine ecosystems result from interactions among water currents and masses. Historically, it has beer
key trade route linking Europe and North America. Notable locations in this region include the Azores, parts of the Caribbear
and the eastern coasts of the U.S. and Caf#jddahe North Atlantic significantly impacts European temperatures via the North
Atlantic Drift, part of the Gulf Stream, which carries warm water from the Gulf of Mexico to the U.S. and Canadian soasts. It
surface layer shows distinct salinity, temperatared movement, with flow increasing fivefold due to Sargasso Sea water and
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shelf interactions. Seasonal variations influence zooplankton distridagpn

Satellite Data Observations

The foundational dataset underpinning this research is the ESA SST CCI and C3S global SST Reprocessed product. Tl
dataset (shown in Tabl§ constitutes the pivotal component in the pursuit of understanding and analyzing SST dynamics at a
global scale. The dataset offers a comprehensive depiction of the daily average SST at a depth of 20 cm, manifestdd in a spa
grid resolution of@t ® 18t d. To yield the ESA SST CCl and C3S level 4 analyses, an intricate processing pipeline known
as the Operational Sea Surface Temperature and Sea Ice Analysis (OSTIA) system is harnessed. This system meticulou
processes the input satellite data, culmirgaitina daily analysis of SST that boasts an impressive grid resolution of approximately
5 km or 1/ 200. This heightened resolution -scdalg teinderatara nt |
fluctuations in oceanic regiofi20].

TABLE |
SATELLITE DATASET INFORMATION CREDITED BY COPERNICUS[20].
Dataset Classified Information

Full name ESA SST CCI and C3S reprocessed sea surface temperature analyses
Product ID SST GLO SST L4 REP OBSERVATIONS 010 024
Source Satellite observations
Spatial extent Global OceanlLat90° to 90°Lon180° to 180°
Spatial resolution 0.05° x 0.05°
Temporal extent 1 Sep 1981 to 31 Oct 2022
Temporal resolution Daily
Processing level Level 4
Variables Sea ice area fractionSea water temperature (T)
Feature type Grid
Projection WGS 84 (EPSG:4326)
Format NetCDF4

This study uses a thrgear dataset (2012020) of daily SST satellite images provided by Copernicus Marine Environment
to train and test the et algorithm. Input images are resized to 512 x 512 pixels for memory efficiency. The dataset includes
2,190 gclonic and anticyclonic images, with 90% used for training and a stratified subset from January to May 2018 reservec
for testing. Validation is conducted using 12 netCDF files with SST data.

Fig. 2. Visualization of trained dataset and their masks before importing the designed network.

A pivotal phase involves the meticulous crafting of segmentation masks for training patches. This intricate procedure entail
the generation of polygonal shapes by projecting the SST data onto the nearest lattices vrighid giiel. Pixels encompassed
within each polygon are subsequently assigned labels corresponding to the class of the polygon, signifying the nature of tt
eddy: O6@@dfydd amadrhno dat a, 616 for anti cyc!l busiamalganrhtibn af s ,
data sets, aligned with rigorous preprocessing and labeling, forms the bedrock of our exploration iftbeéite Uar c hi t e c
capabilities and has been discussed in the following.

Eddy Identification By U -Net

Several physical or geometrical critefased autonomous eddy detection techniques have been established, and they may be
categorized into three groups: the physical attribute approach, such as the\Vdisboparameter methd@4], the flow
geometry method, which involves the windiaggle metho¢P5], the vector geometry meth§26], [27], the SSThased method
[28], [29], But for three explanations, not all methods can be used to locate mesoscale eddies in the Atlantic Ocean. primaril
because it can eliminate noise and excessive eddy detections, ta&Sitechnique outperforms the OkiWieiss parameter
method[2]. Secondly, the current observable data in the Atlantic Ocean cannot provide the higher resolution data needed by tt
flow geometry algorithms to get an accurate flow field to locate ed@igdsAs a result, the SShased approach created by U
net[28], [29] has been employed in this work as the DL method.

Eddy Identification By U -Net
A parenthetical statement at the end of a sentence is The EddyNet architecture draws inspiration from the reNetvned U
framework[30]. The inception of EddyNet involves a duedck progression, commencing with an encoding (downsampling)
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trajectory spanning three distinctive stages. Each stage features a tarmdemoofonvolutional layers, sequenced by either the
established duo of classical ReLU activation and Batch Normalization, referred to as H3dyN#iis is followed by @ ¢

max pooling layer, orchestrating a halving of input resolution. Meanwhile, the decoding (upsampling) trajectory employs
transposed convolutions, also known as dewofutions, to reinstate the initial resolution. EddyNet, akin tbléf, seamlessly
integrates skip connections, facilitating the transmission of information from the contracting path Initial attempts utilizing the
originalUNet architecture revealed overfitting tendencies, act
A meticulous iterative process, coupled with hyperparametetdinieg, culminated in a definitive selection: a streamlined 3
stage design, each stage equipped with [64, 128, 256, 512] filters. This design imbues EddyNet with a parsimonious parame
cunt compared to prevalent architectures, l eading to ecc
is underscored by its potential for overfitting, affirming its aptitude for unraveling the intricate nonlinearities embitided

eddy detection and classification, thereby addressing the inverse problem.

To enhance clarity, we present sample images illustrating the transformation from raw SST satellite data to processed imag
and model predictions. The input data consists of-héglolution SST images from the Copernicus Marine Service, resized to
512 x 82 pixels and normalized for consistency. During preprocessing, segmentation masks were generated, assigning cla
labels: '0' (noreddy), '1' (anticyclonic eddy), and '2' (cyclonic eddy). ThE&i model then produced pixelise classification
masks, acaately identifying eddy structures.

TABLE Il
EDDY IDENTIFICATION BY THE DESIGNEDU-NET ALGORITHM
The designed tNet Architecture Algorithm
Initialize U-Net architecture components
for each dowrsampling stageo
Create DoubleConlalock for downsampling
Adjust input channels for next stage
end for
for each upsampling stagdo
Create transposed convolution layer
Create DoubleConv block for tgampling
end for
Create DoubleConv bottleneck layer
Create final convolution layer
Initialize skip connections list
for each dowrsampling blockdo
Apply DoubleConv block
Store intermediate output in skip connections
Apply max pooling
end for
Apply bottleneck DoubleConv block
Reverse skip connections list
for each upsampling bloclkdo
Apply transposed convolution
Retrieve corresponding skip connection
if output shape differs from skip connection shtiyes
Resize output to match skip connection shape
end if
Concatenate skip connection and output
Apply DoubleConv block
end for
Apply final convolution layer
return Final output

The U-Net architecture, developed with Python 3.9.12 using TensorFlow and Torch, resizes images to 512 x 512 pixels an
converts them to grayscale. ThreeNdt model variations were trained and evaluated using metrics like dice coefficient,
accuracy, andibary crossentropy. Segmentation masks labeled as "no eddy" (0), "anticyclonic eddy" (1), or "cyclonic eddy"
(2) were created from manually labeled data. The dataset was divided into training, validation, and testing subsets to ensu
balance. Once traidethe UNet model can classify unseen SST images.

The selection of tNet as the primary deep learning architecture for mesoscale eddy detection was driven by its superior
performance in pixeWwise classification and boundary delineation, which are crucial for accurately identifying eddy structures.
Unlike VGG16, VGG19, and ResNet, which are primarily designed for image classification and feature extrabtaris U
optimized for semantic segmentation, making it more suitable for detecting intricate patterns in Sea Surface Tempejature (SS
maps. Additiontly, SegNet and Fully Convolutional Networks (FCN), though effective in segmentation, do not retain fine spatial
details as efficiently aset. The skip connections in-Net allow feature maps from the encoder to be directly transferred to
the decoder,qgserving higkresolution details necessary for differentiating between eddy types. MoreeMet,rdquires fewer
training samples compared to deeper networks like DenseNet, making it more adaptable to remote sensing datasets with limit
labeled data. Tése advantages makeNgt a compelling choice for S8Jased eddy detection, ensuring accurate segmentation
while maintaining computational efficiency.

Hyperparameters and Metric Values

The dice score/coefficient is utilized to assess the efficacy of image segmentation. It serves as a metric for measuring tl
similarity between two items. The score is calculated by dividing the size of the intersection of two segmentationsaby the to
size of the two objectt32].
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The dice coefficient measures spatial overlap between predicted segmentation (Y) and ground truth ()aged fdss,
addressing class imbalances, is tested for mlafis segmentation tasks. This research evaluatést With Ftbased loss
against trditional U-Net variants, enhancing segmentation accuracy asses&@8pnt

PYOE T Q8 i )

This equation considers both precision and recall, offering araafided assessment of a model's performance for a

particular class. The mathematical calculations for both precision and recall are provided below.

01 QOQi Q&t (3)

Precision is the ratio of true positive predictions to the total predicted positives. It measures how many of the positive
predictions were actually correct. Recall represents the proportion of correct positive predictions to the total nurlzer of ac
positives. It assesses the model's capability to accurately identify all instances of the positive class.

YQwooo— 4

Results And Discussion

The results section details theN&t algorithm's performance in detecting and segmenting mesoscale eddies in the Atlantic
Ocean from SST images. Trained on 1,888 reference images, the algorithm's predictions are evaluated using metrics such
accuracy, ¢ss, recall, precision, F1 score, and other hyperparameters in séciitie UNet algorithm, optimized using
parameters like learning rate and kernel size, effectively detects and segments mesoscale eddies in ocean RS images. Tl
findings enhance methods for studying ocean dynamics and their climate impact. Testingsahs#taensures error detection,
preserves resources, and enables hyperparameter tuning while avoiding overfitting, balancing efficiency and reliability.

To provide a more comprehensive analysis of the results, we present a detailed breakdown of the model's performance acr
different evaluation metrics. The-Net model achieved a training accuracy of 78.55%, with a Dice score of 31.99%,
demonstrating modate segmentation overlap with reference masks. The precision value of 0.9259 indicates that the mode
effectively minimizes false positives, while the-Bdore of 0.7805 highlights a balanced performance between precision and
recall. The recall values fdlifferent classes show that the model correctly identifies 99.51% otddy pixels (Class 0),
51.57% of anticyclonic eddy pixels (Class 1), and 57.19% of cyclonic eddy pixels (Class 2). This suggests that the mode
performs best at detecting neddy rgions but exhibits some challenges in distinguishing between the two types of eddies.
Additionally, analysis of loss values indicates that the model maintains a stable learning process, with a trainin@ T@37of 0
reflecting a good fit to the trainingata. These results highlight the effectiveness-dfdtlin eddy detection while suggesting
areas for improvement, such as refining feature extraction techniques for better differentiation between eddy types.

The hypefparameters, represented in Tabl&ey parameters were selected to optimize model performance. A learning rate
of 0.001 balances convergence speed and stability, avoiding overshooting or slow convergence. Images were resized to 12
128 for computational efficiency and spatial detaile Tiodel was trained for 80,000 epochs with a batch size of 3 and 2 workers
to balance memory and speed. A kernel size of 3 with padding and a stride of 1 captures both local and global feaetes effect

TABLE Il
THE HYPERPARAMETERSV ALUES IN THE U-NET METHOD TRAINING
Hyperparameters

Learning rate 0.001
Epochs 80000
Image width and height 128
Batch size
Kernel size
Number of workers
Padding
Stride

PEPNWW

The model achieved promising results has been shoen in Zabie a Dice score of nearly 0.8 and a loss of about 0.2 on
the test dataset, demonstrating the effectiveness of the choserphypeieters. Upon analysis of this case, it is found that the
dice score initially reached a value of approximately 36.7 pera#tar 10k epochs but later dropped to 31.99 percent.
Additionally, the training loss reached a value of about 0.07 which indicates that the model is effectively learningrése feat
from the input images.

TABLE IV
THE RESULTSVALUES IN THE U-NET TRAINING
Results
Training Accuracy 78.55%
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Training Loss 0.07337
Dice Score 31.99%
Precision 0.9259
F1 Score 0.7805
Recall Class 0 0.9951
Recall Class 1 0.5157
Recall Class 2 0.5719

However, further exploration is required to identify the reasons for the drop in Maybstutlyecan say that the Dice score
is a measure of the similarity between the predicted segmentation map and the reference segmentation map. A Dice score
31.99 percent means that the predicted segmentation map is 31.99 percent similar to the reteremtation map. Based on
results after training 80k epochs, the designeddt can predicted Eddy network in study area with training accuracy of 78.55%,
the comparision between reference and predicted images has been provided if. Figure

Reference Image After 80k Predicted Image After 30k
Reference Image After 40k Predicted Image After 40k

Fig. 3. Refrence and Predicted images in the designed model.

Furthermore, the training loss of 0.07 indicates that the model has achieved a good level of convergence during training.
lower training loss means that the model is better at predicting the correct segmentation labels. However, it is impmigant to
that a |l ow training |l oss does not always guarantee good
should always be evaluated using metrics such as the Dice score.

20k 40k 60k S0k

H
&
H
H

Epochs Epochs.

Fig. 4. Training accuracy and loss after training 80k epochs in thetuUnodel.

Conclusion

This research explores advancements intllaked image segmentation for ocean remote sensing, specifically identifying and
classifying eddies from SST maps. It introduces EddyNet, a deep neural network inspired by prominent computer vision design
incorpoiating U-Net for improved boundary detection and mesoscale eddy identification in the northern Atlantic Ocean. The
high-resolution feature representation outperforms existing models, marking a significant leap in eddy detection accuracy an
reliability. Future directions include developing a 3D model, integrating additional data like SSH, expanding EddyNet's
geographic scope, and enhancing fostessing methods for validation and eddy tracking, aiming to broaden its global
applicability and effectiveness.
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Abstract Understanding individual motor signatures (IMS) is essential for personalized treatment and performance
optimization. This study investigates the effectiveness of Fuzidle@ns (FCM) clustering for identifying individual

motor signatures from graphomotassks. We analyze various kinematic and geometric features, such as movement
duration, velocity, and trajectory length, to reveal which aspects of motor behavior are most effective in
distinguishing individuals. The results show that features like lengthavement are particularly discriminative,
while others, such as beta and velocity, offer weaker clustering outcomes.

(OO

Keywordsd Motor behavior, Fuzzy @/eans clustering, handrawing tasks, motor signatures, feature selection.
INTRODUCTION
Understanding individual motor signatures (IMS) is essential in neurorehabilitation, biomechanics, and motor learning. IMS
refers to distinct movement patterns shaped by neural, muscular, and cognitive factors. Accurately capturing IMS difers valua
insights for personalized treatment and performance optimization. However, capturing these unique motor patterns is challengir
due to variability in motor behavior across individuals. Statistical analyses often fail to capture subtle differences, makin
cluskering techniques like Fuzzy-Means (FCM) a potential solution for distinguishing meaningful motor differences. This
paper investigates the use of FCM clustering to capture IMS based on kinematic and geometric features -ilcamvimgnd
tasks. In particula the study seeks to identify which features are most effective for distinguishing motor patterns, as well as the
conditions under which certain features outperform others. We hypothesize that while some features will excel in clustering b
capturing strag individual characteristics, others may offer weaker discriminative power due to their sensitivity to finer, less
idiosyncratic aspects of movement [1], [2].
METHOD
Subjects
Nine healthy subjects (1 male, 8 female) aged582 lefthanded, 7 righhanded) participated in the study. All subjects were
free from conditions affecting cognitive or motor abilities. The Edinburgh Inventory was used to assess handedness. The stu
was approved by an ethical review board, and informed consent was obtained from all participants.
Experiment Procedure
Subjects were instructed to draw cloverleaf and esglaped patterns with their dominant hand in a counterclockwise direction
on a paper sheet for 5 trials, each including 20 continuous repetitions. A Wacom tablet recorded the coordinates of ea
movementtemporal resolution: 200 samples/s; resolution: 1748 by 2551; active area: 210 x 297 mm). In total, each subjec
performed 100 repetitions.
Feature Extraction
The extracted kinematic and geometric features includedgthd thesum of the distance between successive points (cm),
Movement duration (s), Maximum velocity (max V)d peak velocity during the movement (cmBgtad the exponent in the
relationship between velocity and curvature of the trajectGorrelation coefficientd covariation between velocity and
trajectory curvature. Data were preprocessitd a low-pass filter (0.07 Hz cuff). Successive repetitions were separated using
local velocity minima.
Data Analysis and Clustering
The dataset was normalized using fmax normalization. We applied FCM clustering, which allows data points to belong to
multiple clusters with varying degrees of membership. This clustering method is beneficial for analyzing motor data that may
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overlap between distinct motor patterns. The FCM algorithm minimizes an objective function iteratively based on membershij
values for each data point.

To evaluate the clustering performance of the FCM (Fuzie@ns) model, we used an entrdmsed measure to assess the
degree of "fuzziness" in the clustering resuitish lower entropy (fuzziness) indicating better clustering qualligg™Y 0

represent the membership matrix, whéreis the degree of membership of data p&int clusterQIn FCM, 6 values lie in

the interval Tfp and satisfy the constraint:

6 o o

for each data poiriQwhereis the total number of clusters.

The entropyOfor the clustering result is calculated as follows:
611 2)

where:

1 0 is the total number of data points,
1 is the number of clusters,
o 1 1 & represents the contribution of data pdid the entropy for clustéf

If entropy values are low, it suggests that data points have high membership values for specific clusters and are assigned
clusters with greater certainty. Conversely, high entropy values imply greater uncertainty, with data points more equally
distribued across multiple clusters, indicating a fuzzier clustering outcdimgs, this entropyased metric allowed us to

gquantitatively assess the FCM clustering quality, capturing the degree of overlap in cluster memberships and provitling insigh

into the chrity of the clusters formed.
RESULTS

The effect of the number of clusters (single feature clustering)

Fig. 1.A, presents the entropy values obtained from clustering thedramdng data into two and three groups, based on different
extracted features. Entropy here is used as a measure of clustering efficiency, where lower entropy indicates mavellistinct,
sepaated clusters.

The results show that the feature "length of shape" yields the lowest entropy, suggesting it is the most effectiverfeature f
clustering handirawing data. In contrast, beta results in the highest entropy, making it the least useful feature for this task
Therefore, length emerges as the best discriminative feature, while beta performs the worst in distinguishing betweten differe
behaviors.

The figure also demonstrates how features affect the number of clusters that can be effectively discriminated. Famexample,

V andduration achieve better entropy values when clustering into three groups, indicating that these features provide mor
granularity and are better suited for finer distinctions. On the other hemgth,beta, and theorrelationcoefficient perform

better when clustering into two groups, suggesting that these features are more effective at separating the data into broa
cakgories.

Fig. 1,B to D further illustrate the distribution of clusters for the two extreme features: length (teelfesming feature) and

beta (the worsperforming feature). The clusters, colored according to membership values, reveal notable differences in
performance between these features.

In the case of length, although it clearly separates the data into more distinct clusters (with greafestatetistance), the
cluster sizes are imbalanced, meaning that one cluster contains significantly more members than the others. Thisasuggests |
while length is highly discriminative, it may overfit certain behaviors.

On the other hand, beta produces more uniform clusters, with relatively balanced sizes, but the separation between cluster:
less distinct, implying poorer discriminative power. Beta's ability to cluster data is limited, which aligns with itschimiymr

score.
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Fig. 5- Clustering Performance for cloverleaf task.A) Entropy values for all clustering cases using different features, shown

for both 2 and 2lusters B) Cluster centers for the length feature in theuter case. C) Cluster centers for the beta feature in

the 2cluster case. D) Cluster centers for the length feature in-thes8r case. E) Cluster centers for the beta feature in the 3
cluster caseThe size of each circle reflects the number of members in each cluster, highlighting differences in cluster size.

In Fig. 2, A, the results of thelustering of extracted data from thghtshape task. Similar to the previous results, length had

thebest entropy for discriminating data in 3 clusters and beta had the worst Imathe.second task, we applied the same

clustering analysis to hardtawing movements involving the eigsthape. Fig2, shows the entropy values for clustering into 2

and 3 groups.

As with the cloverleaf task, the length agahmowedthe best clustering performance, yielding the idea that length is a highly

effective feature for distinguishing between haltdwing behaviors, regardless of the specific shape being drawn. In contrast,

beta showed the worst clustering performance, tieguih the highest entropy values, indicating that it struggles to effectively

differentiate behaviors in both tasks.

Interestingly, in this taskduration performed better when clustering into 3 groups, similar to the findings from the cloverleaf

task. This suggests that this feature may capture more subtle differences in drawing dynamics, which are better revealed wt

the data is split into finegrained categories. For max V, the entropy decreased in theskighé compared to tletoverleaf

task. In this task, the temporal features showed better performance.

Fig. 2, B to E illustrate the clustering distributions for length (best feature) and beta (worst feature). As observed in tbafcloverl

task, length produces more distinct clusters with greater separation between them, though the clusters are unevetdy sized. B

on the other hand, forms more balanced clusters in terms of size, but with much less separation between the groups, whi

indicates poorer overall discrimination.
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Fig. 6- Clustering Performance for eightshape task.A) Entropy values for all clustering cases using different features,
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The effect of the feature dimensions (multiple features clustering)

Fig. 3, shows the mean entropy values obtained from clustering with different combinations of features, ranging frem single
feature clustering (1 dimension) to using all five features together (5 dimensions). The results demonstrate a cleantrend: a
features are combined for clustering, the performance deteriorates, as indicated by increasing entropy values. This trend
consistent across both tasks (cloverleaf and «ighpe) and suggests that adding more features leads to poorer clustering
performance, possibly due to redundant or less discriminative information being introduced.

These findings highlight the importance of careful feature selection in clustering analyses-dfdwing data, as using more
features does not necessarily result in better discrimination. Instead, focusing on key individual features may yietdiseore pr
clustering and better identification of motor signatures.

Cloverleal 2 Clu Eight-shape 2 Clu

— MaxV

— Duration
Beta
CorrCoef
Length

Eatropy

Feature Dimension

Fig. 7- Entropy values for clustering with different combinations of features (from 1 to 5 dimensions) across both tasks
(cloverleaf and eighshape) for Zluster discrimination.

Comparison with other methods

In this section, we compare the performanc&©M with two other clustering methodk:-Means [3], [4] andHierarchical
Clustering (HC) [5]. K-Meansis a hard clustering algorithm that assigns each data point to the nearest cluster centroid. It is
computationally efficient and performs well for datasets with spherical clusters. In cdd@astan agglomerative or divisive
clustering methodhat constructs a hierarchy of clusters using a betipragglomerativein this casgor top-down (divisive)
approach. Unlike FCM and-Kleans, HC does not require the number of clusters to be specified a priori. However, to ensure a
fair comparison, weruncate the HC dendrogram at a specific level to obtain the same number of clusters as used in FCM an
K-Means. This allows us to evaluate the performance of all three methods under identical conditions.

Since we used theizziness metrito evaluate the performanceCM, this metric cannot be appliedkeMeansandHC. This

is because both#leans and HC are hard clustering methods, assigning each data point to a single cluster, resulting in a fuzzine:
value of0. To enable a fair comparison across all methods, we empl@illimiette Index [6], a metric that quantifies cluster
quality by measuring how similar a data point is to its own cluster compared to other clusters. However, since thd traditione
Silhouette Score is designed for hard clustering and is not directly applicable to FCM, we use a variant dalledy the
Silhouette Index[7] with | p. This metric incorporates fuzzy membership degrees while retaining the same interpretability
as the traditional Silhouette Score, allowing us to compare FGMe#ns, and HC on a common scale

In Table 1, we compare the average cluster quality of FCHeéns, andHC using the Silhouette Score (Fuzzy Silhouette
Index for FCM). For Zluster solutions, FCM achieves the highest average score (0.48), followed by HC (0.4 7)Maathd<

(0.45). While FCM outperforms the other methods in this comparison, the small diffeetia@en FCM and HC suggests that

both algorithms may be viable choices depending on the application context. Future work should validate these results wit
statistical significancéesting

Tablel- Average Silhouette Scores (Fuzzy Silhouette Index for FCM) Across All Feature CombinatiorGlfisted
Solutions Higher values indicate better cluster quality, with a maximum possible score of +1.
FCM | K-Means | HC

3 Clusters| 0.48 0.45 0.47

DISCUSSION

The present study employed FuzzaMeans (FCM) clustering to analymgotor performance using haiglawing tasks, aiming

to understand how kinematic and geometrical parameters can reveal individual motor patterns and their underlying dynamic
By examining clustering efficiency across two distinct tésksawing cloverleaf ad eightshape patteridswe identified

specific features that excel at distinguishing between motor behaviors, providing valuable insights into thédsature
clustering of complex motor actions.

Longer lengths may indicate fluid, continuous movements, while shorter lengths might suggest more controlled, segmente
actions. The variability in length across individuals likely reflects their unigue movement characteristics, such aspeading
force, and control stability [8], [9]. This variability makes length a highly idiosyncratic feature, able to reveal distinct moto
patterns between individuals. Aligning with our results, research has demonstrated that spatial consistency often serves a:
marker of individual motor behaviors [10], [11]. Moreover, length as a measure is minimally influenced by the shape type
(cloverleaf or eighthape), allowing it to act as a robust indicator of underlying motor behavior regardless of task specifics.
Conversely, betaan exponent in the powdaw relationship between velocity and curvatumas less effective in
distinguishing motor patterns, likely due to its reliance on more abstract relationships sensitive to noise [12], [i@jahgdit

beta capttes subtleties in the coordination between speed and path shape, but these subtleties may not vary significantly acrc
individuals in a way that clearly distinguishes their motor behaviors. As a result, beta yielded clusters with higtlesiatra
ambiuity, illustrating that it is a less reliable indicator of distinct motor profiles in these tasks. These finding hittrdiginds

all kinematic parameters are equally useful for IMS; features like length, which capture direct spatial and motaspects)!
provide clearer clustering outcomes [14].
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Temporal features such as duration and maximum velocity also performed well ircltletee configurations, capturing
dynamic aspects of drawing reflective of individual pacing and motor control nuances [15], [16]. These results underscore th
importanceof dynamic control markers for differentiating motor behaviors, consistent with prior research on pacing and motor
coordination [17].

Moreover, combining multiple features generally led to higher entropy, suggesting that redundant or conflicting information
introduced noise that weakened clustering performance [18], [19]. This supports the notion that selective feature snclusion i
essetial in clustering, as excess dimensions can obscure rather than clarify individual motor signatures [20].

CONCLUSION AND IMPLICATIONS

In summary, this study underscores the potential of targeted feature selection in clustering motor behaviors and hghlights t
differential utility of specific kinematic and temporal features in distinguishing individual motor patterns. Lengtts dbifityt

to capture spatial control and idiosyncratic motor traits, emerged as a particularly valuable feature, while beta wabdound t
less effective due to its sensitivity to nuanced, less variable aspects of motor behavior. Temporal featuresidikeanidirat
maximum velocity offer additional insights, particularly in more granular clustering scenarios where finer distinctions in pacing
and control are relevant.

These findings contribute to the methodological approach of using fdmaesl clustering to capture individual motor
signatures. In future research, this framework could be applied to diverse motor tasks or clinical populations, whemetonique
signatires may help identify early markers of neurological conditions or tailor rehabilitation protocols. Overall, this study
provides a foundation for refining clustering technigues in motor analysis, demonstrating that careful feature selection cal
enhance thanterpretability and effectiveness of clustering in capturing distinct motor behaviors.
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Abstractd The study employed Deep Learning Frailty (DLF), a compelling neural modeling framework for
predicting heart failure patient survival. The DLF embeds a notion of multiplicative frailty from classical survival
analysis that deals with unobserved heteroggnehile exploiting the neural structure's strong capabilities in
approximating any netinear covariate relationship. The results showed that Incorporating frailty leads to significant
improvements, and the DLF model performs better on average.

CHOM

Keywordsd Deep Learning, prediction, survival analysis, heart failure

I.  INTRODUCTION

The survival analysis of patients is an important section in medical research, as it estimates the time to spe(liicl2eepts
learning methods have recently become quite popular for modeling complex relationships within survival data. In this work, th
authors investigate advanced applications of deep neural networks in survival analysis within the framework of feddty mod
Frailty is the unobserved heterogeneity that influences the occurrence of the event. Combining the ideas could, tharefere, en
the accuracy and interpretability of survival predictions in domains with multiple possible out2p8)es

Traditional survival analysis models usually assume that the data are independently and identically distributed, whieh might
the reason for biased estimates, hence reducing their ac@Yratlyerefore, sophisticated methods are required to capture
nonlinear relationships within such models. This paper proposes a new method of incorporating frailty models into deep neur:
networks to perform survival analysis on heart failure patients bydemrgy the dependency structure among the observations
explicitly. The present study aims to develop a more powerful framework for predicting survival outcomes and compare its
performance with DeepSU, 6).

Il. LITERATURE REVIEW

Recent advancements in deep learning have significantly impacted survival analysis, particularly in addressing the challeng
posed by unobserved heterogeneity. Lee et al. (2018) introduced DeepHitparaoretric model that surpasses traditional
methodsby learning the distribution of survival times without restrictive parametric assumgfipriso mitigate the negative

impact of irrelevant features, Rietschel et al. (2018) proposed innovative feature selection techniques that significarety im
deep learning model performance in medical datg8gtsluang and Liu (2020) developed DeepCompete. This contirtiroas

model effectively handles competing risks (9), while Nagpal et al. (2020) presented Deep Survival Machines. This fully
parametric model outperforms traditional methods in handling cendatadwvithout relying on the Cox proportional hazards
assumptior(10).

Recent studies have explored the integration of frailty models into deep learning frameworks to address unobservedtiieterogene
(11). Tran et al. (2020) and Mendel et al. (2022) incorporated random effects into deep neural networks to account for frailty
¢ _/ ), while Hangbin Lee et al. (2023) proposed the DN model, which effectively handles censored survival data and
improves predictive performande ). Wu et al. (2023) introduced the Neural Frailty Machine (NFM), which incorporates
multiplicative frailty to address unobserved heterogeneity and demonstrates superior predictive capabilities across variol
datasety ).
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Deep Learning Frailty Model for Heart Failure Survival Prediction

FRAILTY MODELS, A CORNERSTONE OF MODERN SURVIVAL ANALYSIS, EXTEND THE COX MODEL BY
INTRODUCING A MULTIPLICATIVE RANDOM EFFECT TO ACCOUNT FOR UNOBSERVED HETEROGENEITY %)
¢

While the theoretical foundations of frailty models are vestiablished, most research has focused on linear relationshjps
(-1,

By leveraging deep learning, frailty models can capture complexlimear relationships and address censoring and competing
risks through the frailty parameter. This flexible approach accurately estimates unobserved heterogeneity and correlatior
betweerdifferent event types. Additionally, it improves the precision of covariate effect estimates based on specific event cause:
ultimately enhancing the model's accuracy and predictive performance.

I1l. MATERIALS AND METHODS

A. Study Population
Data from 529 patien@dmitted into the RCMCH information system between March and August 2018 were first retrieved for
analysis. They were diagnosed with HFrEF and received standard treatment. After the exclusion of those patients who did n
undergo standard treatment, théadigom 435 patients will be included in the survival time analysis, followed from 2018 to July
2023, equivalent to 5 years. This dataset consists of 57 demographic and clinical features.

B. Statistical Analysis

All the raw data in this investigation were put together in the form of a database, and further tests were run on tegatacess
These analyses have been implemented through Python using Pytorch by implementing both DLF and DeepSurv models. The
were standard training/validation splits in the survival dataset, stoll &rossvalidation was done with one fold reserved for
testing and 20% used for validation. Model performance was evaluated using three metrics standard in survival prediction
nameyY the integrated Brier score (IBS), integrated negative binomidikeihood (INBLL), and cindex.

DLF considers different deep neural network architectures for the modeling of survival analysis. The central insigkhidriving
work is the way censored observations enter into a likelihood to produce consistent parameter estimates, given paitital inform
about event times. Extension to include frailty into the deep neural network model enables the DLF structure to captur
individualspecific traits or temporal changes driven by some unobserved factors that possibly influence event risk. Intra
individual correlation can be induced by unobservable individpakific factors.

For the frailty variable u, we utilize the gamma density function;

Ow -1 —oh— m 1)
We begin by integrating the conditional survival functio
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The frailty transform('O @ 17 ¢ p Q is defined as th¢ | 1) GF the Laplace transform of the frailty
distribution for each cause. Consequently, the conditional cumulative hazard function is gienOy
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For the PF model, we utilize two Multiayer Perceptrons (MLPs), denoted®s " oo o andt & O o, to
approximate the functions h and m, parameterizedibyhd> and & Fo |, respectively. Here, W represents a collection of
weight matrices across all layers of the MLPs, while b denotes a set of bias vectors across all layers. Consideriragdhe stand
results regarding the likelihood of censored data as presented in Eq@xtibie (earning of parameters under the PF framework
can be expressed as follows (26).
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The estimated conditional cumulative risk and survival functions are represented by equation (4).
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IV. RESULTS

This study analyzed the mortality of 435 heart failure patients over five years, focusing on deaths from heart failere. At th
study's conclusion, 29.4% of patients were alive, and 40.9% were censored. Of the patients, 43.96% died from hedréfailure. T
median survival time was 43.40 months.

The oneyear survival rate for patients who died from heart failure was 80.66% (95% CI0.8Z); decreasing to 68.3% (95%

Cl: 0.630.72) at three years and 59.52% (95% CI. @3#) at five years. For those who died from other causes, the survival
rates were 91.78% (95% ClI: 0.8894) at one year, 79.08% (95% CI: 0J.83) at three years, and 70.29% (95% CI. @ &%)

at five years.

The mean age of all patients was 18.11 * 56.57 years, ranging from 14 to 95. Among those who died from heart failure, tt
average age was 59.26 * 1.40 years, with the highest mortality in-bf &fe group. Of these, 63.1% were male, 89.4% self
employedand 87.5% held a bachelor's degree. Additionally, 93.1% resided in urban areas, and 89.4% were married.

To identify the optimal learning rafer the deepsurv and DLmodek, we conducted experiments using a range of learning
rates, specifically [0.1, 0.01, 0.001, 0.0001,08%, and evaluated performance based on thlex criterion. This process
involved creating and deploying a new deepsurv model for each learningtiliieyg a Negative Loglikelihood loss function

and the Adam optimizer over 50 epochs, during which learning rate and weight decay were monitored. We systematicall
compared model perforance across these learning rates and determined the optimal rate to be Ir(Ei§.QD6

We assessethe performance gains of DLFelative to their nosfrailty counterpart, DeepSurv. As shown in Table 1,
incorporating frailty leads to significant improvements, with performanaeases exceeding 10% for Dhtodels in IBS and

INBLL metrics. This enhancement is consistent across the HF dataseesTifts suggest that the Dinfodel performs better

on average.

TABLE I. DLF MODELS IN COMPARISON TO THE NON-RAILTY DEEPSURV MODEL

metrics
Model -
IBS INBLL c-index
DeepsSurve | 0.27+0.02 | 0.62£0.01 | 0.55+0.04
DLF 0.17+0.01 | 0.53t0.02 | 0.66+0.04
‘ —
\
|
\
‘lL
- o \\\
N\
1o - AL

Epochs

Fig 1: Assessing model performance on both training and validation datasets

V. DISCUSSION

This study aimed to evaluate the accuracy of a deep learning model incorporating a frailty approach applied to heart failure
data. The Deep Neural Frailty(DLF) method introduces an innovative approach to modeling mortality by utilizing two distinct
neuralnetwork structures.

The results demonstrate that the DLF framework effectively handles censored data in survival analysis, leading to improved
predictive accuracy, reduced bias, enhanced robustness, and more personalized predictions. These advantages make it a
valuable tool 6r healthcare applications, where censored data is common. Our findings also indicate that incorporating frailty
into the deep learning model significantly improves its predictive accuracy when applied to heart failure data. Hnailty, in t
context of timeto-event modeling, accounts for unobserved heterogeneity among individuals, which can influence the
occurrence of an event. Frailty models extend traditional survival models, such as the Cox model, by introducing random
effects that capture individuapeeific factors not directly observed but influencing the event of interest. By including frailty,
time-to-event models better account for variability in event times that cannot be explained by the measured covariates alone.
This study also compared two survival models: The DeepSurv model, and the DLF model with proportional frailty. Despite the
small sample size, results showed that both the DeepSurv and DLF models outperform others in terms of accuracy in
predicting survivatime, thanks to their advanced ability to model complex relationships. This comparison helps guide
researchers in selecting the most suitable model for survival analysis. These models excel at capturing cosipéat, non
relationships between input vables and survival outcomes. Supporting our results, a study by Ruofan Wu et al. examined the
performance of the Neural Frailty Machine (NFM) on survival data from five datasets, demonstrating that NFM outperformed
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12 other reference models, particularly on the METABRIC, SUPPORT, and MIMtatasets. NFM showed significant
improvements in evaluation metrics such as IBS and INBLL compared to other rtidgjels

However, some studies argue that there is no conclusive evidence to suggest that deep learning models consistently outperfc
classical models. While deep learning is recognized for its ability to model complex atidaarelationships, especially in

survival time prediction, its performance is not always significantly superior to that of traditional models. Classicatamdels
sometimes perform just as well, or even better, in certain cases. Additionally, some studies suggest that deep leasning model
require larger datasets for training and finaing and may not consistently outperform traditional models when data is scarce
(21). Both the DLF and the classic Cox model are important tools for analyzing competing risks, but they differ in structure
and application. Ultimately, the choice of model depends on the specific characteristics of the data and the research context
meaningthat deep learning models are not universally superior to classical njodels).
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Abstract & Activation functions are essential for extracting meaningful relationships frorwvoerld data in deep
learning models. The design of activation functions is critical, as they directly influence the performance of these
models. Nonlinear activationfuncc ons ar e commonly preferred since |
capacity. Nonlinear activation functions can either have fixed parameters, which are predefined before training, ©
adjustable ones that modify during training. Fbatameteactivation functions require the user to set the parameter
values prior to model training. However, finding suitable parameters can bedimseaming and may slow down the
convergence of the model. In this study, a novel figatameter activation funotn is proposed and its performance

is evaluated using benchmark MNIST datasets, demonstrating improvements in both accuracy and convergen

' (©mon

Keywords & Activation Function, Deep Learning, Fixd&thrameter, Neural Networks, MNIST Dataset, Nonlinear Function,
Gradient Optimization, Vanishing Gradient Problem

l. Introduction

Deep learning has become a cornerstone of modern artificial intelligence, powering breakthroughs in fields such as comput
vision, natural language processing, and autonomous systems. Central to the success of deep learning models are activa
functions which introduce nottinearity to neural networks, allowing them to capture complex patterns and relationships in data.
Without appropriate activation functions, neural networks would behave as linear models, limiting their capacity tolsolve rea
world, nortlinear problemg15, 16] Activation functions can be broadly categorized into linear and nonlinear types. Linear
activation functions, although simple, restrict the representational power of deep neural networks. For this reason, nonline:
activation functions such as RelLU, Sigish, and ELU are commonly used to enable the network to learn more complex data
representations.

A key characteristic of these nonlinear functions is the ability to determine how neurons should fire and adjust thsgsrespon
based on the input values. Most nonlinear activation functions in the literature are designed with fixed parameters. Thes
paraneters are constants defined before training, and they remain unchanged throughout the learning process. While fixe
parameter activation functions like ReLU and ELU have proven to be effective, they often require careful selection efrparamet
tooptimiz t he model 6s | earning capabilities.

In this study, we propose a novel fixpdrameter activation function that operates across three distinct regions: negative,
linear, and positive. Unlike some existing functions, the parameters in our activation function are predefined befgrartdainin
remain constant throughout the learning process. The aim is to provide an efficient activation mechanism that balalitges flexib
in capturing nonlinear patterns with computational efficiency. We evaluate the performance of this new activation function on
the MNIST benchmark dataset to demonstrate its effectiveness in improving both accuracy and convergence speed.

ll. Related work

Over the past two decades, humerous figachmeter and trainable activation functions have been developed to enhance the
training performance of deep learning models. Some of these include ReLU, LReLU, ELU, RSigELU, GelLU, FeLU, PReLU,
DRelU, and PELU [35, 7, 10, 13, 14]. The ReLU activation function was introduced to address the vanishing gradient problem
by allowing negative values to be transformed into positive onesTf&).LReLU activation function incorporates negative
weights during the training procepY. Subsequently, the ELU activation function was introduced as an alternative to ReLU to
address issues related to vanishing gradients and negative weights [9]. Building on this, the SELU activation function wa
developed to enhance the training performanteéEld) [5]. Fixedparameter activation functions require predetermined
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parameters prior to the training of deep learning models, which can result in slower convergence rates. Additionaliggidentif
appropriate parameter values for activation functions often necessitates extensive experimentation, makingohsuiimieg
endeavor.

After that, a variety of trainable activation functions, including ALISA, PELU, PRELU, P+FELU, PSigmoid and GELU,
have been proposed [9]. These functions allow the model tetdime parameters during training, which is done through
backpropagation. Thisethnique, commonly used in deep learning, adjusts the weights, biases, and activation function
parameters across neurons in the model. As training progresses, the parameters of these activation functioed ereagta
iteration, allowingthe model to find the most suitable weights. This adaptive approach enables trainable activation functions to
achieve more efficient and accurate convergence by optimizing parameter values for different datasets and neural netwo
architectures [11].

The ALISA activation function is indeed designed to mitigate issues related to the vanishing gradient problem, which car
occur in deep neural networks [9]. The PELU activation function enhances the ELU by incorporating a trainable scalar. paramete
This adlition aims to address the bias shift problem, allowing for more flexibility and improved performance in neural network
training [2]. The PReLU activation function was proposed as an alternative to the standard ReLU activation functiorsto addres
some of s limitations, particularly the issue of negative weights [7]. The P+FELU activationfunction has been proposed to
address the issues of vanishing gradient and negative weighfBhEB]PSigmoid activation function was introduced as an
enhancement to the Squeeze and Excitation (SE) Networks block [1]. The GELU activation function serves as an alternative
ReLU and ELU, showing performance improvements across various tasks in conigiate natural language processing, and
speech [12]. Additionally, the parametric RSIgELU (P+RSIigELU) includes trainable activation functions such as P+RSIigELU
Single (P+RSigELUS) and P+RSigELU Double (P+RSigELUD), which were developed by extendiGigiie U activation
function [11].

The vanishing gradient problem is indeed a challenge associated with the Signidich@adtivation functions, particularly
in deep neural networks, as these functions can lead to very small gradients during backpropagation. The ReLU, dadvatives, a
the most suitable activation function help mitigate this issue. However, it is importamietthat ReLU does not activate for
negative inputs, effectively ignoring them, which can lead to the "dying ReLU" problem where neurons can become inactive
Behaviors of activation functions in the literature are shown in Fig.1.

As can be seen in Fig. 1, P+RSIigELUS is not continuots ap, and consequently, it is not differentiable either.

Comparison of Activation Functions
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Fig. 1. Behaviors of activation functions

In this study, we propose a new activation function designed to enhance performance across both negative and positive inj
regions. This function addresses issues associated with the negative region, bias shift, and vanishing gradients. By active
engagng with inputs from both sides, and by incorporating a constant gradient parameter, our activation function offers greate
flexibility. This approach helps reduce parameter errors for each neuron and supports a more effective learning process

Ill. PROPOSED ACTIVATION FUNCTION

A. Introduction to Activation Function

In this section, a novel activation function is proposed that operates across three distinct regions: negative, liogitiveand p
The functionods behavi orgwithsdistina foreulatianglfor bagh reégiore Toiemhanoet flexibikty ande
performance, the function introduces adjustable parameters, which are carefully tuned prior to training based on th
characteristics of the dataset or task. These parameters remsiantaluring training, ensuring a stable and computationally
efficient implementation. The proposed activation function is defined as follows:

—_— b o ¢
Qo o T ® p 1)
OQ w p p p ®w b
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For®w T, the negative region is controlled by the hyperparansetEhis allows the function to smoothly handle negative inputs
while maintaining a balance between linearity and nonlinearitymForw p, the function behaves linearly. In this region, the
function passes the input directly, which helps maintain the gradient flow during backpropagation, reducing the rigkraf vanis
gradientsFor® p, the positive region allows the function to grow exponentiallginsreases, while the hyperparameter
adjusts the steepness of the curve, enhancing the model
parametety t he activation function adapts to the input distr
The proposed function is designed to overcome common issues such as vanishing gradients and inefficient learning in de
networks. Adlitionally, it retains the benefits of hybrattivation functions, combiningspects of ReLU, ELU, and sigmoid
functions, which ensures stable training and faster convergence. The introduction of parameterized slopes in bothahe negati
and positive regions allows the network to better capture subtle variations in data, ultimgtedying accuracy and
convergence speed. In summary, this new activation function offers flexibility through parameterized control of its inehavior
different regions, making it a suitable choice for deep learning architectures.

The proposed activatidianction behaves as shown in Fig. 2.

Positive region

Linear region

Negative region

Fig. 2. Behavior of the proposed activation function

The derivative of the proposed activation function is given in the following:
mQ Q w p

Q"G ) b o m
Qw p T ® p
OWQ ¢ w p w b

In deep learning architectures, backpropagation is a key method used to update parameters during the learnj@p process
An important aspect of this is that the proposed activation functions must be differentiable. Notably, the activation functio
remains active in both the negative and positive regions after differentiation. Furthermore, the weights are initialidednby r
sampling from a normal distribution, which helps maintain appropriate variance across allTayesquently, the range of
value generation and the steepness of the function are not fixed, as seen in logistic sigmoid and hyperbolic tangenbéunction
instead fluctuate. While designing the network architecture, there are typically two appraachiéiging free parameter
functions. The first approach involves structures where each neuron in the network, with the exception of those iayee, final
possesses its own set of training parameters. The second approach consists of structurethanvehicns within each hidden
layer share common fixed parameters. In this study, the first method was preferred.

The proposed activation function offers several advantages: it adjusts the slope parameters during training to optimize tt
values for each neuron in every iteration. This function effectively tackles issues like vanishing gradients and nagasive reg
thus enhancing the overall learning process. Additionally, it provides improved accuracy and faster convergence compared
previous activation functions. Notably, the proposed activation function is both parametric and monotonic.

B. RegionWise Analysis of the Proposed Activation Function and the Role of the Hyperparemeter

In our proposed activation function, the hyperparam@tplays a crucial role in shaping the output response to different
input values. This function consists of three distinct regions:

1. For negative values of:
Qv —, for b o n

In this region,® controls the slope of the function, influencing how sharply negative inputs are transformed. Adhigher
results in a steeper response, whereas a l@lezds to a more gradual transition.

2. For values between 0 and:1
Qo o for T o p.
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In this range, the function behaves linearly, maintaining the identity mapping. The hyperpadatoetnot have an impact
in this region.

3. For positive values ofe:
Vo OQ w p p, forp w b

Here, ®determines the rate at which the function decays mereases. A largei slows down the decay, allowing the
function to remain closer to 1 for a longer rangeéyokhile a smalletoleads to faster convergence towards 1.

IV Materials and method

A. Benchmark datasets

The MNIST dataset is widely recognized as a standard benchmark for evaluating machine learning models, particularly i
computer vision tasks. It contains a total of 70,000 grayscale images; each sized 28x28 pixels, representing handwritten dig
(0 throudn 9). The dataset is divided into 60,000 training samples and 10,000 test samples. Each image is accompanied by
corresponding label indicating the digit. Preprocessing steps included normalization of pixel values to a mean of 021307 and
standard devi@n of 0.3081. This standardization accelerates convergence during training by ensuring consistent input
distributions across all samples.

B. Convolutional neural network
To evaluate the performance of the proposed activation function, a convolutional neural network (CNN) inspired by the VGG

architecture was implemented. The key modifications to the traditional VGG structure include the use of fewer layess, which i
suitabk for the MNIST dataset, and the integration of the proposed activation function at every stage of the network.

The architecture comprises four convolutional blocks, each followed bypo@ing and dropout layers to mitigate over
fitting. Specifically:

I.  Convolutional Layers: Four convolutional layers progressively increase the feature depth (32, 48, 64, and 96 channels,
respectively) while preserving spatial resolution using a kernel size of 3x3.

Il.  Activation Function: The custom activation function was applied after each convolutional operation to introduce non
linearity and allow the network to model complex patterns in the data.

Ill. Pooling and Dropout: Max-pooling with a 2x2 kernel and a dropout rate of 0.25 were employed to reduce spatial
dimensions and prevent over fitting.

IV. Fully Connected Layers:After flattening, the feature maps were passed through two fully connected layers (512 and
10 units), where the final layer outputs class probabilities using the softmax function.
C. Optimization Strategy fab

To determine the optimal value @f we employed a crosalidation strategy combined with a coatedine search
approach:

1. Coarse SearchWe began with a broad range of possible valuestamd conducted a few short training runs (e.g., 5
epochs).
This step helped us get a rough estimate of suitable valuedHat prevent instabilitandfacilitate effective learning.

2. Fine-tuned Search:After identifying a promising range, we performed longer training runs with more refined values.
The best value fadwas selected based on the validation performance of the model. To prevent instability, we stopped
training early if the loss exceeded three times its initial value, which signaled potential divergence.

Final Chosen Value

Following the optimization process, we determined that the best valdgrfarur model wasd 1@®. This value provided
a balanced tradeff between stability and adaptability, ensuring smooth gradient flow and effective learning dynamics.

V. Results and discussion

A. Experimental evaluation

The experimental results from five training repeats of the proposed activation function on the MNIST dataset are summarize
in TABLE I. The table provides metrics for each repeat, as well as the average performance across all runs.
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TABLEI. Experimental Results of the Proposed Function for MNIST Dataset

Repeat EPOCH | Train Train Val. Val.
Loss Acc Loss Acc
Repeat 1 | 40 0.0075 99.78% 0.0601 98.84%
Repeat 2 | 40 0.0053 99.84% 0.0585 99.01%
Repeat 3 | 40 0.0056 99.84% 0.0602 99.02%
Repeat 4 | 40 0.0054 99.83% 0.0590 99.12%
Repeat 5 | 40 0.0077 99.79% 0.0627 98.96%
Average 0.0063 99.82% 0.0601 98.99%

In addition, the proposed function was benchmarked against other established activation functions. The comparison, shov
in TABLE Il., highlights its superior performance across key metrics, including training loss, training accuracy, vdtidation
andvalidation accuracy.

TABLE Il. Average Success Rates of Activation Functions for MNIST Dataset

Activation Train_Loss | Train_Acc | Val._Loss | Val._Acc
PReLU 0.2782 0.9139 0.2011 0.9383
PELU 0.2721 0.9187 0.2134 0.9362
ALISA 0.3018 0.9095 0.2275 0.9335
GELU 0.3726 0.8933 0.2203 0.9244
P+FELU 0.3255 0.8941 0.2127 0.9109
PSigmoid 0.2593 0.9009 0.2207 0.9214
P+RSIigELUS 0.2501 0.9287 0.1805 0.9471
P+RSIigELUD 0.2062 0.9380 0.1458 0.9564
Proposed Function | 0.0063 0.9982 0.0601 0.9899

B. Discussion

The results in TABLE | demonstrate the consistency and robustness of the proposed function, with an average trainin
accuracy of 99.82% and validation accuracy of 98.99%. The low variation across the five repeats confirms its stability during
training.

In TABLE lI, the proposed function outperforms all compared activation functions, achieving the lowest training andrvalidatio
loss, and the highest accuracy.
These findings underscore its effectiveness and potential as a preferred activation function for deep learning tasks.

VI.Conclusiorand future work

In this paper, we introduced a novel fixpdrameter activation function for neural networks aimed at enhancing both
accuracy and convergence speed, particularly on the MNIST dataset. Our proposed activation function outgtafdished
methods such as PSigmpi@ELU, and PRelLU in terms of accuracy and convergence speed on the MNIST benchmark.
However, we are currently testing its performance on more challenging tasks and diverse datasets to evaluate its broac
applicability and robustnes#/e observedhat the proposed activation functionitially showedlimited adaptability to datasets
with significantly different characteristicsiich as<CIFAR-10, making it less versatileompared to trainable activation functions.
However, by incorporating the ResNethitecturewe were able to enhance its performance, achieving an accuracy of almost
90%onCIFARLI 0. This demonstrates that architectural modifica
Further exploration of such enhancensanitl be discusgedin the futurework.
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Abstractd Nowadays, advances in technology and medical science have led to significant changes in the field o
healthcare. Consequently, an effort has been taken to develop an intelligent health assistant in the Persian languz
focusing on the emergency departmeho achieve this goal, a labeled dataset was prepared. Subsequently, an
intelligent assistant architecture was developed, utilizing slot filling and speech act classification for natural languag
understanding. A dialogue manager was designeddtress negation in patient statements, resulting in the

classification of triage patients. Evaluation revealed that the assistant's performance matched that of emergency st

in 83% of cases.

Keywordsd Intelligent Assistant, Natural language understanding, Speech act classification, Slot filling

Introduction

Considering the importance and status of the health sector, the rapid changes in today's society and the increasing needs
expectations regarding health services, people want to receive higher quality of services. Additionally, taking intéhe&ccount
vital role of factors such as accuracy, speed and reliability in healthcare and the vulnerability of the health system to huma
errors, utilizing artificial intelligence can bring comfort to patients as well as promoting health indicators in socatyelt
acknowledged that nowadays using intelligent systems in health sector has become a necessity. Employing assistatgs that imi
human interactions can significantly transform this field and greatly impact communication with patients and their cempanion
Intelligent healthcare helps in maximizing the potential of existing resources which helps in remote monitoring of pdtients a
reducing the costs of treatment. It also allows specialist doctors to provide their services without any geographg&arrier

to the increasing number of visiting patients in medical centers, the use of intelligent assistants leads to savingamath time
cost. As a result, healthcare workers are free to do more complex tasks. Owing to the critical importance of timeaayd accu

for medical staff in saving patientsd | ives, espesponad |y
times for patients in critical situations. Additionally, it will increase accuracy and focus omiskigbatients, poritizing their
care.

On the other hand, the use of the above technology has decreased unnecessary visits to health care centers. Thus, perforr
daily repetitive activities including providing inpatient and outpatient services has become faster and more precise.
Triage is a prioritization system and a decisinaking process to manage the admission of patients and provide services to them
in the emergency department of the hospital.
The purpose of triage in the emergency department is to answer the question: "At this moment, what is the priority of care c
this particular patient among al I[1]. ®aetoftlee metsodsaot triaging gatientgis t h
the "Emergency Severity Index (ESI.V3]," which is considered and used by the National Hospital Emergency Triage
Committee in Iran as the most appropriate triage algorithm. The triage system idexdiy@asyto-use tool that categorizes
emergency department patients by simultaneously ewagnthe severity of the condition and its required interver{Bynin
the first phase, the triage nurse estimates the severity of the disease based on scientific medical principles, wduchized cat
into 5 levels as follows:
1 Level 1: It includes patients who often do not have vital symptoms and hatleré&tening conditions.
1 Level 2: Level 2 patients include patients who need to be visited by an emergency medicine specialist within ten minutes
1 Level 3: Most of the patients referred to the emergency department of the hospital are at this level, and they are visite
and examined by a specialist emergency medicine physician in less than an hour.
1 Level 4: This level includes patients who do not have amthifeatening symptoms and are visited by a specialist doctor
in less than two hours, depending on the level of crowding and the number of patients in the department.
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Persian Intelligent Assistant in Healthcare Domain

1 Level 5: This level includes patients who have come for different requests such as simple visits. The duration of providing
services to these patients will be less than four hours.

If the severity of the disease is not high (level 1 and 2 of triage), the triage nurse determines the triage level€|eoelrthnd
five) by estimating the number of required facilities.
Although working in medical domain has its merits, there are some challeftaiesl tahe features of this area. Characteristics
of medical texts includpl]: telegraphic styleifcompletesentences), short texts (abbreviations, special phrases and characters),
and negation (negation words or phrases)
In light of the of the benefits and challenges mentioned earlier, and the research that have been done so far, alRgnsian inte
assistant in the field of healthcare focused on the emergency has not been designed. This is why the present resegrch can b
several benefits to this area.
The contributions of this paper are summarized as follows:

1 To the best of current knowledge, this Persian healthcare intelligent assistant in the emergency department represents

first dialogue system in this field.

1 An annotated dataset, for training healthcare intelligent assistant models is generated.

1 A framework is introduced for communicating with patients and extracting maximum information from their statements

in order to respond appropriately.

T The model s performance in predicting triage | evels ¢
The structure of the next sections of the article is as followsie second section, a review of related research is presented. In
the third section, the general structure of the proposed approdebcisbedand in the fourth section, the obtained results are
analyzed. Finally, in the fifth section, a summary of the research is provided.

Related Work

In general, the architecture of intelligent assistants contains 4 [parteatural language preprocessing, natural language
understanding (NLU), dialogue manager, and natural language generation

After receiving the user's input and performing the necessangrpoessing, the dialogue system checks the user's[Biput

frame structure can be used to understand the user's request that consists of two tasks: intent detection and.slot filling

In recent work, Shi et gJ7] address medical slot filling as a mtllbel classification problem using a laleghbedding attention

model. This model identifies which words are highly relevant to thefiliog task and selects keywords accordingly. After

that, they use a text ckification encoder as the query encoder.

BERT [8] has also been used for slot filling and intent detection. One of these studies was conducted by JBgnwdieak

BERT was employed to perform both tasks jointly. This model was implemented on a dataset of size 4478 with 120 slots and -
intents and on another dataset of size 13084 with 72 slots and 7 intents

Inou et al[10] presented an intelligent triage system called Healthbot for emergency rooms. This system interacts with patient
and categorizes them based on priority level and medical specialty. The system utilizes the Google Dialogflow conversatio
interface along wit sensors, voice recognition and a physical réketplatform. The classification of medical specialties in
Healthbot is divided into four groups: general medicine, surgery, orthopedics, and cardiology. The accuracy of the specialt
classification in ths bot is reported to be 82.2%.

In recent research, the emergence of ChatGPT has enabled its use as an intelligent health assistant. In a study invedying 56 ca
Gebrael et al[11] used ChatGPT to provide emergency care for patients with metastatic prostate cancer. They employec
ChatGPT to assess the need for hospitalization or discharge and acknowledged its high sensitivity in determining patiel
admissions.

Approach

The proposed approach involves two sections: dataset generation and model architecture development.

Dataset Generation

At the first step, a dataset comprising exact formal and informal dialogues was collected from the emergency depagment tria
in a hospital. Second, the process ofidintification was conducted. This process involves cleaning and removing identifying
information to ensure the privacy of individuals. Finally, the dataset was labeled for speech act classification amdyslat filli
total, the dataset contains 5,231 utterances.
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Speech Acts Dataséethe speech acts of emergency department visitors include categories of information expressed by speakel
based on the topic of conversation. There are eight categories in this dataset, named
1 Patient Signs
Patient Information, such as age
Patient History, including medical history, family history, etc.
Patient Requests, such as serum injection or suturing
Patient Questions
Patient Confirmation
Patient Negation
I Others: utterances that do not fall into any of the above categories
Each utterance in this section may consist of more than one speech act.
Slots DatasetThe labels in this part define the type of semantic information conveyed by each word. The slot filling task is
considered as a sequence labeling task, where a chain of text maps to a chain of I, O, and B tagethodhisach token is
classified into one of three tags, representing the token's status in the sequence in an organized structure:
1 B (Beginning): Represents the start of a new slot in the structure. A token that begins a new entity is labeled as "B."
1 I (Inside): Indicates that a token is part of a specific structural slot, continuing from a preceding "B" tag.
1 O (Outside): Denotes tokens that do not belong to any structural slots and are outside of all defined entities.
Once the sequence labeler has tagged a user utterance, a filler string for each slot in the tags can be extractedca@he system
then decide how to complete the task for the user, ensuring precise dataset labeling. Owing to this, labeling was icarried out

= =4 —a —a —a -9

consultation with several experts in the field ofasdheal tfF
An example of Slot Labels and Speech Act Labels is shown in Fig.1.
Speech Act ‘ Slot Labels
Labels
Patient Signs B é-g;bER
Patient Information -
Speech Act | Slot Labels
Labels
My son has
Patient Signs 1) B_GENDER o

Patient
Information

a TN nose
O

Fig. 1. Slot Labels and Speech Act Labels

Proposed Model Architecture

At the start of the intelligent assistant's wor languagef t er
understanding module to comprehend what has been expressed. The NLU module is designed to enable computers to interj
human language in a way that is both meaningful and contextually relevant, converting human language into a machine
understandable structure. In this module, preprocessing is performed on the input, and the existing speech acts, lzdong with 1
values of predermined slots, are identified.

Speech act classification was treated as a text classification task. For this purpose,[8]BE®(Ffained language model, one

of the stateof-the-art methods in natural language understanding, was used. BERT is a trandfasettmodel initially trained

on massive datasets such as Wikipedia and BooksCorpus. It also, was employed fofillhaglzisk. Regarding the dataset's
language is Persian, the tasks were-fineed on ParsBERT12], a BERFbased model specifically designed for processing
Persian text. For the NLU module, a joint framework for speech act classification and slot filling was proposed.

After understanding the utterance of the patient it is time for Dialogue manager. This module has a crucial role ingontrolli
and management of the dialogue flow between a patient and the assistant. Dialogue manager consists of the Dialogue St
Tracker(DST) and the Policy Manager. DST maintains the current status of a conversation while Policy Manager has the
responsibility of managing and coordinating varionsandpol i
responses tthe patient in specific situations. The defined policies in this module are a combinatiorrldseteand machine
learning techniques.

When the speech acts and slot fillers are detected, the DST is updated and the new information is added to the previous d:
Then the policies of the triage level 1 and level 2 are analyzed. The policies of the intelligent assistant are desigiretidase
protocols of emergency triage in Iran where uses ESl algofBhm | n every turn of the dialo
identified as level 1 or 2, immediate action is required. Otherwise, the prioritized questions for getting other infamadation
symptoms of the patient will be asked by the assistant. Theeglrocedure will repeat until all the required information is
obtained.

Consequently, if the gathered information is sufficient, the triage level 3, 4 and five policies will check and thevilagfe le

the patient will be detected. In the following, essential actions and guidéhice presented according to the patient's condition.
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Additionally, in this step, a patient's medical history has been achieved on the account of the dialogue state traekaveadd th
slots that hold information, signs, and the patient's history.

It is worth mentioning that one of the main challenges in the interaction between the patient and the intelligent adséstant i
existence of negation in utterances.

Negation Detection ApproacliDuring conversations, patient can give positive or negative answers to the questions of the
assistant. These replies can be divided into APat ieghert Co
of them have their own suitable policy.

Negation changes the entire meaning of an utterance, and its existence makes it one of the important challengesdarthe health
field. In this research, the designed approach for the Negation Detection task has been developed by combining deep learn
and rulebased techniques based on the Persian language.

As Rahimi and Shamsfard stated in their artit®, due to differences between the structural patterns of negation in the Persian
language and the English language, the available methods must be modified and properly adapted. One example of the
differences is given below:

T When wusing negati va Yakd vienr btsh el iskeentfiennecvee riI( have never
negative adverb with a positive ver b .aurGylwew egdr  ai T elglaR
verb is paired with a negative adverb.

Regarding these differences, the proposed approach uses a negation tag for negative verbs. This label is accessitde in the S
Dataset. In this way, negation can be detected simultaneously along with other slots by the ParsBERT transformer model.
On the other hand, there is an exceptiompF O HahrelHI @tss i

the APatient Signso tag instead of HAPat i ent-stdgemeshanismis. 0
introduced. In this mechanism, if the output of the NLU module includes both the negation slotdabetdme s peech a:
Negationodo at the same ti me, negation is recognized in tFh

After detecting negation with the help of ParsBERT, the next step is Negation Scope RefMdjtiahich is the process of
finding the negated part of a sentence. Inspired by thebaded methods of NegEk5] and ConTexf16], and considering the
Persian language, the previously extracted slot before the negative sign is affected and becomes negated. At this point in
intelligent assistant, the negation sign, along with its corresponding slot, is removed from the D§Tctmsider the patient's
existing condition.
Experiments
The assistant's performance has been evaluated in the classification of triage patients
The proposed model was implemented in Python programming language and the Google Colab environment, utilizing a Tes
T4 GPU with 16 GB of memory. The proposed NLU model was-fimed on ParsBert using the introduced dataset. After
conducting several testhyperparameters such as a batch size of 32, a learning ratg,afrizéa maximum length of 64 were
used, in addition to Adam's optimizr7] and early stopping. Considering the fact that the assistant operates in thedealth
domain, the Bayer crossvalidation method has been used for more reliable results.
Dataset:According to the nature of this assistant, to evaluate the correctness of its diagnosis and answers, the test dataset \
provided. This dataset was developed under the supervision of three emergency medicine specialists, including the followir
features:

1 It consists of 132 case scenarios.

1 14 cases did not meet the input criteria.

1 96 cases were lowisk patients (level 3, 4 and 5 ESI triage)

Evaluation Metricsfor evaluating the performance of the intelligent assistant two metrics (Accuracy-&uie] have been
used.

Accuracy: In the context of a triage system like ESI, accuracy measures how well the system classifies patients let@ttieir re
severity levels.
F1-Score: FiScore is based on true positive, true negative, false positive and false negative values. Each of these is define
in the triage system as follows
1 True positive: The system correctly identifies the level of patient triage as high severity and it is also high in.reality
1 True negative: The system correctly identifies the level of patient triage at low severity and it is also low in reality
1 False Positive: The system incorrectly identifies a patient's triage level as high severity while it is not high i@xesadity (
Triage).
1 False negative: The system incorrectly identifies a patient's triage level as low severity while it is high in reality (Under
Triage).
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Results:In this section, the valuaxf Accuracy and F5core were calculated as 83% and 89.32%, respectively. The confusion

matrix of the intelligent healthcare assistantés predict
TABLE II. CONFUSIONMATRIX OF DIFFERENT TRIAGE LEVELS(ROWS: ACTUAL LEVELS, COLUMNS: PREDICTEDLEVELS)
Igigles 1 2 3 4 5 Total
1 7 1 0 0 0 8
2 1 10 3 0 0 14
3 0 2 48 5 1 56
4 0 0 2 19 3 24
5 0 0 0 2 14 16
Total 8 13 53 26 18 118

In the classification of ESI triage, determining the exact level of the patient is vital. As shown in the confusion Maltdix in
I, the intelligent assistant correctly classified the majority of cases. The results are discussed below:

1 Out of 8 patientasesat level 1, the intelligent assistant correctly identified the level in 7 casdnlyin 1 case, the
triage level was incorrectly declared as level.2

1 Out ofl4patientcasesat level2, the intelligent assistant correctly identified the levelOrtasesand declared 1 case as
level 1, and 3 cases as triage level.3

1 Out of 56 patientcasesat level3, the intelligent assistant correctly identified the levedl@&tasesand declared 2 cases
as level 2, 5 cases as level 4, and 1 case as triage level 5

1 Out of 24 patientcasesat level4, the intelligent assistant correctly identified the level9tasesand declared 2 cases
as level 3, and 3 cases as triage level 5

I Out of 16 patientcasesat level5, the intelligent assistant correctly identified the leveldrcasesand onlyin 2 case,
the triage level wamcorrectly declared as level 4

According to the aforementioned results, it is observed that mistakes occurred refativelin the triage levels with greater
categorical overlap.
Moreover, as shown in the statistics in Table I, the assistant's best performance was in determining Level 3, indicating th:
patients requiring multiple resources are accurately categorized, preventing unnecessary escalation to higher levals. In secc
place, Level 1 performed well, revealing that the model works effectively for patients who hatedieening conditions and
need immediate interventiortter Level 1, in third place, the assistant was effective in Level 5 diagnosis, correctly iaentifyi
the majority of norurgent patients, helping optimize resources.

In addition, it should be noted that the performance results of this assistant in determining the triage levels of patient
demonstrate high diagnostic accuracy, and in 83% of cases, it was consistent with the performance of emergency staff.

Conclusion and Future Work

In this research, an intelligent assistant for the healthcare domain was developed. Its purpose was to assist the emergel
department in prioritizing between higisk and lowrisk patients based on the ESI algorithm. The process commenced with
data prepaation through field research to collect data from hospitals. Subsequently, a joint model was usedute fine
Par sBERT to understand patientsd utterances with the he
according to the exacted information and the defined policies related to the emergency triage algorithm. In the final stage, the
performance of the assistant was evaluated using a dataset prepared under the supervision of experts in the reldésant field. -
resultsshowedtht , in the majority of cases (83%), the assistant
In future work, the dataset will be expanded to enhance the robustness and generalizability of the outcomes. Additienally, mo
evaluations will be conducted. One of them will be ablation studies of the negation module in order to investigatéitfor@ntri

within the assistant. The other will be a comprehensive comparison (specifically in the contexslodfésarning capabilities)
between the healthcare assistant and large language models (LLMs) to identify strengths, weaknesses, and areasafiimprov

in the reliability and performance of the healthcare intelligent assistant.
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Abstract

In recent years, one of the most widely studied areas in computer vision and natural language processing (NLP)
the interdisciplinary problem of Visual Question Answering (VQA), which involves the integration of computer
vision and NLP. In VQA systemsnamage and a textiased question about the image serve as inputs, and the system
must predict the correct answer to the question. The main objective of these systems is to maximize the accuracy
correct answer predictions.

Important challenges in this field include the need for large and suitable datasets as well as powerful hardware fi
training the model. Key factors to improve the performance of these models include selecting the appropriate neur
network for processinghe inputs, selecting the appropriate dataset, and the method of combining the features
extracted from the inputs. Also, using different attention mechanisms can improve the overall performance of the
system. Furthermore, incorporating various attentiorchapisms into the model can significantly enhance the
overall performance of VQA systems. In these systems, different neural networks are employed to process input
convolutional neural networks (CNNs) with various architectures are used for image mgcasd different types

of recurrent neural networks (RNNSs) are used for text processing.

In this research, the architecture of the convolutional neural network is changed anddltersgdh mechanism is

used in text processing and the Skipgram language model is used for embedding the input text. The performance
the proposed model is alated on two datasets, VQA 1.0 and VQA 2.0. The results show that the proposed model
has been able to increase the overall accuracy in the VQA 1.0 dataset to 67.25% and in the VQA 2.0 dataset
61.57%, showing significant improvement over the baseliodets.

(©OMOM

Keywords: visual question and answer system, convolutional neural network, recurrent neural network, attention
mechanism.

1. Introduction

Currently, one of the most widely researched topics in artificial intelligence is VQA. VQA involves
integrating both computer vision and natural language understanding (NLU). In these systems, an imag
and a texbased question about the image are usetpass, and the system is responsible for automatically
answering the question and predicting the correct answer. The integration of computer vision and NLU i
crucial for this task [1]. The use of appropriate neural networks to process input data, iticsejasting
suitable datasets, are two critical factors that significantly enhance the accuracy of final predictions
Furthermore, how to integrate the features and representations obtained from inputs is a vital issue in the
systems. Due to the higlfieiency, importance, and attractiveness of this topic, many researchers have
conducted studies to improve the accuracy of these systems, yielding positive outcomes. Various neul
networks can be utilized in VQA systems. Both image processing anddegsping benefit from different
neural networks to ensure high accuracy of the outputs. Their efficiency in processing inputs has led to the
widespread adoption. In addition, different neural networks, such as CNNs and various types of RNNs
different atention mechanisms and transformers can be used to increase output accuracy. Many studi
show that these approaches significantly improve the accuracy of predicted answers in VQA models [2, 3
Some of the challenges in this field include the need for appropriate hardware to train the models, th
integration of features and representations derived from the question and image to achieve a comm
representation, and the selection of suitable neetatorks and datasets. Today, computer vision and NLP
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play a crucial role across various domains, assisting human beings in diverse fields. As mentioned earlie
VQA requires the integration of computer vision and NLP and has numerous applications in different area:
For example, in the medical industry, V@gstems can be used to facilitate certain tasks, making processes
easier for both doctors and patients.

Additionally, these systems can be highly beneficial for blind and visually impaired individuals who
struggle to recognize details in images, helping them comprehend visual content and extract importal
information. More broadly, VQA systems are esserfbaltasks that require imagdemsed information
retrieval, where users can extract relevant details through natural language questions. Figure 1, illustrat
the general schematic of a visual question answering model. This model takes an image anchaaguestio
inputs and predicts the appropriate answer.

VQA (Visoal Question Answering)

VQA System

bananas

What is the mustache made of?

Figure 1. General schematic of visual question and answer system [3]

While the VQA dataset has enabled significant progress in visual question answering, ongoing research
continue to enhance the effectiveness of reasoning capabilities, linguistic diversity, and multimoda
understanding. This study contributes a modeldaserecent advances in attention mechanisms and deep
visual representation.

1.1 Challenges

In recent years, deep learning has excelled in solving various types of problems. The concept of dee
learning is inspired by the functioning of the human brain. With the help of new technologies, it has
achieved various successful results in artificidgkligence and machine learning. For deep learning,
datasets and neural networks are two essential components [4]. Word embedding is a dense representa
of words in the form of numerical vectors that can be learned by various linguistic models. Weddiigxgb
representations can reveal many hidden relationships between different words [5]. The objective functio
of word2vec ensures that words with the same concept and meaning have similar embeddings [6, 7]. Tt
algorithm uses the following two methodsdreate word vectors:

Continuous Bag of Words (CBOW): When this method is applied to all the words in the text, the final
word vectors become the target vectors [6].

Skip-gram: Algorithmically, the CBOW and Skigram methods are similar. The main difference is that
CBOW predicts the target words from the input context, while-§kamn works in the opposite direction,
predicting context words from the target word [6].

Convolutional Neural Networks (CNNs) are among the most influential architectures in deep learning
particularly for visual recognition tasks. A standard CNN consists of convolutional layers, pooling layers,
and fully connected layers, each responsibleektracting and transforming features at different levels of
abstraction. While traditional CNNs operate in a purely feedforward manner, feedback CNNs introduce
recurrent or toglown connections that allow the network to refine its internal representatiensultiple
iterations. This feedback mechanism enables the model to incorporate contextual information and adjust
predictions dynamically, which has shown to improve performance in complex tasks such as objec
recognition, scene understanding, aseymentation. These enhancements are particularly valuable in
scenarios where initial predictions may be ambiguous or incomplete, allowing the model to "rethink" its
interpretation of the input data [8, 9]. This network was inspired by experiments deublkcortex, with

its architecture simulating the pattern of connections between neurons in the brain. The features obtain
by the convolutional layers are combined by the fully connected layer to form a feature vector, which i
then passed to a Softmé&xnction to predict the correct class [10]. The number of outputs of this layer
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matches the number of available classes [11]. Batch normalization is typically applied after a convolutione
or fully connected layer and before the dom near acti vati on function. |
placement of activation functions sigodntly influences the performance of deep neural networks. Batch
normalization helps stabilize the distribution of inputs to these activation functions, which in turn improves
their effectiveness. By reducing internal covariate shift, batch normalizatiables the use of higher
learning rates and mitigates sensitivity to weight initialization, ultimately accelerating training and
enhancing model accuracy.

Although batch normalization is widely used to stabilize and accelerate training in deep neural networks
its direct impact on final mod el accuracy r ema
effectiveness of activation functions is @bs tied to the distribution of their inputs, which batch
normalization helps regulate. However, some studies suggest that the primary benefit of batcl
normalization lies in enabling higher learning rates and smoother optimization, rather than consistent!
improving accuracy. Therefore, while BN contributes to training efficiency, its influence on accuracy may
vary depending on the architecture and task.

Recurrent Neural Networks (RNNs), with their capacity to capture sequential dependencies, are widel
applied in natural language processing (NLP), speech recognition, and other tasks involving ordered inp
data. While Li et al. [13] utilized -grambasedmodels instead of RNNs, their study underscores the
significance of sequence modeling in producing coherent image descriptions. While RNNs are adept ¢
learning shorterm dependencies, they struggle with kbagn time series. To address this issue, thagl
ShortTerm Memory (LSTM) architecture was introduced by modifying the network's design [14]. LSTMs
can process and classify loteym data that requires historical information and time series with delays.
This network trains models using backpropagafiot].

Bidirectional Long Shofferm Memory (BiLSTM) is a type of RNN. Unlike unidirectional LSTMs, -Bi
LSTMs process data in two directions by utilizing two hidden layers. This network maintains the temporal
order of words in a text, enabling it to ignore unmesegy words using the forget gate [15]. Currently, the
attention mechanism is used in both NLP and computer vision. For instance, when people read a text
understand, they do not pay attention to every word but focus on specific words to grasp thg.meanin
Accordingly, the attention mechanism was developed to enable neural networks to mimic human behavic
[16]. By using the attention mechanism, the points and areas of an image related to a question can
identified as prominent. Further processing byrakmetworks on these points and areas allows for
predicting the appropriate answer. Additionally, the attention mechanism can be used to better process ing
text in VQA systems. In fact, models using the attention mechanism to solve image gqaestien
problems can apply this mechanism to the image, the question, or both simultaneously [17]. In VQA
systems, an image and a question in natural language are provided as inputs. The VQA system attempts
predict the appropriate answer based on these inmitg) the visual elements of the image and inferences
derived from the question [18]. The main challenge in these systems is successfully combining th
representations produced for the input image and question using different neural networks to predict tt
correct answer [19].

Approaches based on hybrid models with modular structures enable the determination of approprial
architectures to answer questions according to the incoming query. Among these hybrid models, we c:
mention those based on dynamic memory networks (DMN$) [19

The QACOCO dataset includes 123,268 images, with 72,783 used for training and 38,948 for testing. Eac
image is paired with a question and an answer. The questions in this dataset fall into four categories: obje
color, number, and location. Six percehthe questions in the QEOCO dataset have omeord answers,

which simplifies evaluation. However, one of the limitations of this dataset is the presence of humerou:
grammatical errors in the questions [20].

The VQA 1.0 dataset represents the initial release of the Visual Question Answering benchmark, utilize
images sourced from the QAOCO dataset. It comprises 204,721 images, each paired with three questions
For every question, ten humanovided answersra included, enabling robust evaluation of model
performance across diverse linguistic interpretations [21].

The VQA 2.0 dataset is the second version of the VQA dataset. It also contains 204,721 images from tt
QA-COCO dataset, but includes 110,504 questions. There are between three and five questions per ima
with ten answers available for each question [21].

2. Related works
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Ma et al. [22] proposed a CNbased framework to predict answers in Visual Question Answering (VQA)
systems, demonstrating the effectiveness of convolutional features in understanding image content al
aligning it with natural language queries. Unlike mstdels in this field, the proposed model does not
use RNNs, but relies only on a set of CNNs. This model comprises three CNNs. The first CNN extract:
some features from the input image using alaler NetVGG type architecture [8] to generate a
represerdtion of the image. Another CNN processes the input text where initially, the words (questions)
of the input text are embedded using the Skipgram model [6]. Then, convolutional layers followed by max
pooling layers process the input text, extract its festuand generate a representation of the text. The
schematic of the CNN used for text processing is shown in Figure 2.

yqf

more convolution
& max-pooling
,\

[ 1 max-pooling
o Pt

convolution

what is aon the table in frant of the chair

Figure 2: Convolutional neural network (CNN) schematic for input text processing [22]

Using these representations, a moibdal CNN generated a joint embedding by combining features from
both the input text and image. In this framework, ResNet [10ewgdoyed as the visual feature extractor.
The resulting fused representation wassed through a Softmax layer to predict the most probable answer.
To evaluate the performance of this model, the@@CO dataset and DAQUAR datasets [20] were used.
This model achieved 54.40% accuracy on the@ACO dataset and 42.76% accuracy on the DAR
dataset for singlevord responses. The framework of the proposed model is shown in Figure 3.

red green chair laptop
o © - © © softmax

image CNN

multimodal
convolution

sentence
CNN

I

how many leftoverdonuts is the red bicycle holding

Figure 3: Architecture of the proposed model to predict the response [22]

Malinowski et al. [23] proposed a neutssed framework that combined Convolutional Neural Networks
(CNNs) for visual feature extraction with Recurrent Neural Networks (RNNSs), specifically Long Short
Term Memory (LSTM) units, to model sequential dependEnm textual questions. This architecture
enabled the system to jointly reason over image and language modalities, effectively predicting answers
Visual Question Answering (VQA) tasks. In the proposed method,-aganed CNN (GooglLeNet type)

IS usedto extract features from the input image. Because the final answer may consist of multiple words
in each iteration, the last predicted word is fed into the g¢bort memory network through a recursive
loop to predict the subsequent words. The scherohtibe answer generation process in the proposed
method is shown in Figure 4.
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Figure 4: Prediction of the response in the proposed model [23]

A new framework based on the attention mechanism called "attentidii oproposed to predict answers

in VQA systems [24]. In this method, three stages of embedding are used on the input question.

A new framework based on dynamic memory networks (DMNS) is proposed for solving the image questiol
answering problem [25]. This model employs four modules: input module, question module, episodic
memory module, and answer module. The input module procegaés with different neural networks

and converts them into vectors called "Facts". The input to this module is the image, which is divided intc
small local areas, each treated as equivalent to a sentence in the text input module.

A Bi-LSTM network is used to process the input text, and a Fas@MIR neural network processes the
iInput image, predicting the answer in the VQA system [26].

A novel approach (GloVe) is introduced to leamord embedding by combining global matrix
factorization andlocal context window methods [7] Unlike traditional models, GloVe constructs word
vectors based amord co-occurrence statistics capturing finegrained semantic relationships. The authors
propose dog-bilinear regression modelthat efficiently leverages statistical information by training only

on nonzero elementsn a wordword cooccurrence matrix. This method results inegtor space with
meaningful substructure, enablingword analogy tasksand outperforming previous modelssimilarity

tasks and naned entity recognition

A novel approach is presentedZdero-Shot Learning (ZSL) [27]. One of the key challenges in visual
classification tasks is the difficulty of collecting training images. Traditional ZSL methods often rely on
textual descriptions or attribute-based representationgo define new categories. However, this study
introduces aralternative modality by leveragingvisual abstraction to learn complex concepts. This
research specifically focuses loaman-related concepts and interactionsThe authors propose a method
that allows users tayenerate training data through abstract visualizations such asclip-art
representations where charactersbody posture, facial expressions, gaze, and gendean be
manipulated to depict interactions. This approach enahtetels to be trained on abstract imageand

later tested on reaVorld photographs. The findings of this study demonstratevibaal abstraction can

be effective in learning complex concepts and can outperform certain traditional approaches. Additionally
the papeiintroduces arexplicit mapping between abstract and realorld domains, helping models
bridge the gap.

A number of neural network modules and their combinations are employed in a new model to predic
appropriate responses in visual question answering (VQA) systems [28]. In this model, after embeddin
the words of the input text, the text is passed thmoaigecurrent neural network (RNN) based on long
shortterm memory (LSTM), where the question is processed, and an output is generated. Additionally, th
embedded text is fed into a text parser that decomposes the text into its fundamental components a
analyzes them. Based on the output of this analysis, the model selects one or a combination of modul
needed to predict the response. For image processing, the model utilizes a convolutional neural netwo
(CNN) with a 16layer VGGNet architecture to exttavisual features. These extracted features serve as
input to the existing modules, which operate based on an attention mechanism. Finally, the output of
single module or a combination of modules is integrated with the text representation, and Hresueal

is predicted using Softmax layers. The proposed architectural structure of this study is illustrated in Figur
5.
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tedogr  [LSM | @—couen )
the dog? LSTM ] couch

Figure 5: The proposed architectural structure [28]

In recent yeardyounding box-based featureshave become the standard in visemmdlanguage tasks like

VQA. The effectiveness aofjrid features in VQA systems isexamined [29] which reevaluategid
featuresand demonstrates their significant potential. This research foungrithéatures not only offer

higher processing speeblut can also achiewemparable accuracyto bounding bosbased features when
properly preprocessed [29]. Througktensive experimentsthe study confirms that these findings hold
across different VQA models, various datasets, and even in related tasksages captioning A key
advantage of this approach issimplified model design and training processallowing forend-to-end
learning. The study highlights that VQA models can be traimiectly from pixels to answers
eliminating the need famage region annotationsduring preprocessing.

A novel approach is introduced YQA by incorporatingconceptaware representations [30].Unlike
traditional VQA models that rely only on image and text analysis, ConceptBert integriéenal
knowledgefrom structured sources likinowledge Graphs (KGs)to enhance reasoning capabilities. The
model employs anulti -modal representationthat integratesoncepts, vision, and languagénspired by
theBERT architecture. By leveragingConceptNet KG, ConceptBert encodesmmon sense knowledge

to improve resposes to complex questions that require more than just visual understanding. The approac
is evaluated oOK-VQA and VQA datasets demonstrating its effectiveness in handlingpwledge
intensive queries

A novel approach t&QA, Multimodal Residual Networks (MRN) is introduced which extends deep
residual learning [31]. Unlike traditional residual learning, MRN effectively integratsien and
languagethroughelementwise multiplication, enhancing multimodal representations. The study explores
various multimodal architectures and demonstratate-of-the-art performance on VQA datasets for
bothOpen-Ended and Multiple-Choice tasks Additionally, it introduces a method ¥@sualize attention
effectswithin joint representations usirzackpropagation, even when spatial information is absent.

More recently, de Faria et al. [32] conducted a comprehensive survey on VQA techniques, outlining th
transition from early CNARNN architectures to advanced transforsbased and visictanguage pre
trained models. Their work highlighted the importanerof multimodal fusion and attention mechanisms

in improving answer accuracy and generalization across diverse datasets. However, the study primari
focused on architectural trends and lackedepth empirical comparisons or critical analysis of model
limitations in reasoning for further exploration in practical performance and dataset specific challenges
Their survey also categorized VQA architectures into early fusion, late fusion, and joint embedding
strategies, emphasizing how each approach handldemmodal integration. Early fusion methods
combined image and text features at the input level, while late fusion techniques processed each modal
independently before merging them at the decision stage. Joint embedding models, particularly those bas
on transformers, enabled deeper ciosglal interactions through attention mechanisms. Despite these
advancements, the authors noted that many models still struggle with complex reasoning, compositionalit
and external knowledge integration highlightingergistent challenges in achieving hunrtevel
understanding in VQA systems.

3. Proposed model

3.1 Methodology

In this research, we introduce a new VQA model based on the architecture proposed in reference [4]. Tl
model receives an image and a natural language question as input. First, the words in the question «
converted into numerical vectors using the Skapgmodel, and word embeddings are generated. These
vectors are then passed through aaéntion mechanism, followed by aBS5TM network for sequential
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text processing. The output representation from tHeHiM is further refined using a multiead attention
(MHA) module to capture contextual dependencies and generate the final textual representatior
Simultaneously, the input image is processed usih§Zdayer ResNeXt CNN, which extracts a visual
feature vector. This image feature vector is then fed into the same MHA module alongside the textuz
representation, enabling crasmdal attention and joint feature fusion for answer prediction.

After processing the inputs with neural networks and obtaining their representation vectors, the textual ar
visual features are concatenated to form a joint representation. Based on Figure 6, this concatenation
performed along the feature dimensiorgaming that the output vectors from thelEHTM (text) and the

CNN (image) are aligned sid®/-side to form a single matrix. This joint matrix representation is then
passed through two convolutional layers to extract hitghesl fused features, and thesuéting output is

fed into a Softmax function for answer prediction. Initially, attention weights are computed over the input
features, helping to highlight the most relevant components and reveal relationships between modalities.
In other words, multiple attention mechanisms are calculated on the features of the image. The outp
obtained from this step is then integrated with the features from the inputs using the concatenate methc
The final output, a common representation, asged through two fully connected layers and sent to a
Softmax function to predict the final answer and obtain the probabilities for each answer class. Afterwar
the predicted answer and its probabilities are determined. -Nedtil attention mechanism hbsen
simultaneously utilized in both text and image processing. This choice allows the model to identify comple>
semantic and visual dependencies and establish deeper connections between multimodal data. The us
this mechanism not only enhances textt@inprehension in linguistic contexts but also aids in better
recognition of key regions in image processing. By leveraging{ineitd attention, the model can process
multiple levels of information. In text processing, this mechanism enables the preseofdongrange
dependencies between words, while in image processing, it facilitates focus on key areas and improves 1
distribution of visual information. This capability allows the model to generate richer representations of
data, ultimately boostinghe accuracy of response predictions. The schematic of the proposed visual
guestion answering model in this research is shown in Figure 6.

152 Layers

=]  ResNext

S E—

Multihead
Attention

1e2U0)
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\ BiLSTM

l Self Attention

, what is the man doing |

Sking: 0,73
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Jumping: 0,01

Ski: 0,01

Figure 6: Architecture of the proposed research model

As previously mentioned, the proposed model in this research utilizes a CNN with a ResNeXt architectur
of 152 layers to process input images. It should be noted that the reference article [4] uses a CNN with
ResNet architecture, also with 152 layers; fbe same purpose. The ResNeXt architecture is an
improvement over the ResNet architecture, increasing accuracy and strengthening the object recognitic
process in images without adding more parameters. Additionally, this architecture reduces err@dcompar
to the ResNet architecture. As such, the ResNeXt architecture is one of the best methods for object detect
due to its higher accuracy and lower error rate compared to the ResNet architecture.

One of the most important components in a VQA system is the processing of textual input (questions abo
the image). In the reference article [4], an RNN of the LSTM type is used to process the input text afte
embedding the words. The input text is gitemhis network in the form of numerical vectors, from which
textual features are extracted to obtain the representation of the text input. In the proposed model of tr
research, the Skipgram language model is used for text input processing. After expbibddwords are

given to an RNN of the BILSTM type. In fact, in the proposed model, an RNN of the BILSTM type is used
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instead of an RNN of the LSTM type. In an RNN, letegm processing is done in one direction, meaning
the current input and the output of the past are used in the recurrent network. However, BILSTM processt
information in two directions. In the currenpimt processing, in addition to using the output of the previous
processing and past information, future information is also utilized. For this reason, processing in an RNI
of the BILSTM type is better and stronger than processing in an RNN of the sinfi\étySe. Therefore,

in this research, we changed the input text processing part and instead of using an RNN of the LSTM typ
we used an RNN of the BILSTM type.

In the architecture of the proposed model in the reference article [4], only a soft attention mechanism i
used. Meanwhile, in the proposed model of this research, by applying changes to the model from tr
reference article [4], two additional attentionahanisms are used alongside the soft attention mechanism:
the multtheaded attention mechanism and the-aéintion mechanism. The reason for using the self
attention mechanism in this research is to better understand and accurately measure thdipslations
between the words in the input text. Additionally, the miudiaded attention mechanism with eight heads

is used to apply eight attention mechanisms to the input simultaneously and in parallel, thus improvin
input processing.

As mentioned in previous articles, one of the most useful datasets in VQA is the VQA dataset, available i
two versions: VQA1.0 and VQAZ2.0. The reference article [4] utilized both versions of this dataset to train
the proposed model. Accordingly, we uséhbeersions of the VQA dataset to train the proposed model.

3.2. Implementation steps and details

As mentioned earlier, this research uses both convolutional networks and RNNs to process textual ar
image inputs. Initially, the words and questions in both versions of the dataset are tokenized, with 13 worc
allocated for each question. The words aentbmbedded using the grained Skipgram language model.

The output of this embedding is fed into a-sd#téntion mechanism and then passed to a BiLSTM network
with 1024 units. The output of the BILSTM network is subsequently given to a-nealtied aéntion
mechanism.

For image input, the system resizes images to dimensions of 244x244 pixels before processing the
through a 152ayer ResNeXt CNN. The output comes from the fourth convolutional layer. In this
implementation, prérained weights from ImageNet are useditialize the ResNeXt model, allowing the
network to benefit from prior visual knowledge and accelerate convergence. This architecture employ
group normalization, which normalizes feature maps across groups of channels, making it suitable for sme
batchsizes. A dropout technique with a rate of 0.03 is applied to reduce overfitting. The network trains
over eighty epochs, with each batch size set to-$ouy. Additionally, the Adam optimization algorithm

is used with a learning rate of 0.0001.

4. Evaluation

In the reference article [4], both versions of the VQA dataset (VQA1.0 and VQAZ2.0) were used to measur
and evaluate the proposed model. Similarly, in this research, we utilize both versions of this dataset |
measure and evaluate our proposed visual iqueahd answer model. We allocate 80% of the dataset as
training data and the remaining 20% as test data.

In both the reference article [4] and our proposed model, questions are categorized into three types: thc
with yes or no answers, those with numerical answers, and those witthooh@r multiword answers
categorized as other. The frequencies of thesstepn lengths found in both versions of the VQA dataset
are illustrated in Figure 7.

72



June 2025, Volume 3, Issue 1

200000 -
175000 -
150000 A
125000
100000 A

Number of questions

75000 -
S0000 -
25000 A

0- T T
5 10 15 20
Length of questions

Figure 7: Frequency of question length in the dataset
4.1 Results
The obtained results from the proposed model in this research and the proposed model in the referer
article [4] are shown in the diagrams below, based on the two datasets used, VQA1.0 and VQA2.0. Tr
results obtained from evaluating the proposed modeétarte a significant improvement over the reference
model. Based on conducted experiments, the accuracy of the proposed model on VQA 1.0 dataset
reached to 67.25%, which is 2.65% higher than the 64.6% accuracy of the reference model. Additionally
on the VQA 2.0 dataset, the proposed model achieved 61.57% accuracy demonstrating 1.9% improveme
compared to the 59.67% accuracy of the reference model. This increase in accuracy highlights tr
effectiveness of the proposed architecture in optimizing tlegration of visual and textual information.
By utilizing multi-head attention in both text and image processing, the model successfully identifies deepe
semantic and visual relationships, leading to higher accuracy in feature extraction and respares predi
According to the results, the visual question and answer model proposed in this research demonstrat
higher response prediction accuracy than the model proposed in the reference article, based on bc
datasets. The changes made in this researt¢hetanodel proposed in the reference article [4] have
successfully improved the model.

myes/no  mnumerical myes/no mnumerical mother mall
82 77.45
64.6 59.67
55.2 51.76
I i 36.46
VQAL.0 .VQAN

Figure 8: Obtained accuracy in reference article [4]

myes/no mnumerical mother = all myes/no mnumerical = other = all

86.3 85
67.25
58.44 61.57
51.73
44.2 424

VQAL.0 VQA2.0

Figure 9: Accuracy obtained by the proposed model
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Figure 10: Accuracy of the reference model and the proposed model

The performance of the proposed model in this research is evaluated using both the VQA 1.0 and VQA 2
datasets. VQA 1.0 contains over 614,000 questions linked to 204,721 images, while VQA 2.0 include
more than 1.1 million questions, also based on the @@@age dataset. Each question is annotated with

10 humarngenerated answers, and the questions are categorized into three main types: Yes/No, Numbe
and Other. The distribution of these categories is approximately 41% Yes/No, 12% Number, and 479
Other. Toensure the reliability of the results, all experiments were repeated five times under identical
conditions. We report the average accuracy and standard deviation across these runs to assess the stal

of the model ds per f oreachmuo are presemted idlTabled.i | ed r es ul
Dataset | Runl Run2 Run3 Run4 Run5 Average Std. Deviation (%
Accuracy (%)
VQA 1.0 | 67.10 67.42 67.33 67.28 67.12 67.25 0.12
VQA2.0 | 61.45 61.62 61.70 61.50 61.58 61.57 0.10

Table 1: The detailed results of proposed model during each training run

5. Conclusion
Although a wide range of VQA models have been proposed from early-RINN architectures to
attentionbased and transformdriven approaches, there may be some possible limitations. Many existing
models struggle with complex reasoning, compositional utatedsg, and external knowledge
integration. Furthermore, most recent models rely heavily on large scale pretraining, which introduce:
domainspecific biases and limits generalization. The recent survey by de Faria et al. [32] provides ¢
valuable overvievof these trends but lacks empirical comparison and critical analysis of model limitations.
These gaps highlight the need for more interpretable, efficient, and camtase architectures. Our
proposed model investigated these challenges by integratifigtseition, BiLSTM, and multihead
attention mechanisms for richer textual representation, while leveraging deep visual features from ResNe:
and explicitly modeling crosshodal interactions offering more balanced and improved solution for VQA
tasks.
In this researchwe introduced a new visual question and answer model which an image and a questiol
about the image in natural language are fed as input, and the model must predict an appropriate answe
the question. For this purpose, we used the proposed visuabquesti answer model from the reference
article [4] as the base model, and by making modifications to this model, we introduced a new and mor
accurate model. We replaced the ResNet convolutional network which contains 152 layers, used in tf
reference aitle [4], with the ResNeXt 152 layers for image processing. Additionally, we incorporated two
additional attention mechanistsnulti-head attention and selttentiord alongside the attention
mechanism used in the base model. These changes led to higlacyaatuesponse prediction as shown
by the results.
6. Future works
Nowadays, we are witnessing the introduction of new architectures of CNN. Researchers in the field c
visual question and answer systems are suggested to use newer and stronger CNN architectures sucl
Yolo for image processing. It is also advised to use a variety of transformers and larger datasets. The larg
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the size of the dataset, the better model training process is done, and the accuracy of the predicted fil
answer is higher.
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Abstract
Developer expertise is a critical component of commuipityed questicanswering platforms like Stack Overflow. However,
expertise is not monolithic. Developers exhibit different "shapes" of expertise, such as deep specdhhgtsd]l or broad
generalsts with one specialty ($haped). While prior research has examined developer expertise and answer quality
independently, how different expertise structures influence preferences for specific answer characteristics remaiestlpsuffici
understood. Thipaper investigates the relationship between a developer's expertise shape and their preference for specif
answer characteristics.
We present a largscale empirical study of over 48,000 Stack Overflow users, classifying themshapéd, Tshaped, Ri
shaped, and Comhaped profiles based on the distribution ofleagel reputation, following established expertdape
modeling aproaches. We then analyze the types of answers these user profiles tend to upvote and accept as solutions, focus
on characteristics such as answer length, inclusion of code snippets, use of images, and citation of external references.
Using separate analyses for commuihityel (upvotes) and taslesolutionlevel (accepted answers) preference signals, our
findings reveal distinct and systematic differences across expertise shapapetl specialists favor technically deep, eode
heavyanswers, while haped and Comsghaped experts show a preference for more summarized, conceptual answers that
include diagrams or references. These patterns are consistent across robustness checks and sensitivity analyses.
The results highlight that answer usefulness is-dspendent rather than universal, and they can help improve exjaavtse
answer recommendation systems and foster more effective knowledge sharing on collaborative platforms.

e

Keywords: Stack Overflow, Expertise ShapesShaped, Answer Quality, Empirical Software Engineering, Recomm&ydezms.

8. INTRODUCTION

Communitybased questieanswering (CQA) platforms, with Stack Overflow (SO) as the premier example, have become
indispensable tools in modern software development. Developers rely on these platforms for daily-pobliteynlearning

new technologies, @asharing knowledge within a global community. The continued success of such platforms depends not only
on answer availability, but on the relevance of answers
The effectiveness of an answer, however, is not objective; it is highly dependent on the user seeking help. An ansvesl conside
perfect by one developer may be insufficient or overly simplistic for another. This subjectivity is closely tied to diffierenc

how developers structure and apply their knowledge. To explore this, our work adopts the coexpettise shapd4] (e.g.,

I, T, Pi, Comb) from organizational theory and software engineering research, applying it to software developers. These shap
describe the balance between a developer's deep, specialized knowledge (the vertical bar of an'l' or 'T") ard] teriebatist
knowledge (the horizontal bar of a 'T' or ‘Comb").

While prior work has extensively studied answer quality on[ZQ[3] and others have modeled developer expertise using
signals such as reputation, activity, and contribution pat{din$s], [6], [7] research has also explored the classification of
question types on the platfori®]. However, existing studies typically treat expertise as a scalar notion (e.g., novice vs. expert)
or analyze answer quality independently of the consnimer ¢
expertise profiles influence wahdevelopers actually consider a useful or preferable answer.

This paper addresses this gap by explicitly linking expertise structure to answer preference. We investigate how asdevelope
knowledge shape correlates with the characteristics of the answers they upvote and accept, viewing these actions
complementangignals of preference. This leads to our primary research questions:

0 RQ1: What are the distinct answer characteristics (length, code, images, references) preferred by developers with different
expertise shapes (I, T, Pi, Comb)?

0 RQ2: How significant are these preferences, and what do they imply about the inforsexking goals of each expert

type?
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To answer these questions, we present an empirical study of over 48,000 active Stack Overflow users from the June 2024 d
dumpl9]. We use heuristic, reputatidrased criteri@ grounded in prior expertisshape modeling woék to classify users into

four expertise shapes based on how their knowledge is distributed across technology tags. We then statistically analyze t
characteristicsf over 1.2 million answers, considering upvotes and accepted answers in separate analyses to distinguish betwe
communitylevel appreciation and tagksolution preferences.

Our key finding is that these preferences are systematic and significantly different across expertise shapes. Foisimspeace, |
specialists strongly favor answers with substantial code blocks, wisiteped and Coraghaped experts show a statistigall
significant preference for summarized answers that include diagrams and external references. These differences persist acr
robustness checks and sensitivity analyses.

These findings have direct implications for the design of CQA platforms. By accounting for user expertise structuramather th
assuming a universal notion of answer quality, a platform could personalize its -aaskiag mechanisms to surface the type

of answer most likely to be useful to a specific user, thereby improving knowstdgimg efficiency.

The remainder of this paper is organized as follows. Section 2 reviews related work on expertise modeling and answer qualit
Section 3 describes our methodology for data collection, user classification, and analysis. Section 4 presents oGefitioiings.

5 discusses the implications and interpretations of these results. Finally, Section 6 concludes the paper and outknfes avenue
future work.

9. BACKGROUND AND RELATED WORK

Modeling Expertise: From I-Shaped to CombShaped

The concept of "Ishaped” individuals was first popularized in the 1990s to describe an ideal employee who possesses dee
expertise in one area (the vertical bar) and a broad ability to collaborate across other disciplines (the horizdjtaloar)

model was later adapted to software engineddfg[5] where a Fshaped developer might have deep expertise in-eadk
development while maintaining working knowledge of frentd and database systems.

Subsequent work has generalized this notion to capture a broader range of expertise distbutiesigaped individual
represents a deep specialist with limited breadth, whereastapéd individual possesses two distinct areas of deep expertise.
Combshaped individuals, in contrast, exhibit multiple areas of specialization, forming a profitétegpa comi6]. Rostami

et al. [1] formalized these expertise shapes for team formation and talent identification in agile software development by
modeling expertise as distributions over knowledge areas.

Existing work on expertise shapes has primarily focused on organizational outcomes such as team composition, collaboratic
efficiency, and talent discovery, rather than on informasieeking or contergvaluation behavior. In this study, we adopt these
well-established expertisghape definitions and apply them to Stack Overflow users, using them as an analytical lens to examine
how developers with different knowledge structures interact with and evaluate technical content.

Answer Quality on Stack Overflow

A large body of research has sought to define and predict answer quality on SO. Studies have identified numerous featur
correlated with higkscoring or accepted answers. These include answer length, readability, sentiment, the inclusion of code
snippetsthe presence of external links, and even the author's reputation. For example, some studies found that longer, mo
comprehensive answers are more likely to be acclited1 1]. Others noted the critical importance of code snippets for solving
technical problems.

A substantial body of research has investigated answer quality on Stack OJifl{sy, [12], [13], [14], [15] These studies
typically operationalize quality using signals such as upvotes, accepted answers, or predictive models trained onntese outco
Numerous answedevel features have been identified as correlates of-dpigttity or highly rated answers, incling answer

length, readability, sentiment, inclusion of code snippets, presence of external links, and author répitaftiéd, [17].

Prior findings, however, are not always consistent. For example, some studies report that longer, more detailed angkeers are m
likely to be accepted [15], [17], whereas others emphasize the importance of concise responses depending on conigxt. Similal
while many works highlight the critical role of code snippets in solving programming prodl8mgl9], [20], [21], [22], [23],

[24], [25] the relative importance of these features varies across studies and tasks.

Importantly, most answeguality studies evaluate answers from an aggregate or platf@enperspective, implicitly assuming

that the same answer characteristics are universally desirable across users and situations.

Positioning and Research Gap

While the literature on developer expertise modeling and answer quality on Stack Overflow is extensive, these two researc
streams have largely evolved in parallekpertise studies focus avhothe developers are and how their skills are distributed,
whereas answeguality studies focus owhatconstitutes a good answer based on observable features and community feedback.
A limited number of studies have examined voting behavior in relation to user reputation or exg&€@igrté], [17] but they

do not account for the i nt eAsmaekult, exXistingworkicanmot egplain why deetamehswep e r
characteristics are valued differently by differenmesgrou
diverge across studies.

This paper contributes to the literature by explicitly connecting expertise structure to answer prefRatracehan redefining
answer quality or proposing new expertise models, we investigate how established expertise shapes (I, T, Pi, Comb) a
associated with systematic differences in the types of answers developers upvote or accept. By doing sdeveeymitying
perspective that helps contextualize prior anssuglity findings through the lens of user heterogeneity.

these two streams of reseadctieveloper expertise shapes and answer quality mietaies weltestablished, no prior work has
explicitly connected them. It is known what features constitute a good answer in general, and it is known that diffexpet deve
expertise shapes exist. However, it remains unknown how an expert's knowledge structurestaped lvs. -Bhaped)
influences their preference for specific answer features (e.g., code vs. diagrams). This paper aims to bridge thatigeallyy emp
linking user profiles to their demonstrated content preferences.
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10. METHODOLOGY

This section details our stdyy-step process for data collection, classification of users and answers, and statistical doalysis.
support transparency and reproducibility, the data analysis scripts, classification heuristics, and anonymized daitasieis used
study are publicly available on githtib

Data Collection

We used the official Stack Overflow data dump from June 29R4To ensure a focus on active and established technologies
while avoiding sparsity issues, we restricted our analysis to the top 100 most frequently used Stack Overflow patjsde.g.,

java, javascript c#, reacl). This tagselection strategy is consistent with prior lasgale empirical studies on Stack
Overflow[26], [27].

We filtered our dataset to include only users who had posted, answered, or voted on content within these 100 tags and ha
reputation of at least 100, indicating a baseline level of sustained engagement. This threshold excludes sporadic or inacti
accoutis while retaining a broad spectrum of contributors. Our final dataset consisted of 48,215 unique users and 1,210,45
answers that these users had either upvoted or accepted.

Defining Expertise Shape Proxies (Operationalization)

We developed a set of heuristic rules to classify users into four expertise shapes based on the distribution of their reputat
across different tags. Tdgvel reputation is used as a proxy for teppecific expertise, a common practice in prior Stack
Overflow research. The operational definitions otffaped and Comshaped expertise follow established expetisape
modeling approaches in software engineering research.

The classification heuristics are defined as follows:

0 |-Shaped (Specialist)A user with 90% or more of their total tégsed reputation concentrated in a single tag.

0 T-Shaped (GeneralistSpecialist): A user with 5670% of their reputation in one primary tag, and the remaining 30
50% distributed across 10 or more other tags.

0 Pi-Shaped (DualSpecialist): A user with two primary tags, each containing4®8% of their reputation, with the two
tags together accounting for at least 70% of their total.

0 Comb-Shaped (Multi-Specialist): A user with 3 to 5 primary tags, each accounting foR%% of their reputation,

with no single tag exceeding 30%.
Users who did not fit these heuristics (e.g., new users with sparse reputation) were excluded from the analysis. i€atoolassif
resulted in 12,109-8haped, 15,044-Bhaped, 6,322 FBhaped, and 8,011 Cor8haped users.
Let "Ybe the set of users afthe set of Stack Overflow tags. For a given user"Y, let'Y 6/ denote the reputation earned by
userounder taghM Y The total taghased reputation of usérs defined as:

Y 0 Y 6ho
We define the normalized reputation share of oser tagdas: 5
2 o Y 6ho
o] VAT
d Y 0

Let”Y oM"Y 'Y 6 1 denote the set of tags in which uééas norzero reputation. Tags are ordered such that:
n o6 n 6 E 1o -
Using these definitions, expertise shapes are operationalized as follows:
1 I-Shaped (Specialist):
mo N"Ysuchndhh atm@rn
1 T-Shaped (Generalistpecialist):
™ T o T TY pm
1 Pi-Shaped (Dual Specialist):
™ o Mo mu noém now T T
1 CombShaped (MultiSpecialist):
momBM P"Yho Q uvhmpuv nod R bl Agnond mn
Users who do not satisfy any of the above conditions are excluded from the analysis.
To assess robustness, we conducted a sensitivity analysis by varying all percentage thresholds by £10%. The direction a
relative magnitude of the results remained stable across all configurations, indicating that the findings are noff ag#afis o
cutoff choices.

Defining Answer Characteristic Proxies
We analyzed the raw Markdown and HTML of each of the 1.2 million answers to classify them based on four key characteristics
1 Summarized vs. Long:Answers with fewer than 150 words were labeBennmarizegdwhile answers with more than
400 words were labeledong These thresholds approximately correspond to the lower and upper quartiles of the
answerlength distribution and capture extreme brevity and verboAitgwers in the intermediate range (1800
words) were not assigned to either category. As a robustness check, we additionally modeled word count as a continuo
variable.
With Code: The answer contained one or more <code> blocks with at least 5 lines of code.
With Image: The answer contained one or more <img> tags (typically used for screenshots or diagrams).
With Reference: The answer contained one or more external <a> hyperlinks, excluding links to other Stack Overflow
pages.

O« O¢« O«

! https://github.com/omkia/StackoverflowUserTypes
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Analysis Method

To To answer our research questions, we analyzed the re
the answers they preferred. We treat preference using two complementary signals: upvotes and accepted answers. Upvotes re
community-level appreciation, while accepted answers represent explicit solution selection by the question asker.

To avoid conflating these signals, we conduct separate analyses for upvotes and accepted answers. For each expegtise shap
built logistic regression models where the dependent variable is a binary indicator of whether an answer was prefeaeed by a u
of that shape. The independent variables are the binary flags for the answer characteristics (Summarized, Long, With Code, W
Image, With Reference).

Logistic regression was selected for its interpretability and suitability for binary outcomes. We report regressiomtsefficie
odds ratios, and statistical significance, and we evaluate model quality using standard diagnostics, including AIC an@.ROC/AU
Multicollinearity was assessed using Variance Inflation Factors (VIF), with all values below commonly accepted thresholds.
RESULTS

Our analysis reveals systematic and statistically significant differences in answer preferences across expertise sbsyles. The

of the logistic regression models are summarized in Table 1, which reports the regression coefficients (B) for each answe
characteristic. A positive coefficient indicates that the presence of a feature increases the likelihood of an answefelreidg p

by users of a given expertise shape, whereas a negative coefficient indicates aversion.

Table 1 summarizes the results of the upAmdsed models. Corresponding models using accepted answers as the dependent
variable are reported separately in the Appendix and show consistent directional effects.

Table 1: Logistic Regression Coefficients for Answer Preference by Expertise Shape

Answer Feature |-Shaped (Specialist)[T-Shaped (Generalist) |Pi-Shaped (Dual) [Comb-Shaped (Multi)
Answer Length (Long) +0.21* -0.18* +0.10 -0.22**
Answer Length -0.15 +0.24** +0.05 +0.31%**
(Summ.)

Includes Code +0.72%** +0.29** +0.45*** +0.18*
Includes Image -0.04 +0.38*** +0.19* +0.44***
Includes Reference +0.10 +0.41*** +0.28** +0.39***

*Significant at p < .05, **Significant at p < .01, Significant at p < .001

This table presents our core findings, which we elaborate on below in the context of our research questions.

RQ1: What are the distinct answer characteristics preferred by each shape?

I-Shaped expertexhibit the strongest preference for answers that include code snippets (B =0.72, p <.001), with an effect size
substantially larger than that observed for any other githip indicates a clear prioritization of concrete, implementdgoel

content. Ishaped users also show a mild preference for long answers, while images and external references do not significan
influence their preferences.

T-Shaped expertdisplay a markedly different preference profile. They show strong positive associations with answers that
include references (B = 0.41, p < .001) and images (B = 0.38, p < .001), along with a significant preference for summarize:
answers (B = 0.24, p <1). Conversely, long answers are negatively associated with preferene8.@B~ < .05), suggesting

an aversion to overly detailed responses.

Pi-Shaped expertsdemonstrate a hybrid pattern. Similar tshaped specialists, they show a strong preference for code
containing answers (B = 0.45, p < .001). At the same time, they also exhibit significant positive associations withsréerence
=0.28, p <.01) and iages (B = 0.19, p < .05), aligning them partially witlsifaped users.

Comb-Shaped expertshow the strongest overall preference for summarized and visually supported answers. Images (B = 0.44
p < .001), summarized answers (B = 0.31, p < .001), and references (B = 0.39, p < .001) are all strongly associated wi
preference. This group also ékits the strongest aversion to long answers (.22, p < .01).To reduce redundancy and
facilitate comparison, Table 2 summarizes the preferred and disfavored answer characteristics across all four expgrtise shape

Table 2. Comparative Summary of Answer Preferences by Expertise Shape

Expertise Shape Strongly Preferred Answer Characteristics Neutral / Mixed Disfavored Characteristics
I-Shaped (Specialist) Codeheavy answers; technically detailed solutic Long answers Images; external references
T-Shaped (Generalist Summarized answers; images; external refereni Code snippets Long answers
Specialist)

Pi-Shaped (Dual Specialist) Code snippets; external references Images; answer None strongly disfavored
length

Comb-Shaped (Multi- Summarized answers; images; external refereni Code snippets Long answers

Specialist)

RQ2: How significant are these preferences and their implications?

The preferences are highly significant (p < .001 in many cases), indicating that these are not random chance but oledr behavi
patterns. The implications are clear: the "best" answer is perceived differently by each-§fuaped users seek deep, tecal
solutions, while TShaped and Com8haped users seek higvel concepts, diagrams, and links for further learning.

The observed effects are statistically significant across most answer characteristics and expertise shapes, with nesmy coeffic
reaching p < .001IThis indicates that the differences are unlikely to be due to random variation and instead reflect systematic
behavioral patterns.
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Taken together, the results suggest that answer usefulness is not perceived uniformly across dewsapers.ekperts
predominantly seek technically detailed, cadatric solutions, whereasshaped and Corrghaped experts favor concise, high
level explanations enriched with diagrams and external referenceebhaPied experts occupy an intermediate position, combining
preferences for concrete implementations with contextual and integrative information.

Importantly, these patterns persist in models restricted to accepted answers only, reinforcing the interpretationettettthey r
genuine problensolving preferences rather than general popularity effects.

4- AcceptedAnswer-Only Analysis

To disentangle general community preference from definitive problem resolution, we conducted an additional logistiairegressio
analysis usingiccepted answers onlgas the dependent variable.

Overall, the acceptednsweronly modelsreinforce and strengthenthe patterns observed in the upvbsed analysis. As
summarized iMable 3, I-shaped and Fihaped experts continue to show a strong preference for answers containing code, while
T-shaped and Comghaped experts remain significantly associated with summarized answers, images, and external reference
Specifically,l-shaped experts exhibit an even stronger preference for codeavy answersn the acceptednly model (B =

0.85, p < .001), indicating that executable solutions are particularly critical when selecting a final answer. A sigritarspatt
observed forPi-shaped expertgB = 0.58, p < .001), reinforcing their reliance on concrete implementations when resolving
interdisciplinary problems.

In contrast, T-shaped and Combshaped experts show heightened associations with summarized answers, images, and
references For Combshaped users, summarized answers (B = 0.37, p < .001) and images (B = 0.49, p < .001) exhibit the
strongest effects, while long answers remain negatively associated with acceptance. These findings suggeksvbiat|aigiy

and visual explaation play a central role in solution selection for broadly skilled developers.

Effect sizes are generally larger than those observed in the tpasdd models, indicating that these answer characteristics are
especially influential when users seledirgle accepted solutionrather than expressing general approval through voting.

Table 3. AcceptedAnswer-Only Logistic Regression Coefficients by Expertise Shape

Answer Feature I-Shaped  T-Shaped Pi-Shaped Comb-Shaped
Answer Length (Long) = +0.28* 10.24* +0.12 10.31*
Answer Length (Summ. 710.19 +0.29** +0.07 +0.37*%**
Includes Code +0.85*** | +0.34** +0.58***  +0.22*
Includes Image 10.06 +0.42** | +0.24* +0.49%+*

Includes Reference +0.14 +0.46*** | +0.33** +0.44***

*p < .05, * p < .01, *** p <.001

5 -DISCUSSION

The results indicate that developer expertise shape is systematically associated with differences in inf@mekitipbehavior

on Stack OverflowRather than suggesting causal mechanisms, we interpret these pattemsistent behavioral tendencies

that reflect how developers with different knowledge structures evaluate and consume technical content.

I-Shaped (The Specialist)l-shaped experts show a strong and consistent preference fanemgdeanswers, along with a mild
tolerance for longer responses. This pattern aligns with their specialipaigmmed expertise structure, where developers operate
primarily within a narow technical domain. For such users, concrete implementations appear to provide the most direct anc
efficient path to problem resolution, whereas Higbel explanations, images, or external references offer limited additional
value. Importantly, this interpretation reflects observed preference behavior rather than assumptions about intent or tas
complexity.

T-Shaped (The GeneralisiSpecialist): T-shaped experts exhibit preferences for summarized answers enriched with images
and external references. This combination suggests that these users benefit from concise conceptual explanations supporte
visual structure and authoritative sources. Spigferences are consistent with an expertise profile that balances depth in a
primary domain with breadth across adjacent areas, where rapid contextual understanding is often required.

The aversion to long answers further indicates that excessive detail may hinder, rather than help, efficient infornkatifon upta
this group

Pi-Shaped (The Integrator):Pi-shaped experts demonstrate a hybrid preference pattern, showing strong associations with both
code inclusion and contextual features such as references and.ifflaigesuggests that users with dual specializations may
seek answers that both demonstrate practical implementation and explain how solutions operate across multiple technic
domains.These findings support the view thatdPiaped expertise involves integrative probksiving rather than isolated
specialization.

Comb-Shaped (The Architect): Combshaped experts show the strongest preference for summarized answers and visual
content, along with a clear aversion to long, ddiaévy responsemages and references appear particularly valuable to this
group, likely because they facilitate hitgvel reasoning across multiple domains.

This pattern is consistent with expertise structures that emphasize coordination, abstraction, aréw®istelerstanding

rather than lowevel implementation details

Implications for Stack Overflow
These findings challenge the implicit assumption that answer quality is universal afiddependentinstead, they suggest
that usefulness is shaped by the expertise structure of the consumer.
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From a practical perspective, Stack Overflow and other CQA platforms could benefit from incorporating eapearise
personalization mechanismisor example, inferred expertise shapes could be usedramkeexisting answedsprioritizing
codecentric solutions for specialists and concise, visually supported explanations for {meewdthd users. Such
personalization could be implemented withaltering content creation practices, potentially improving efficiency and user
satisfaction.

Threats to Validity

This study is subject to several limitations that should be considered when interpreting the results.

First, the classification of expertise shapes relies on heuristic, repetaios e d pr oxi es, whi ch may no
true knowledge structure. Although sensitivity analysis indicates robustness to threshold variation, this remaingca const
validity threat. Future work could incorporate qualitative validation through surveys or interviews, or enrich expertisg mode
with additional behavioral signals.

Second, the analysis is restricted to the top 100 Stack Overflow tags, which may bias results toward mainstream technologi
and limit generalizability to niche or emerging domains. This constitutes a threat to external validity.

Third, we interpret upvotes and accepted answers as signals of preference, yet voting behavior on Stack Overflow is influenc
by multiple factors, including visibility, author reputation, and social dynamics. While separating-bpgete and accepted
anaver-based analyses mitigates this concern, preference inference remains an approximation rather than a direct measure
intent.

Finally, the observational nature of the study precludes causal concluSlmnseported associations should therefore be
interpreted as descriptive patterns rather than explanatory mechanisms.

6 - CONCLUSION AND FUTURE WORK

In this paper, we investigated the relationship between developer expertise stslyaged, Ishaped, Pshaped, and Comb
shaped) and their answer preferences on Stack Overflow. Using estalgeempirical dataset, we operationalized expertise
shapesttrough reputatiofbased heuristics and analyzed the preferences of over 48,000 users across 1.2 million answers.

The primary contribution of this study is empirical evidence that developer expertise is better understood as a stnaetpted co
rather than a single, uniform catego®ur results show thatdhaped specialists tend to prefer technically detailed ;cedigic
answers, whereas-§haped and Comshaped experts exhibit preferences for more summarized, conceptual, and visually
supported responses that include externalreefees. Pshaped experts demonstrate a hybrid preference profile, combining
elements of both specializatiamiented and breaditbriented information needhese f i ndi ngs indicat
knowledge structure is systematically associated with how they evaluate and select answers, rather than assuming a univel
notion of answer usefulness.

While the proposed expertishape classification relies on heuristic proxies, sensitivity analysis suggests that the observed
patterns are robust to reasonable threshold variations. Nonetheless, future work should explore richer and more flériple mode
approaches, such as interpretable machine learning techniques, to infer expertise structures using additional behavioral &
temporal signals beyond reputation alone.

An important direction for future research is qualitative validatBurveys or interviews with developers could help assess how
well the inferred expertise shapes align with -pelfceived knowledge structures and professional roles. Additionally, the
framework introduced in this study could be extended beyond answeatoalto examine whether developers with different
expertise shapes ask different types of questions or exhibit distinct prbileing behaviors.

Overall, this work highlights the importance of accounting for user heterogeneity in comiaséty questiaranswering
platforms. By recognizing differences in expertise structure, future systems can move toward more effective, persothalized, ar
contextaware knowledge support for software developers.

Appendix A. Logistic Regression Model Details

To improve the transparency and interpretability of the statistical analysis, this appendix reports detailed resudtgitic all
regression models used in the study. For each expertise shape, we report regression coefficients (B), odds ratis (OR), 9!
confidence intervals (Cl), and model diagnostics.

Odds ratios are provided to facilitate interpretation of effect sizes, indicating how the presence of a given answestibaracte
affects the likelihood that an answer is preferred by users with a specific expertise shape. Confidence intervalshquantify t
uncertainty associated with these estimates.

Model quality was evaluated using the Akaike Information Criterion (AIC) and the Area Under the Receiver Operating
Characteristic Curve (AUC). Across all models, AUC values ranged @@ to 0.7] indicating acceptable discriminative
performance for behavioral data. AIC values suggest adequate model fit without evidence of overfitting.

To assess multicollinearity among predictors, Variance Inflation Factors (VIF) were computed for all independent vdtiables. A
VIF values were belo.0, well under commonly accepted thresholds, indicating no multicollinearity concerns.

TablesAli A4 present the full regression results feshaped, Fshaped, Pishaped, and Combshapedusers, respectively.

Table Al. Logistic Regression Results for-Ehaped Experts

Predictor B OR | 95% CI (OR) @ p-value VIF

Long Answer 0.21 1.23 [1.04, 1.45] 0.021 1.32
Summarized Answe -0.15 0.86 [0.72, 1.03] 0.108  1.28
Includes Code 0.72  2.05 [1.78, 2.36] <001 141
Includes Image -0.04 0.96 [0.81, 1.14] 0.612 1.19

Includes Reference | 0.10  1.11 [0.94, 1.32] 0.207  1.22
Model diagnostics:
AIC =412,305 | AUC=0.71
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Table A2. Logistic Regression Results for lShaped Experts

Predictor B OR | 95% CI (OR) @ p-value VIF

Long Answer -0.18 0.84 [0.72,0.98] 0.032 1.36
Summarized Answe 0.24  1.27  [1.09, 1.48] 0.004 | 1.29
Includes Code 0.29 1.34 [1.15,1.57] 0.001 | 1.44

Includes Image 0.38  1.46 [1.28, 1.66] <001  1.33
Includes Reference | 0.41 | 1.51 [1.32,1.73] <001  1.38
Model diagnostics:

AIC = 398,742 | AUC =0.67

Table A3. Logistic Regression Results for Pehaped Experts

Predictor B OR | 95% CI (OR)  p-value VIF
Long Answer 0.10 1.11 [0.93,1.32] @ 0.261 | 1.27
Summarized Answe 0.05 1.05 [0.89, 1.24] 0.544 | 1.22
Includes Code 0.45 1.57 [1.32,1.87] <001 1.46

Includes Image 0.19 1.21 [1.01, 1.45] 0.038 1.31
Includes Reference  0.28 1.32  [1.12, 1.56] 0.002 | 1.35
Model diagnostics:
AIC =287,910 | AUC =0.65

Table A4. Logistic Regression Results for Con$haped Experts

Predictor B OR | 95% CI (OR) @ p-value VIF
Long Answer -0.22  0.80 [0.69, 0.93] 0.006 | 1.39
Summarized Answe 0.31 | 1.36 [1.18, 1.58] <001 1.26
Includes Code 0.18 1.20 [1.02,1.42] 0.029 141

Includes Image 0.44 | 1.55 [1.34,1.78] <001 1.34
Includes Reference  0.39 | 1.48 [1.28, 1.72] <001 1.37
Model diagnostics:

AIC = 361,088 | AUC =0.64
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ABSTRACT
SpectrumBased Fault Localization (SBFL) techniques are widely used and studied. These techniques are straightforward, low
cost, and fast in comparison to other fault localization techniques, such as MBasieth and LearninBased ones. However,
the acaracy of these techniques is always controversial. The main criticism of these techniques refers to the mere use of covera
and spectra information. Hence, this study seeks to improve SBFL techniques by enhancing their accuracy while maintainin
simplicity, aiming to make them applicable for regression faults. To achieve this, the first step involves integrating SBFL
techniques with two features: (1) Change and (2) Test Case Weight, which utilizes the same coverage and spectrum data i
novel way. Additimally, the study examines the impact of incorporating Data and Control Dependency into the formula for fault
localization accuracy. It also considers the suspiciousness scores generated by SBFL formulae as a feature.
Three SBFL techniquésTarantula Ochiai andJaccard are applied in this study both as a feature and as a baseline for result
comparison. The findings reveal that combining SBFL suspiciousness scores with Change and Test Case Weight significant
enhances performance by identifying at least 27% more f&tuheTop-3 ranking. Furthermore, integrating these features with
Data Dependency leads to even greater improvements, locating minimum 45% more faulioat3manking compared to
aforementioned SBFEormulae. Overall, this study emphasizes the limitations of existing SBFL formulae while highlighting
the advantages of augmenting SBFL with additional features and repurposing spectral information to achieve greater accura

in fault localization.
KEYWORDS

SpectrumBased Fault Localization, Spectra Information, Versionbagta Dependency, Control Dependency, Test Cases

11. INTRODUCTION

Regardless of the extent of effort invested in their development, software systems are often prone to faults and dsfects. A k
factor contributing to these issues is the inherent complexity of the software. This challenge has become increasicegly signif
with the advent and widespread adoption of complex and sophisticated systems [1]. Addressing software faults require
accurately pinpointing their locations as an essential preliminary step before initiating the repair procedures [2, 8}, Howev
fault localization is a notably challenging, labiotensive, and intricate process, accounting for approximately 54% of the time
and effort expended by software developers during the development lifecycle [4, 5, 6, 7].

Hence, automated software fault localization techniques have been developed to mitigate the challenges associated w
debugging by reducing costs and enhancing efficiency. Fault localization, a prominent area of research in softwareggngineerin
isdefinel as "identifying |l ocations in a programdéds source coO
other kinds of runtime errors) as a key step of debugging" [8]. These techniques streamline the fault localizatiompldiess, e
developers to focus their efforts more effectively on resolving faults and improving software quality [9]. Fault localization
methods have been categorized in diverse ways across various studies. For instance, [10] classifies them into four main typ
slice-based, spectrubhased, learningpased, and mutatiemased techniques. Similarly, [11] groups these methodologies into
statebased, slicdbased, statistical, machine learningsed, and spectrubrased categories. Another classification introduced

by [12] includes slicébased, moddbased, predicatbased, and spectrubased approaches.

Additionally, [13] organizes fault localization techniques into spectbased, mutatiohased, dynamic slicing, stack trace
analysis, prediction switching, information retriedased, and histotpased categories. Expanding upon these categorizations,

[2] incorporates spectruinased, slicingbased, statbased, statistical, machine learninased, modebased, and mutatien

based methods, among others. Furthermore, [14] delineates fault localization methodologies into three principal group:
spectrumbasedfault localization (SBFL), mutaticbased fault localization (MBFL), and fault localization techniques
leveraging machine learning (ML) and deep learning (DL). These varied classifications underscore the dynamic and evolvin
nature of fault localizationpgproaches, offering multiple perspectives on effectively addressing software faults.

Among the various fault localization techniques, SpectBased Fault Localization (SBFL) stands out as a widely adopted and
highly effective approach. This dynamic method leverages two key types of information: test case execution results and th
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program spectrum. Test case execution results are systematically recorded to determine whether each test has sutambeded or f
with failures indicating the presence of faults in the program. The program spectrum, on the other hand, provides detailed co
coverage information for each test case [2]. SBFL operates by analyzing the statements of the code executed during test ca
and assigning a suspiciousness score to each statement. These scores are determined based on the frequency of a statel
occurence in both successful and failed test executions.
Spectrumbased techniques are highly valued for their simplicity and efficiency, making them especiabyiteellifor large
scale and realorld software systems [11]. They are particularly effective in identifying faults in siagle programs,
showcaing strong performance in such scenarios [15]. Consequently, numerous studies have proposed various formulae a
methodologies based on SBFL, many of which have achieved significant recognition. Among these, approaches such :
Tarantula[16], [17], Jaccad [18], Ochiai, D-Star[19], Barinel, andOP2have emerged as some of the most widely used and
effective methods, highlighting their prominence in fault localization research.
While spectrurrbased techniques have earned widespread recognition for their simplicity and efficiency, they are subject tc
significant critiques. Many current SpectriBased Fault Localization (SBFL) methods fail to account for two crucial aspects:
(1) the varying contributions of failed test cases to identifying specific faults and (2) the collaborative interactions among
program elements that differently influence the success or failure of the test cases [6]. Overlooking these dimensibas limits
ability of SBFL methods to accurately pinpoint faults and grasp the nuanced behavior of the test cases. A further limitation lie
in the occurrence of ties, where multiple statements receive identical suspiciousness scores [20, 10, 4, 13, 2, 15mhis pro
stems from the presence of certain statements, such as conditional ones, in all test case executions, whether successfu
unsuccessful, making it difficult to discern between faulty andfaatty statements. Moreover, SBFL relies exclusively on the
testcase coverage and execution results [21, 22, 23, 24, 25], restricting its capacity to identify the root cause of jults [21
Il n summary, SBFL6s shortcomings include its relatively
[23], inefficiency in managing largscale software systems [24], and its weak performance in-faultienvironments [27, 28].
Furthermore, SBFL methods are unable to interpret the behavior of statements close to one another [29]. These limitatior
underscore the necessity for advanced fault localization techniques that effectively address these challenges while enhanci
accuracyand adaptability.
Consequently, this study aims to: (1) enhance SBFL techniques by incorporating additional information into the formula and (2
improve the accuracy of SBFL formulae for locating faults in different software versions. The proposed method, referred to a
ASBC™ , i ncorporates three primary features: the SBFL Forn
Score represents the suspiciousness score of a statement derived from the SBFL formula. Given the effectiveness and value
SBFL techniqus, this feature provides critical data for fault localization. The Test Case Weight, introduced in our previous
studies [30, 31], has been selected due to its simplicity, as it does not require a separate process for value etilggmn. It
test caseesults and coverage information for each statement, similar to SBFL techniques, while accounting for how statement
are covered during test case executions. In essence, the Test Case Weight differentiates statements based on the specific
cases thatover them.
Additionally, the Change feature is included to account for software modifications and assess the applicability of SBFL in
identifying regression faults. It is worth noting that these two features, Change and Test Case Weight, have been demonstrai
to beeffective in fault localization [30, 31]. Furthermore, dynamic data and control dependencies, suggested by prior researc
for fault localization, are incorporated in®BCT These additional features are evaluated to determine their potential for
enhancinghe accuracy of SBFL techniques.
In this method, the program is instrumented and executed against the test cases, simultaneously generating a coviemage matri
SBFL formula calculations. Following the SBFL routine, suspiciousness scores for the statements are computed after all te
cags are executed, providing the SBFL Formulads Score fo
Case Weight are calculated using the coverage matrix. Subsequently, the Test Case Weight values from all test case executi
are aggegated to obtain the final value of this feature for each statement. Finally, Change values are assigned to the statemer
with a value of 1 if the statement has been modified and zero otherwise.
These features were then utilized to formulate a new me8®a@ 1 for fault localization. To evaluate the formula, the extracted
feature values were substituted IIBBCTto determine the suspiciousness scores for individual statements. For assessment,
codes with at least three versions were selected fror@ade4Benchbenchmark dataset [32]. The results demonstrated that
SBCTsignificantly outperformed existing SBFL formulae in term&dAM metrics [33] androp-N accuracy, where N equals
1, 3,and 5.
This study highlights the critical role of Change values and demonstrates that SBFL can be improved effectively withou
requiring additional external data. To encapsulate the essence of this research, the study offers the following kégrontribut
A Introducing a Unified Feature Extraction Framework: Combining multiple featurésCoverage Matrix, Test Case
Weight, Change, and Dynamic Data Dependénicyo a cohesive and efficient framework for fault localization.
A Developing an Adaptable Fault Localization Formula:CreatingSBCTformula that not only enhances SBFL techniques
for regression faults but also adapts seamlessly to different program types and sizes.
A Minimizing Cost through Feature Efficiency: Demonstrating that effective fault localization can be achieved by utilizing
easily collectible and lowveost features (Test Case Weight and Change) without relying on external data sources.
A Empirical Validation on Real-World Programs: Offering robust evaluations on diverse raairld programs with varying
sizes and complexities, thereby establishing broad applicability and reliability.
A Revolutionizing Regression Fault Handling: Demonstrating the utility of Change in locating regression faults and
emphasizing its role in future fault localization advancements.
The structure of this paper is organized as follows: Section 2 presents an illustrative example to elucidate the carkthencept
proposed methodology. SectionirBroduces fundamental conceptsf the research. Section 4 offers an extensive review of
related literature. Section 5 provides a detailed explanation of the proposed approach. Section 6 describes the evaluati

86



June 2025, Volume 3, Issue 1

framework and experimental design. Section 7 reports the evaluation results. Finally, the concluding sections focus on an i
depth discussion of the results and outline the overarching conclusions drawn from the study.

12. MOTIVATIONAL EXAMPLE

This section provides an illustrative example to examine the limitations of SBFL techniques and demonstrate the advantages
SBCT SBFL is a widely utilized technique that relies exclusively on the spectral information of the code, calculating
suspiciousness scores based on statement coverage and test case results. However, this reliance on simple information
sometimes misleadh¢ fault localization process in specific scenarios.

To analyze SBFL performance, Table 1 presents a straightforward example involving 10 test cases, showcasing both the cover:
matrix and SBFL results. The three leftmost columns are dedicated to three commonly used SBFL&oFamalatila Ochiai,
andJaccard These columns detail the suspiciousness scores assigned to each statement. Based on these scores, statemen
sorted and ranked according to their likelihood of being faulty. The formulaEafantula Ochiai, andJaccardare defined

using specific notations to clarify their functionality and application within the context of SBFL:

Ner: Number of failed runs in which the statement is covered

Nu: Number of failed runs in which the statement is not covered

Ncp: Number of passed runs in which the statement is covered

Nup: Number of passed runs in which the statement is not covered

suspiciousness sc@f@antulay= (Ne#/(NerHNur)) / (N ( NertNug)) + (Nep/ (Nept Nup))) [16] (1)
suspiciousness sc@bghay= N Nedt Kur) . (Ner Nep) (18] (2)
suspiciousness sc@Rcard= Net' (Nert Nurt Nep) (18] (3)

Table2. Example ofSBFL formulae

Statements of Code Ncf  Nuf Ncp Nup Tarantula Ochiai Jaccard

num = int(input()) 6 0 4 0 0.5 0.301511 0.6

factorial = 0 //fault 6 0 4 0 0.5 0.301511 0.6

if num < 0: 6 0 4 0 0.5 0.301511 0.6
print("Sorry, factorial does not exist fc O 6 3 1 0 0 0

negative numbers")

elif num == 0: 6 0 1 3 0.8 0.353553 0.857143
print("The factorial of 0 is 1") 0 6 1 3 0 0 0

else: 6 0 0 4 1 0.377964 1
for i in range(1,num + 1): 6 0 0 4 1 0.377964 1

factorial = factorial*i 6 0 0 4 1 0.377964 1

print("The factorial of', num, "is", factorial) 6 0 0 4 1 0.377964 1

As shown in Table 1, these formulae struggle to effectively differentiate between statements, often assigning identica
suspiciousness scores to multiple statements. This limitation compromises the accuracy of fault localization, as the fault
statement bmmes indistinguishable from two other statements with identical scores. Notably, in all three formulae, the faulty
statement is consistently ranked as the 7th most suspicious, yieldaXpdnscore of 70%.
Following this analysis, Table 2 introduc8BCT utilizing the same code and test cases as Table 1 for direct comparison. To
enhance clarity and facilitate better comprehension, Table 2 employs the following notations for improved readability.
D1: Data dependencyé
D2: Data dependency%e
CH: Change
TCW: Test Case Weight

Table3. Example ofSBCT

Statements of Code Jaccard Score D1 D2 CH TCW SBCTscore
num = int(input()) 0.6 20 0 0 5 -2.6338
factorial =0 //fault 0.6 5 0 1 5 -1.2358
if num <0: 0.6 0 5 0 5 -2.7928
print("Sorry, factorial does not exist fc 0 0 0 0 0 -2.785
negative numbers")
elif num == 0: 0.857143 0 5 0 5 -2.9144
print("The factorial of 0 is 1) 0 0 0 0 0 -2.785
else: 1 0 0 0 5 -2.983
for i in range(1,num+1): 1 10 10 1 5 -1.383
factorial = factorial*i 1 9 14 0 5 -2.9082
print("The factorial of", num, "is", factorial) 1 0 10 0 5 -2.981

Table 2 highlights two critical differences when compared to Table 1. First, the suspiciousness scores across statements sh
apparent variation, underscoring the effectiveness of the proposed features in distinguishing between different statemen
Second the "PM Score" column demonstrates the superior performan8801, enabling more efficient fault localization

compared to SBFL techniques. Notably, based on the "SBCT Score," the faulty statement is accurately identified as the mc
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suspicious one, with the highest score assigned. In the subsequent sections, a comprehensive ex@&Giofoahula and
the methodology utilized for computing suspiciousness scores is provided to detail the process and validate its effectiveness

13. BACKGROUND

3.1 FAULT LOCALIZATION

In order to improve software quality, it is essential to identify faults by software testing and locate them for repairlf3].
localization is a process for identifying the location of the fault, which begins after software testing and followiilgréheffa

the test execution result [2]. This process identifies specific elements of the program that are responsible for thiapliogram
[5]. Given the importance of fault localization, numerous studies have been conducted in this field; and eahagdiffétent
classification of existing techniques. According to [28], there are three categories of fault localization techniquesrewhich
tracebased debugging, delta debugging, and covebaged fault localization. Another research has presentitfeaent
classification. According to [10], there are four categories of techniques for fault localization, includingtslisatyy spectrum

based, learningpased, and mutatielmased. Another classification is provided in [12] for fault localizationrtiegles, which are
slicing-based, moddbased, predicatbased, and spectrubased. Furthermore, in another classification by [13], fault
localization techniques are divided into spectioased, mutatioibased, dynamic slicingased, stack trace analysisggiction
switching, information retrievabased, and histofgased. In addition, the classification provided by [2] considers fault
localization techniques to include spectrbased, slicinghased, statbased, statistiebased, machine learnifzased, mdel

based, mutatioiased, etc. All in all, the presented categories show that fault localization approaches are mainly categorizet
into three groups: mutatieased, spectruhased, and learnirigased approaches. Moreover, with recent advances in attifici
intelligence and neural networks, learningsed approaches have accounted for the majority of recent research.

3.2 SPECTRUM-BASED FAULT LOCALIZATION

Spectrumbased fault localization (SBFL) is one of the most widely used and popular techniques in the field of fault localization.
Spectrumbased fault localization is a dynamic technique that operates on two types of information: test executiondesults an
program spectrum. In this method, test execution information, including its execution result, is stored. The test eesdtition r
can be successful or unsuccessful. Failure of the test indicates the presence of a fault in the program. The pragmam spectr
refers to the code coverage information by each test case [10].

In detall, it can be said that in spectrlnased techniques, an instrumented version of the faulty program is executed using a test
suite. Then, for each execution, a coverage matrix is generated to record the coverage of the code by the test ¢ast and the
case result. According to this matrix, it is determined how many code sections (statements/branches/functions) weme present
faulty executions and vice versa. Subsequently, a SBFL formula is used to calculate the suspiciousness score fonéach sectio
the matrix, and rank the program entities [11]. The rule is that the more a given code entity is present in failed exsdutions
fewer successful executions, the more likely it is to be faulty [13]. Many studies consider speatedntechniques toe
lightweight and simple, which makes them more applicable to large and@ddlapplications [11].

3.3 MUTATION -BASED FAULT LOCALIZATION

In the mutatiorbased techniques, syntactic changes are made to the program under test, and then different versions of tl
program are generated that include unrealistic faults. These versions are then run with the existing tests [2]bhhgdtianit
localization extends the code coverage information by changing the statements with the changed versions of the prdgram, calll
mutants, and then collects the new coverage information obtained by running the mutants and calculates the suspicieusness s
of the statements [13]. In the mutatibased technique, the faulty program is changed regularly anuch rgith the help of the
existing tests with each change. Suppose that statement S is changed. If a larger number of test cases succeed as a resl
changing S, it can be concluded that S was faulty. This technique is superior in accuracy to spestdiocalization [2]. It

also operates finggrained than spectrumased techniques. In other words, it measures the effect of each statement in the code
[22]. In addition, this method is very efficient in simulating the behavior of real faults [2].

3.4 LEARNING-BASED FAULT LOCALIZATION

With the development of neural networks and their widespread use, machine learning and deep learning were also used in fa
localization. In this method, the learning network extracts several features from the code and performs fault locadiedtion ba
on those features. The use of machine learning in cost and-batesl techniques has shown high effectiveness. Also,
experiments show that deep learning methods perform more effectively than information retrieval methods [20]. Despite the fas
that learningnethods are more effective than other techniques, the efficiency of these models decreases with increasing progra
size [29], and the accuracy of learning networks is still controversial [20]. Moreover, another criticism of this mathodesit

for a huge data set for learning to get high accuracy and precision.

14. RELATED WORKS

This section examines research efforts aimed at improving spebased fault localization (SBFL) techniques. Various studies
have proposed methodologies, features, and frameworks to address the limitations of SBFL, such as accuracy, efficiency, a
adaptability, ensuring better fault localization outcomes.

Thus,EXCEPTis a technique developed to improve the accuracy of spedtased fault localization. Unlike SBFL, which

relies on the relationship between executed statements and faileBX&SER Tfocuses on the semantics of failures, particularly
those caused by exceptions, and identifies both the faults and their locations based on the meaning of the exception and
underlying cause. The technique takes as input a faulty program, a tesilédatidn an uncaught exception, and a ranked list

of suspicious statements generated by SBFL. Upon execution of the program and detection of &féliEE Texpands the

list of suspicious statements by adding newly identified candidates for repair and then integrates these additionsistitigthe e
SBFL-ranked list. This process aims to enhance the accuracy and effectiveness of fault localization [34].

Additionally, an automated framework was developed using a diesesd genetic algorithm to address the challenge of-multi
fault localization. This approach builds upon the foundation of spedbtasad techniques. In this framework, program
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statements serve as chromosomes, while their corresponding suspiciousness scores represent the genes. The genstic algoritl
then applied, employing uniform crossover for recombination and utilizing the logistic mapping function to introduce chaos
orderinto the process. THe-Starmethod is leveraged to compute the suspiciousness scores for each program statement, guidin
the localization of faults effectively [28].

Moreover, a hybrid fault localization approach combines speebased, mutatiobased, and neural netweblased techniques.
Mutants are generated by modifying a correct program's operators and operands. Spectra and test execution resultsefrom both
faulty program and mutants are processed through two modules: one spbatethand the other neural netwbesed. These

results are analyzed for similarity scores usingRhekBoosélgorithm, which merges scores from various methods to compute
final susjiciousness values. Statements linked to multiple mutants are assigned the highest similarity scores, improving fau
localization accuracy [35].

Similarly, ABFL is a fault localization approach that leverages a combination of features and ranking models for enhancec
accuracy. I't begins by extracting 32 features from & he
involves tokenizing prgram statements, enabling the encoder to generateléirgth representations for each statement, thus
capturing features from the source code. Additionally, 14 types of suspiciousness scores are calculated usingpagpettrum
techniqueswhich are then incorporated as an extra feature. All extracted features are subsequently integrated into rankin
learning algorithms to construct a ranking model. This model is utilized to rank program statements, effectively pinpointing
faulty ones. By ombining spectrunibased insights with static code features, ABFL achieves an accurate fault localization [36].
Similar to the previous two, [13] merges spectibased and mutatiebased methods to enhance fault localization accuracy.
Initially, the faulty program is assessed using spectpased techniques, which rank potentially faulty statements by their
suspiciasness scores. Following this, a mutant program is generated and executed, andrdrkimniglstatements from the
spectrumbased evaluations are-eeamined and reanked based on their mutation scores, refining the localization process
further. Correspadingly, [37] combines spectrutvased localization with fault influence propagation analysis for enhanced fault
detection. A dynamic instrumented execution tracker is developed to collect test coverage data and method call relationshi
concurrently. Usingomplex network theory, a fault influence network is constructed by abstracting the network topology from
these method call relationships, with node weights determined through raw fault localization.

Besides, another research suggested a predicate switching technique, a lightweight-bagatorechnique, to refine fault
localization by augmenting spectridmased methods. Initially, the spectrlrased routine is executed to obtain coverage
informationand a ranking list of suspicious statements. Statements with high suspiciousness scores are then selected for mutati
For each mutated statement: a) If the mutation alters the test case result, all statements likely to affect the \safileteofehi

are marked as suspicious for the failed test case execution. b) If the mutation does not change the test case radslt, statem
solely influencing the values of the mutated statement are identified as less suspicious for the successful test case executi
Finally, these findings are integrated with the specthased formula results, enabling a refinedamking of statements to
improve fault localization accuracy [22].

Furthermore, [38] explores a novel source of information for fault localization by integrating data flow analysis into the
calculation of the suspiciousness scores. The method calculates the suspiciousness of program statements througimthe exect
of dat flow components. An evolutionary algorithm is then employed to optimize the weights derived from various fault sources,
including data flow, control flow, and combination flow. Unlike traditional covetaagged approaches that focus on control
flow, this method utilizes data flow andefuserelations to enhance fault localization accuracy. A genetic algorithm further
refines the process by searching for optimal weights within the linear combination of suspiciousness values, ensuring a mo
accurate fault localization.

Additionally, [23] explores how program structure influences the effectiveness of spdiaat fault localization techniques.

To address the structure bias in suspiciousness calculations, a stavecaneemethod is proposed that incorporates debug
histary. The approach involves running test cases across all program versions and recording their execution traces. For ea
version, the suspiciousness scores of the basic blocks are calculated using an SBFL method. To refine the resultg, the aver
suspiciosness of each block across different versions is computed and subtracted from the suspiciousness of the same block
the current version. This adjustment aims to reduce structural bias and improve the accuracy of fault localization.

Similarly, a fault localization in continuous integration is achieved througlttgai spectrumbased technique by [39]. The
process begins by collecting daily test results, focusing on failed tests. In cases of multiple test runs, only the iatest ru
considered. Coverage data and the spectrased method are then employed to perforuit facalization for each daily test,

with weekly coverage information serving as the reference. Suspiciousness scores for statements are calculated and aggreg
using a max aggregation scheme, which scales the scores from the statement level to the component and file levels. Within tf
scheme, the highest suspiciousness score among a filebds
Another historybased research identifies the Bagucing commits for each test that uncovered a bug, and pinpoints the first
commit where the failure occurred [4]. For every suspicious code entity, a historical spectrum is created within these bug
inducing commits, mapping the evolution of the suspicious code elements from the faulty version to the present. At this stage
history slicing is applied to refine the analysis. Suspiciousness scores for code entities are then calculated usinglzaseectr
method applied to the historical spectrum. Entities that have undergone numerous changéesdindingycommits but minimal
changes in healthy commits are deemed more likely to be the source of the bug.

To enhance the accuracy of spectroased fault localization, a customized metric is designed and tailored to the program's
specific nature and runtime characteristics by [11]. Multiple faulty and mutated versions are generated for each program ar
testedusing relevant data. The effectiveness of each version is evaluated using existing ranking metrics. From this evaluation,
selection of the begierforming metrics is made, which are then combined to create a new, optimized metric for improved fault
localization.

Moreover,ProFL is a dynamic fault localization approach that refines fault prioritization by incorporating patch generation data
from the PraPRtool. Capable of handling diverse bug typEspFL begins with a faulty program and a failure test suite as
inputs. Suspiciousness scores are initially calculated using spelstisgd techniques lik®chiai at the statement level, and
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scores are aggregated for each program element. A matrix of patches and their corresponding test execution results is tt
generated. Based on this matrix, program elements asnked by combining their suspiciousness scores with information
from patchgroups, enhancing the accuracy and efficiency of the fault localization [40].

To address spectrutvased incapability in muHfiault scenarios, an enhanced specthased fault localization method named
FLITSRis designed to improve performance in these scenarios. The technique uses an iterative process that incorporates t
case reduction (TCR) to identify faults efficiently. Initially, the test suite is executed to locate a single fault, iafteF@R is

applied to exclude test cases heavily influenced by the coverage of the located fault. This refinement directs subsaguent test
toward uncovering new faults [15]. Besides, a research evaluates seven fault localization techniques across four mathodologi
families: spectrunrbased, mutatioiased, predicate switching, and stack tradiaged approaches, focusing on real Python
programs withFauxPyas the analysis tool. Spectrdmased methods, includintarantula D-Star, andOchiai, outperformed

others in terms of effectiveness, while mutatmased approaches likdetallaxisand Museranked second. The study also
examined combimig these techniques in two ways, finding enhanced effectiveness with minimal impact on execution time. This
work offers insights into the relative strengths of various approaches irsleatgefault localization tasks [8].

Similarly, [41] evaluates the effectiveness of specthased fault localization formulae across real Python projects, focusing on
Tarantulg Barinel, Ochiai, Op, andD-Star. The formula's performance was compared within Python projects, as well as across
Java and C projects. Results indicate consistent performance across fault types, except for faults caused by delstjon. Notal
older formulae likeTarantulg Ochiai, andBarinel outperform newer ones. Interestingly, whilarantula excels in Python
projects, theOp formula proves more effective in Java, emphasizing the robustness of traditional methods and uncovering
languagespecific performance differences.

Additionally, [6] employs spectrurbased fault localization as a classification model to predict test case outcomes (pass/fail)
based on spectral information from their execution. EXplainable Artificial Intelligence (XAl) techniques are integrated to
examne the localized significance of code segments in influencing these results. XAl analysis on failed test cases identifies th
statements with the highest impact on test failures. The methodology dynamically learns how failed test cases cohtibute to t
suspiciousness of various code segments, connecting test execution results with the implicated code parts to enhance fa
localization accuracy.

In summary, the reviewed research highlights that analyzing program structure and its evolution history plays a ciitical role
improving the accuracy of SBFL technigues. This insight emphasizes the need to integrate structural and historical dimensiol
into these methods to achieve more effective debugging practices in software engineering. The study also points out a notal
gap in the literature: limited focus on program evolution and the role of test cases in SBFL. Identifying research thed exami
how test cases contribute to localization effectiveness remains a significant challenge. To address this, the proposed stu
introduces a novel approach that combines SBFL with program evolution, structural characteristics, and the test suite, aiming
enhance spectrunbased fault localization techniques.

PROPOSED APPROACH
This section review$SBCTand its research context, highlighting its aim to enhance the accuracy of speatedhfault
localization techniques by addressing challenges stemming from software evolution. The approach adapts SBFL methods |
considering changes introduced duringdteve development. It also utilizes test cases and dependencies to ensure precise
localization of faulty components in evolving systems.
Building on the validation of individual feature effectiveness in prior rese@BIGTtakes a novel step by innovatively
combining features. This approach is designed to identify the most impactful features while ensuring maximum accuracy witl
the smallest possible set of features, advancing the research objective effectively. Thetuechdtet methodology are
illustrated in Fig. 1, with key inputs including:

1 Program p: Along with its preceding version, to examine evolutionary changes.

9 Test Suite:Incorporating both successful and failed test cases.

1 Code Change LocationsPinpointing the sections of the code altered during evolution.
Initially, the program under evaluation, referred to as p, is executed using its corresponding test suite. During this proces
essential data points, such as the coverage matrix and test case outcomes, are collected. These values are aggrhegated for
program statement to derive the "Test Case Weight" feature. Simultaneously, suspiciousness scores for statementsdare calcul:
using the SBFL formulae, forming the "SBFL score." Additionally, information about changes in program statements comparec
to its prior version is systematically recorded as the "Change" feature. These features are then input into the proposed formu
which computes a suspiciousness score for each statement. Subsequently, the statements are ranked based on these s
Consideringthese scores, statements with higher values are a more substantial likelihood of containing faults. This structure
process ensures precise localization of the potentially faulty statements. The proposed method also integrates dyrdamic cont
and data depelencies into its framework, complementing the previously discussed features. This addition aims to assess ho
these dependencies influertbe fault localization process, enhancing the overall accuracy and depth of the analysis.

90



June 2025, Volume 3, Issue 1

A version of program p Test Cases

Phase 1

© Preprocessing

& Instrument
> |28 current version of the program

(7\ Execute
—> .
i} the program using test cases

— [

{...} Create
—’ XX .
sss| coverage matrix

Get the values
of coverage for each statement

'\:; Record
B test case results for eac

!

- Draw
— /“ data and control dependenc
graphs for theorogram.

——— — ——— ——

Convert

the graph into table format, an
get data and control dependen:
values for each statement.

;
>

Output of Phasel

Location of change(s) in program p

uollNdaXs ased

1sal

104

yoes

The Previous version
of the program p

®

L /
Output of Phase 1

Phase2

Calculating feature values

For each statemenY

7 Calculate the suspiciousness score of
statements using the SBFL formulae

1 Aggregate all test case results for each
statemer

1 Aggregate the dependency values of all
test case executions

Add values for "change" based on the previc
version of the current program

Output of Phase2

Phase3

Using the proposed formula
to locate the fault

Put the calculated values for each feature in
proposed formula, get the suspiciousness sc
for each statement, and locate the fault.

Fig. 1 Architecture and Methodology &BCT

result is captured

for

t he

fiiTest

Case Weighto

nb
t cas

feat ur e.

statement. As each test case is executed, values in the "Test Case Weight" column are assigned to each statement based

coverage and test case results. These values are defined as follows:

- If a statement is covered by the test case and the result indicates the test case has passed, the corresponding matrix ce

updated with a value of.

- If a statement is covered and the test case result has failed, the matrix cell is assigned a value of 1.
- If a statement is not covered by the test case, the respective matrix cell is marked with 0.

This process ensures that each statement's test case execution and coverage status are systematically recordedyeznabling fi
analysis in the fault localization method. This comprehensive data serves as the foundation for subsequent analytsal proces

in SBCT

After executing al/l

t est
example, statement &as executed by 5 test cases. The first and second test cases did not,cvéneSrelated values were
0. The third and fourth test cases coveredrf8l their result werBass so the related values wetk The fifth test case covered

the recorded values
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SianditsresultwaBail, so its related value was 1. Overall, accordi
Sis-1(0+0+¢1)+ (1) +1=-1)

To expand the experiment, both dynamic data and control dependencies are collected and added to the aforementioned covel
matrix. To incorporate dependencies into the coverage matrix, they are first represented numerically and formatted as tab
entries.Each dependency is divided into two compon@&ritsi n 0 a & msulfing im four additional columns in the matrix:

Data Dependencydéf), Data Dependency$g, Control Dependencydpm), and Control Dependencygdmed. To briefly
introduce these featureBata Dependencydéf) refers to a value defined within the statement that is subsequently utilized by
other statements. Data Dependenage( applies when the statement uses a value previously defined elsewhere. Control
Dependency dom) indicates that the statement exerts dominance over other statements in terms of control flow. Control
Dependencydomed refers to the statement being dominated by another statement that governs its execution.

Using these definitions, the matrix values are incremented systematically. If a statement defines a value that is theer used,
corresponding celdefof i nhDahe Bependensyi ocremented by 1.

val ue, its related uedl i 9f siiMiat ar IDepepdanedg. doMedg,arvdh enry
statement dominates others, its associated cell in Ithe
Dependeng(domed 6, i f another statement controls its execution,

structured approach captures the intricate relationships between statements. It also ensures that dependencies are accur
represented anidtegrated into the fault localization process.

The output of this phase is a table consisting of coverage information, location of modifications, test case results, anc
subsequently, dynamic data and control dependencies presented as distinct columns.

5.2 Phase 2: Calculating feature values

In this phase, the matrix generated during Phase 1 undergoes detailed processing. The primary objective is to achieve
comprehensive understanding of the behavior of each program statement against test cases. The aggregated data pgsovides ins
into patterns ashinteractions within the matrix. To this end, a new table is generated to construct the dataset for fault localization.
This table contains only features and their final values for applying the formula.

To initialize the ASBFL scoreo feature, the suspiciibusne
is placed in the corresponding cell in the table. Subsequently, an additional feature, referred to as "Change," ishicboporat

the matrix to track whether each statement has been modified compared to its previous version. For programs in version 2
beyond, a statement modified in the current version is assigned a "Change" value of 1. Conversely, statements that rems
unchanged are assigned a value of 0. For the first version of the program, all entries in the "Change" column are automatical
set to 0, as no prior versions exist for comparison.

Regarding the nATest Case Weighto, the values accumul at
statement in the code. AfTest Case Weighto helps to achi
applied to de&a and control dependencies. By integrating both historical and behavioral data, this approach offers a holistic
perspective fofault localization.

Table 3 illustrates the outcomes derived from this phase, showcasing the aggregated feature values for each program statem
In this example, th&arantulaformula is used for fault localization; however, other SBFL formulae can be used as alternatives.
Additionally, the main approach focuses on the ASBFL sco
later to examine their effectiveas alongside other features.

Table4. Output of Phase 2
Statements Tarantula Sumofdata Sumofdata Sum of control Sum of control Change  TestCase

scores dependency  dependency dependency dependency Weight
(def) (use) (dom) (domed)
1 0.5 22 0 0 0 0 -8
2 0.5 22 22 0 0 0 -8
3 0.5 22 22 0 0 0 -8
4 0.5 32 0 0 0 0 -8
5 0.5 22 32 66 0 1 -8
6 0.5 85 31 0 22 0 -8
7 0.5 0 22 12 22 0 -8
8 0.666666667 0 0 0 12 0 0
9 0.5 0 22 22 22 0 -8

5.3 Phase 3Jsing the proposed formula to locate the fault

In the third phase, the extracted and compiled features from earlier stages are utilized. This phase involves applging speci
formulae proposed in this research (E€.2). The formulae are used to determine a suspiciousness score for each statement in
the program. Equation 4 relates to the fundamental idea of the research, using the scofesrahthiaformula as a feature.
Equations 5 and 6 pertain to the same experiment, incorporating data dependency and data and control dependencies.
following three equations present the same formulae applieddwitiei, and the subsequent three are dedicatdddoard As

with all statisticaland spectruabased techniques, a higher suspiciousness score indicates a stronger likelihood that a statemer
contains a fault. To improve clarity, the same abbreviations introduced in the motivational example are reused within thes
formulae.
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Suspiciousness score of SiTarantula Score*(1.88) + CH*1.938+ TCW*0.03 3.827 4)
Suspiciousness score of Sn =
Tarantula Score*(1.351) + D1*0.00004+ D2*0.007 + CH*1.509+ TCW*0.0@4637 (5)
Suspiciousness score of Sn =
Tarantula Score*(1.743) + D1*0.001+ D2*0.01+ C14{.002) + C2*¢0.009) + CH*1.632+ TCW*0.036 3.533 (6)
Suspiciousness score of Stoshiai Score*(2.512) + CH*1.824+ TCW*0.009..368 @)
Suspiciousness score of Sn =
Ochiai Score*(0.432) + D1*0.0001) + D2*0.007 + CH*1.551+ TCW*0.03&.203 (8)
Suspiciousness score of Sn =
Ochiai Score*(1.168) + D1*0.0009+ D2*0.009+ C14{.003) + C2*¢0.01) + CH*1.728+ TCW*0.026 3.611 9)
Suspiciousness score of Sdaccard Score*(0.952) + CH*1.899+ TCW*0.023.301 (10)
Suspiciousness score of Sn =
Jaccard Score*(0.637) + D1*0.002 + D2*0.015 + CH*2.153+ TCW*0.044744 (12)
Suspiciousness score of Sn =
Jaccard Score*(0.628) + D1*0.001+ D2*0.009+ C%§.002) + C2*¢0.008) + CH*1.729+ TCW*0.035 3.297 (12)

Using the specified formulae, suspiciousness scores are calculated for all program statements. These scores fornr the basis
ranking, with statements assigned higher scores being considered more likely to contain faults. Therefore, they agh@taced hi
in the ranking.

It is worth mentioning that the correlation coefficients of each feature in these formulae are obtained by applying logistic
regression on the train set using Python libraries. To obtain the most appropriate correlation coefficients, differagt sampli
methods were tested, which are also detailed in Tables 4 to 12.

16. EXPERIMENTAL DESIGN
This section describes the procedure followed in the experiment, detailing the setup for both experimentation and asaluation,
well as the methods employed for data collection.

6.1 Experimental setup

To generate the aforementioned formulae, data were gathered from 14 programs, each containing over three faulty wersions. T
dataset included 61 source codes and 116 faults, to which Phases 1 and 2 of the proposed method were applied. An additic
featue, termed "result,” was incorporated into the Phase 2 output table. This feature specified whether a statement was faulty
nonfaulty. Specifically, the "result” column assigned a value of 1 for faulty statements and O-fauhgrones.

The primary objective of this task was to distinguish faulty statements froffantiy ones, framing it as a binary classification
problem. To achieve this, logistic regression was chosen to generate the formulae, as the primary objective of this tormulae
classify code statements into two categories: faulty andadty. We added a column titled "result". It acted as the dependent
(categorical) wvariabl e, and all ot her features <ependetd a
variable includednly two possible valuésO for nonfaulty and 1 for fault$ there was an evident imbalance. Nanlty
statements significantly outnumbered faulty ones, as is typical in most programs, where the majority of the cefdalty.non

To address the imbalance and enhance model performance, both oversampling and undersampling methods were tested.
oversampling, theRandomOverSampleand SMOTE techniques were utilized, whil&EditedNearestNeighbourg&nd
RandomUnderSamplevere applied for undersampling. These methods were explored to determine the most effective solution
for the dataset. Once balanced, logistic regression was applied, generating a model that provided correlation coeffagbnts fo
independent variable.hEse coefficiats formed the foundation for constructing the final formulae. This experiment aimed to
address specific research questions regarding the method and its efficacy:

Q1: Whatis the role of code modifications in SBFL fault localization techniques?

Q2: Is SBFL a sufficient formula or a supplementary feature for fault localization in evolutionary software?

Q3: Which features work best together to achieve the highest accuracy at locating faults?

In summary, these questions comprehensively capture the essential capab#iB€sTdh other words, they demonstrate how
SBCT utilizes SBFL techniques alongside historical code modifications, test case weighting mechanisms, and aggregate
features. By integrating these eleme®BCTsignificantly enhances the accuracy of fault localization, particularly in single
fault scenarios. It also ensures a more targeted and efficient approach to locating faults.

6.2 Data collection

The study utilized programs and test cases sourced fro@atie4Benchbenchmark, specifically focusing on Java programs
written in Java 6. Java was chosen for its extensive availability of source code and corresponding test cases. However, t
proposed methodology is designed to be langaggmstic, ensuring applicabilipcross various programming languages. The
Code4Benchdataset offers authentic code samples with real faults collected @odeforces featuring concise and
straightforward examples. Tée smaller programs intensify challenges like "tie" issues, making them an ideal testing ground
for demonstrating the efficacy &BCT Only programs with at least three versions were included in the research, with an
emphasis on those containing faults that led to incorrect test results. This focus was deliberate, as faults produgirsg errone
outputs are often more challenging to deteampared to those causing program crashes. Additionally, the dataset includes
programs with both single and multiple fgu It provides a comprehensive environment for evaluation. Regarding test cases,
only valid test cases were employed in the experiment, encompassing both passing and failing scenarios to ensure robust
meaningful analysis. It is worth mentioning tlia train set and test set are two distinct files containing individual programs.

6.3 Evaluation
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The effectiveness ddBCTwas evaluated using two wadktablished metriciEXAM score andrOP-N accuracy. Th&EXAM
score measures the proportion of the code that must be inspected to locate a faulEXAMecores signify higher accuracy

in fault localization, as fewer code sections require examinali@P-N accuracy assesses the method's effectiveness in
identifying faults within the top N positions of a ranked list. For this study, the focus wa@®mh Top-3, and Top-5,
representing whether the fault was detected at the 1st, third, or fifth rank, respectively.

17. EXPERIMENTAL RESULTS

This sectiorexplores the analysis of the experimental data to address the research questions. A key part of the evaluation focus
on the correlation coefficient values obtained from applying various undersampling and oversampling algorithms. These value
are criticalfor assessing the effect and efficiency of each feature under examination. To address the research questions, the res
of all experiments, along with their analysis, are first presented. Subsequently, the questions are answered dssezbalish
Tables 4, 5, and 6 provide a comprehensive ranking of the algorithms based on their respective correlation coefficients. The
highlight the importance and role of each feature in fault localization using the three main features. These rankirgs serve
valuable indicators of the relative effectiveness of each feature within the experiment's context. Additionally, the ahbreviatio
used in the tables are outlined to enhance understanding and clarity of the results presented.

EN: EditedNearestNeighbours

RU: Random UnderSampler

RO: RandonOverSampler

Table5. Logistic Regression Correlation Coefficients for the first experiment VatlantulaScore

EN RU RO SMOTE

Tarantula Score 1.889 1.852 3.255 3.418
Change 1.938 1.165 1.644 1.863

Test case Weigh 0.03 0.031 0.031 0.034

Table 5. Logistic Regression Correlation Coefficients for the first experiment withOchiai Score

EN RU RO SMOTE
Ochiai Score 1.473 1.603 2.512 2.838
Change 1.886 1.898 1.824 2.03
Test case Weight 0.017 0.018 0.005 0.001

Table 6. Logistic Regression Correlation Coefficients for the first experiment withJaccardScore

EN RU RO SMOTE
Jaccard Score 0.952 1.348 2.2 2.423
Change 1.899 1.918 1.852 2.039
Test case Weight 0.025 0.015 0.01 0.007

As shown in Tables 4, 5, and 6, the "SBFL score" and "Change" are both practical and significant features for fauttiocalizat
"Change" is the most i mportant feature for fault | ocali z
asthe second most important. Nonetheless, both features exhibit a similar effect on fault localization. However, "Test Cas
Weight" demonstrates the least importance and the lowest correlation with the faultiness of statements.

Based on our prior studi¢30, 31] "Test Case Weight" proves to be a valuable feature for fault localization in the absence of
SBFL, as it provides a similar perspective. Therefore,
"Test Case Weight" in this combinatiofo further examine these claims, Tables 7, 8, and 9 offer a detailed ranking of the
algorithms, incorporating data dependency in addition to the previously evaluated features.

Table 7. Logistic Regression Correlation Coefficients for the second experiment wiffiarantula Score

EN RU RO SMOTE

Tarantula Score 1.351 2.121 3.06 3.289

Data dependencylé) 0.00004 0.007 0.003 0.003
Data dependency$e 0.007 0.012 0.013 0.014
Change 1.509 1.655 1.736 1.916

Test case Weigh 0.004 0.016 0.037 0.035

Table 8 Logistic Regression Correlation Coefficients for the second experiment witBchiai Score

EN RU RO SMOTE
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Ochiai Score 0.432 1.747 211 1.985

Data dependencyléf) -0.0001 0.0004 0.002 0.001
Data dependency$g 0.007 0.013 0.011 0.012
Change 1.551 1.603 1.918 2.121

Test case Weigh 0.038 0.01 0.017 0.021

Table 9. Logistic Regression Correlation Coefficients for the second experiment wifaccardScore

EN RU RO SMOTE
Jaccard Score 0-473 1.052 0.955 0.637
Data dependency (def 0.0002 0.003 0.004 0.002
Data dependency (ust¢ 0.008 0.009 0.013 0.015
Change 1.518 1.25 1.793 2.153
Test case Weigh 0.055 0.04 0.038 0.044
Tables 7, 8, and 9 confirm the earlier cl ai m. As eviden

locating faulty statements, with "Test Case Weight" ranked as the third most important feature. This indicates thaitdie basic
involving three features in the first experiment comprises the most critical elements for fault localization.

Regarding data dependencies, "Data Dependarms®’ (is significantly more impactful than "Data Dependendgf(" This
distinction arises from how faults manifest during program execution. Even if a value is improperly defined within atstatemen
its impact remains dormant until the value is utilized. Thus, faults only become observable when the programaatteenybts t
incorrect value, making "Data Dependenagd" more critical for fault identification and localization. This assertion aligns with
thefindings of[30]. The following three tables focus on the third experiment, which incorporates control dependency alongside
all features from the second experiment.

Table 10. Logistic Regression Correlation Coefficients for the third experiment witiiarantula Score

EN RU RO SMOTE

Tarantula Score 1.743 1.961 3.12 3.382

Data dependency (det 0.001 0.005 0.003 0.005

Data dependency (us¢ 0.01 0.026 0.019 0.021
Control dependency (dorr -0.002 -0.012 -0.009 -0.018
Control dependency (domec -0.009 0.023 -0.013 0.005
Change 1.632 0.955 1.732 2.098

Test case Weigh 0.036 0.041 0.039 0.042

Table 11 Logistic Regression Correlation Coefficients for the third experiment withOchiai Score

EN RU RO SMOTE

Ochiai Score 1.168 1.306 221 2.088

Data dependency (det 0.0009 0.008 0.004 0.003

Data dependency (us¢ 0.009 0.029 0.017 0.017
Control dependency (dorr -0.003 -0.012 -0.009 -0.014
Control dependency (domec -0.01 0.028 -0.017 -0.017
Change 1.728 1.606 2.003 2.321

Test case Weigh 0.026 0.044 0.018 0.022
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Table 12.Logistic Regression Correlation Coefficients for the third experiment withJaccardScore

EN RU RO SMOTE

Jaccard Score 0.628 0.797 1.155 0.889

Data dependency (det 0.001 0.002 0.003 0.003

Data dependency (use 0.009 0.026 0.019 0.214
Control dependency (domr -0.002 -0.012 -0.01 -0.013
Control dependency (domec -0.008 0.028 -0.013 -0.013
Change 1.729 1.757 1.829 2.299

Test case Weigh 0.035 0.05 0.038 0.048

As seen inTables 10, 11, and 12, the top three most important features are "Change," "SBFL score," and "Test Case Weight
Similar to the findings of the second experiment, "Data Dependersgy’ (s more critical than "Data Dependenajef."
Conversely, "Control Dependencdom)" appears to hold greater significance than "Control Dependatmyegd.” This
observation underscores the more decisive influence exerted by dominating statements on the program's control flow. It mak
them a more pivotal factor in guidirige fault localization process. By identifying dominating statements, the approach gains a
clearer understanding of critical control points within the code, which are instrumental in pinpointing faults more lgffective
Comparing the two dependencies aa¢pendency is slightly more influential than control dependency based on their correlation
with faulty statements.

Synthesizing the results of these three experiments leads to the answer to the first research question. The corrigligin coeff
of "Change" with faulty statements is among the highest
Case Weighto and the dependenci es. This indicates that
regression fault scenarios. To further support this claim, Tables 13, 14, and 15 illustrate the accuracy of the formakae gene

in the first experiment. Additionally, Table 16 presents the accuracy of three SBFL fodnida@ntula Ochiai, andJaccard

This assessment focuses on the proportion of programs within the experimental dataset where the formula effectively identifie
the fault location, as measured by the selected evaluation criteria. Consequently, these tables Bopwcaep-3, andTop-

5 accuracy. It also demonstratEXAM scores computed for thresholds of 5, 10, 15, and 20, utilizing the aforementioned
sampling methods.

Table 13 Results ofSBCT- First experiment with Tarantula

Max Min
3 1
Top-1 Top-3 Top-5 Exam<! Exam<21( Exam<1! Exam<2( EXAM EXAM
SBCT+EN 27.28% 59.1% 77.28% 27.28% 59.1% 68.19% 77.28% 6¢ 2E
SBCT+RL  27.28% 50.1%  77.28% 27.28Y 59.1% 68.19% 77.28% 6¢ 2E
SBCT +RC  27.28% 50.1%  72.73% 27.28Y 59.1% 63.64% 72.73% 6¢ 2E
SBCT + SMOTE  27.28% 59.1%  72.73% 27.28Y 59.1% 63.64% 72.73% 6¢ 2E
Table 14. Results oSBCT- First experiment with Ochiai
Max Min
3 1
Top-1 Top-3 Top-5 Exam<! Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT +EM 36.37% 68.19%  72.73% 36.37 % 63.64% 68.19% 72.73% 62 2t
SBCT+RL 36.37% 68.19%¥ 72.73% 36.37 ¢ 63.64% 68.19% 72.73% 62 2.t
SBCT+RC 36.37% 68.19% 72.73%  36.37 % 63.64% 72.73% 72.73% 62 2.t
SBCT + SMOTt  36.37% 68.19%  72.73% 36.37 % 63.64% 72.73% 72.73% 62 2.t
Table 15. Results oSBCT- First experiment with Jaccard
Max Min
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT+EN 36.37% 68.19% 72.73%  36.37 % 63.64% 68.19% 72.73% 69 2.t
SBCT+RL 3637 68.19%¥ 72.73% 36.37 % 63.64% 68.19% 72.73% 62 2.t
SBCT+RC 3637 68.19% 72.73% 36.37 Y% 63.64% 68.19% 72.73% 62 2.t
SBCT + SMOTt  36.37% 68.19%  72.73% 36.37 % 63.64% 68.19% 72.73% 62 2.t
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Table 16. Results of the SBFL formulae

Max Min

L 1
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
Tarantuli 9.1% 22.73%  45.46Y 9.1% 18.19% 22.73% 45.46% 69 2.t
Jaccarc  27.28%  40.91% 50% 27.28% 36.37% 50% 50% 62 2.t
Ochia 455% 18.19¥ 27.28Y 4.55% 13.64Y 27.28% 27.28% 71 2.t

Starting withTarantulg as shown in Tables 13 and, BBCTlocated 18% more faults byop-1 accuracy, 36% more faults by

Top-3 accuracy, and 32% more faults Bgp-5 accuracy. Comparing tHeEXAM scores, the enhanc@a@rantulaoutperformed

the originalTarantulaby locating 18% more faults at the maxim&XAM of 5%, 41% more faults at &8XAM of 10%, 45%

more faults at aEXAMof 15%, and 32% more faults at B)XAM of 20%.

Based on Tables 14 and 16, the results for the enh&@ual@di compared to the origin@chiaiindicate thaSBCTlocates 32%,

50%, and 45% more faults at thep-1, Top-3, andTop-5 ranks, respectively. In terms BXAM scores SBCToutperformed

Ochiai by locating32% more faults by examining a maximum of 5% of the code, 50% more faults by examining a maximum of
10%, and 45% more faults by studying up to 15% and 20% of the code.

RegardingJaccard comparing the results from Tables 15 and 16 demonstrates that the enbertaed outperformed the
original Jaccardby locating 9% more faults dtop-1, 27% more faults aftop-3, and 23% more faults dop-5. Furthermore,
SBCTlocated 9% more faults at the maxim&EXAMof 5%, 27% more faults at the maximiEXAMof 10%, 18% more faults

at the maximunEXAMof 15%, and 23% more faults by examininghaximum of 20% of the code.

These findings demonstrate that SBFL can be significantly improved in accuracy by incorporating code modifications.
Consequently, these three tables strengthen the claim in response to the first research question. They also indieate that ¢
changes servas effective clues for locating faulty statements.

Tables 17 to 22 present the results of the evaluation metrics, consistent with Tables 13, 14, and 15, for the secahd and th
experiments. To clarify, Tables 17, 18, and 19 show the results of the experiment incorporating data dependency ia addition
the basic features.

Table 17. Results oSBCT- Second experiment withTarantula

Max Min
3 1
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT +EMN 36.37% 81.82% 90.91% 40.91y 72.73% 86.37% 90.91% 31 2.E
SBCT+RL 27.28% 77.28% 90.91¥% 31.82% 72.73% 81.82% 90.91% 41 3
SBCT+RC 36.37% 81.82% 90.91% 45.46% 68.19% 86.37% 90.91% 28 2E
SBCT + SMOTt  36.37% 81.82% 90.91% 40.91y 72.73% 86.37% 90.91¥ 28 2E
Table 18. Results o5BCT- Second experiment withOchiai
Max Min
3 1
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT+EN 40.91% 81.82% 95.46% 45.46% 77.28% 90.91% 95.46% 21 2t
SBCT+RUL 40.91% 90.91¥ 95.46Y 40.91y 72.73% 90.91% 95.46% 21 2t
SBCT+RC 36.37% 90.91%¥ 95.46Y 40.91y 72.73% 95.46% 95.46Y% 24 2t
SBCT + SMOTt  36.37% 90.91%  95.46Y 40.91y 72.73% 90.91% 95.46% 21 2t
Table 19. Results oSBCT- Second experiment withJaccard
Max Min
3 1
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT+EM 36.37% 86.37%  95.46Y 40.91y 68.19% 86.37% 95.46% 28 2.t
SBCT+RL  31.82%¥ 81.82% 95.46% 36.37 % 68.19% 90.91% 95.46% 31 2.t
SBCT+RC  36.37% 81.82% 95.46% 40.91y 68.19% 90.91% 95.46% 31 2.t
SBCT+ 36.37% 86.37%  95.46% 40.91% 68.19% 90.91% 95.46% 21 2.t

SMOTE

Considering these three tables, all indicate a significant improvement in the accus&yTaompared to the SBFL formulae.
Specifically, the enhancethrantula(Table 17), incorporating "Change," "Test Case Weight," and "data dependency," located
27%, 60%, and 45% more faults th@iarantula (Table 16) afTop-1, Top-3, and Top-5 rankings, respectively. Similarly, it
outperformedTarantulaby locating 36%, 50%, 64%, and 45% more faults by examining a maximum of 5%, 10%, 15%, and
20% of the code, respectively. Additionally, the "Max EXAM" column in the tables refers to the makKiiscore achieva

during the experiment. The enhanckatantulalocated all faults by examining a maximum of 28% of the code, whereas the
original Tarantularequired analysis of up to 69% of the code.

RegardingOchiai, the enhance@®chiai in the second experiment (Table 18) outperformed the ori@ichlai (Table 16) by
locating 36% more faults dtop-1, 64% more affop-3, and 68% afop-5 rankings. Moreover, the enhanc@thiai located

41%, 64%, 64%, and 68% more faults by examining a maximum of 5%, 10%, 15%, and 20% of the code, respectively. Th
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enhancedOchiai identified all faults by examining up to 21% of the code, while the origi@liai required a maximum
examination of 71%.

In terms ofJaccard the enhancedaccard(Table 19) located 9%, 45%, and 45% more fault3at1, Top-3, andTop-5
rankings, respectively. It further outperformed the origifeaicard(Table 16) by identifying 14% more faults by examining a
maximum of 5% of the code, 32% more faults at 10%, 41% more faults at 15%, and 45% more faults at 20%. The enhance
Jaccardlocated all faults by analyzing up to 21% of the code, whereas the orgitedrdrequired examination of 62%.

This experiment underscores the importance of data dependency in fault localization. The results from the second experime
also demonstrate higher accuracy compared to the first. As evident from this experiment and two prior studies [30, 31], da
dependacy proves to be an effective distinguishing feature for differentiating statements in the code. Similar to the seconc
experiment, Tables 20 through 22 focus on the third experiment, which incorporates the control dependency feature alongsi
thefeaturedrom the second experiment. This inclusion highlights the impact of control dependency on the results, providing a
comparative perspective between experiments.

Table 20. Results oSBCT- Third experiment with Tarantula

Max Min
L 1
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT+EN 4091% 81.82% 90.91% 45.46% 68.19% 86.37% 90.91% 41 2E
SBCT+RL  45.46% 59.1%  77.28% 45.46% 54.55% 63.64% 86.37% 41 3
SBCT+RC 40.91¥ 81.82% 90.91% 45.46% 63.64% 86.37% 90.91% 34 2t
SBCT + SMOTE  40.91%  77.28%  90.91% 45.46% 68.19% 81.82% 90.91% 48 2E
Table 21. Results oSBCT- Third experiment with Ochiai
Max Min
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT+EN 4091% 77.28% 90.91% 45.46% 68.19% 90.91% 90.91% 41 2.t
SBCT+RL  40.91% 59.1%  81.82% 40.91% 50% 72.73% 81.82% 45 2.t
SBCT+RC 36.37% 77.28% 90.91% 40.91% 63.64% 86.37% 90.91% 48 2.t
SBCT + SMOTt 4091 72.73%  90.91% 45.46% 68.19% 81.82% 90.91% 48 2.t
Table 22. Results oSBCT- Third experiment with Jaccard
Max Min
Top-1 Top-3 Top-5 Exam<t Exam<1( Exam<1! Exam<2( EXAM EXAM
SBCT+EN 40.91% 77.28%  95.46% 45.46% 68.19% 86.37% 95.46% 41 2.t
SBCT+RL 36.37% 7273 90.91% 40.91% 68.19% 77.28% 90.91% 38 2.t
SBCT+RC 36.37% 81.82%¥ 90.91% 40.91% 68.19% 86.37% 90.91% 38 2.t
SBCT + SMOTE  36.37% 59.1%  81.82% 36.37% 45.46Y 68.19% 81.82% 77 2.t

The data from these three tables demonstrates a substantial improvement in the ac8B&dgohpared to traditional SBFL
formulae. Specifically, the enhanc&drantulain Table 20 identified 32%, 59%, and 45% more faults than the orifigmahtula

(Table 16) affop-1, Top-3, andTop-5 rankings, respectively. Furthermore, it exceeded the origjarantulaby detecting 36%,

50%, 64%, and 45% more faults when analyzing a maximum of 5%, 10%, 15%, and 20% of the code, respectively. Regardir
the maximumEXAMscore, the enhancddrantulauncovered all faults by inspecting a maximum of 41% of the cotiereas

the originalTarantularequired up to 69% of the code to achieve the same result.

Focusing onOchiai, the enhanced version in Table 21 outperformed the original (Table 16) in the second experiment by
identifying 36% more faults aftop-1, 59% more affop-3, and 64% more afop-5 rankings. Additionally, it surpassed the
original Ochiai by locating 41%, 54%, 64%, and 64% more faults after examining a maximum of 5%, 10%, 15%, and 20% of
the code, respectively. The enhan@athiaisuccessfully located all faults by reviewing a maximum of 41% of the code, whereas
the original required inspeaty up to 71%.

As for Jaccard the enhanced version in Table 22 identified 14%, 36%, and 45% more fadfslaflop-3, andTop-5 rankings,
respectively. It further surpassed the origidatcard(Table 16) by locating 18%, 32%, 36%, and 45% more faults within a
maximum of 5%, 10%, 15%, and 20% of the code, respectively. Notably, the enlaccadiachieved complete fault detection

after analyzing just 41% of the code, while the original version required inspection of up to 62%.

To summarize the results, "Change" leads to a significant improvement in the accuracy of SBFL. Moreover, these finding
highlight the critical role of data dependency in fault localization, as the second experiment achieved markedly highgr accur
than bah the first and third experiments. The improvements across all experiments demonstrate the enhanced method's grea
efficiency in fault localization by substantially reducing the portion of code that needs to be inspected.

To address the second research question, all three experiments with three different SBFL formulae indicate that theu®BFL form
functions more effectively as a feature for fault localization than as a standalone formula for locating faults. Regdhitidg th
research question, the second experiment produced higher accuracy and better performance compared to the first and t
experiments. In the third experiment, although Control Dependency improved the basic SBFL formulae, its impact was not a
significant as the effect of Data Dependency. Therefore, we conclude that achieving high accuracy in fault localization require
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extracting coverage information, incorporating data dependency, and considering code modifications. These three features a
the associated calculations to derive feature values prove to be the most efficient approach for fault localization.

18. CONCLUSION

Fault localization is an integral yet labiotensive phase of software development. To streamline this process without sacrificing
accuracy, various methodologies have been developed, including spéetsed) mutatiobased, and learniFigased
approachesAmong these, spectrutrased fault localization (SBFL) is particularly notable for its simplicity and reasonable
accuracy. However, SBFL techniques often fall short in specific scenarios. Additionally, while fault localization has been
extensively studiedthere is a notable gap in research addressing the role of software evolution. To address these gaps, th
research focuses on enhancing fault localization by incorporating the effects of software evolution and the impactes test ca
on fault pronenessyith an emphasis on the evolving nature of software.

The proposed solution integrates four critical features: "SBFL score" as a declarative feature to locate faulty stdtestents, "
Case Weight" as an effective feature for fault localization using easily gathered data, "Change" as a feature captamng softw
evolution, and "program dependencies" as a feature to distinguish statements with similar spectra. These featured are utiliz
within a logistic regressiebased machine learning framework to derive the proposed formula. Experimental evaluations
demongtate thatSBCToutperforms three widely used SBFL methods across three different experiments. Based on the bes
results from the second experime8BCTachievedTop3 success rates of 82% fdarantulg 82% forOchiai, and 86% for
Jaccard Moreover, the findings underscore "Change" and "SBFL score" as pivotal features in improving fault localization
accuracy.

Future directions could explore the effectivenesSBCTwith a larger variety of programs, encompassing diverse attributes
such as size and programming |l anguage. Additionallyld the
be examined to evaluate its impact across various comhisatiod scenarios. Furthermore, with the advancement of neural
networks and the expansion of their use in the field of software testing and debugging, the proposed method can leglinvestigal
using newal networks such as GNNs.

19. THREATS TO VALIDITY

Several factors could impact the reliability of our findings. One such factor is the relatively small scale of the bensbdhark

in this study, both in terms of source codes and the accompanying test suite. To improve this, future research sheuld test t
method using larger, more diverse benchmark suites with varying sizes, domains, and types of faults. Additionallytitre collec
of numerous features individually makes data gathering and preprocessirgptiswgning and resourdeavy. Although we
havetaken measures to minimize these issues, such as applying consistent extraction procedures and automating tasks wt
possible, additional largscale validation is needed to further strengthen the reliability of the results.
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ABSTRACT
Digital data production speeds up dramatically every day, and the need to store extensive data rises consequentlygdany stor:
media are used today, but only a few are capable of the required features in terms of high density, data duratioietisterage li
and reliability. DNAbased digital data storage systems are an emerging anddggbity medium, capable of storing vast
amounts of data in a very small volume with an exceptionally long lifespan. However, building dense and straightforward DNA
storgge comes with some challenges. Using manual methods to transfer and mix liquids containing DNA molecules makes thi
storage more errggrone. Moreover, the encoding method of digital data into DNA molecules is very crucial. This paper proposes
a novel methd for automatic and controllable DNA strand manipulation using a customized Digital Microfluidic Biochip
(DMFB) corresponding to the CAD algorithm. Then, we offer a new approach to encoding the digital data into DNA molecules
that helps error detection @morrection in DNA storage while it brings efficient encoding density. Experimental results show
that we can write 1.6 bits on each nucleotide with al2&e strand which is a good density compared with other methods.
In contrast, the encoding method is much simpler and easier to implement.

[cMom

Keywords:DNA storage, Microfluidic, Data encoding.

1. Introduction
The intense growth rate of digital data production and lack of enough space in current storage media has forced the

industry to look for newer storage technologies. A quick look at the currensstbaga procedures shows that the

continuation of using cuent storage media will be faced with severe problems soon [1].-Da$&d digital data storage

is getting more and more attention due to its wonderful features among the new technologies for data storage [2] and [3].
High data density and very long durability and availability are some of the attractive features of these molecules. Storing
more than 109 GB of data only on one cubic millimeter of space is a very critical property for the mentioned demand [4],
[5] and [6] Moreover, recovering data from DNA molecules for thousands of years also reminds us of a durable storage
media with no competitors or even close numbers. However, using DNA as a medium for storage faces some challenges [7].
The main challenges of current DNA storage are as follows:

1 Low read/write bandwidth due to the chemical reactions.

1 Low controllability of the required liquid operating media.

1 Considerable fault rate in DNA molecules.

1 Considerable cost of DNA synthesis for storing/retrieving data.

Due to the liquid nature of DNA molecules, they need to be kept in a solution. Therefore, working with these molecules
requires using tools like pipettes to transfer a specific volume of solution, which means a user must taeNA
operations manually. This process is very tioo@suming, erroprone, and costly, with a considerable waste of expensive
experimental materials.

Digital Microfluidic Biochip (DMFB) is a promising technology to improve controllability and reduce the consuming
materials in liquid assays. We proposed a new DMFB architecture specialized for DNA storage systems and the
corresponding CAD algorithm thaelps us make an automatic and parallel digital DNA storage system. We used the DNA
storage structure of [4] as the base model and customized it on a DMFB to speed up read/write operations in DNA storage
with a high degree of automation and parallelism.

The significant level of potential faults in DNA synthesis and reactions is another challenge for DNA storage systems [8].
Moreover, we introduced a lightweight encoding method to improve the fault tolerance of these systems. We demonstrate
that digital déa encoding can be performed efficiently at the nucledtiekd, independently of encodings at higher levels

of abstraction.
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This paper is organized as follows. Section 2 describes the basic concepts of digital DNA storage systems, and Section 3
reviews the previous work on DNA storage systems. The proposed DMFB architecture/algorithm is illustrated in detail in
Section 4. In Saion 5, simulation results are presented and discussed, and finally, Section 6 concludes the paper.
2. Basic Concepts
2.1. Digital Microfluidic Biochips

Microfluidic Biochips are large bio laboratories in the size of an electronic chip that removes the human agents from
the bicexperiments. This technology improves the controllability of the assays significantly and also hugely reduces the
volume of the cstly chemical materials and test samples. The first generation of these chips is based on the continuous flow
of liquid inside some microchannels that are etched inside the chip. Thus, a tiny sample gets sucked into the chipdnd direct
to some enzymesithugh microchannels to reach the final results. This segendration, called Digital Microfluidic Biochip
(DMFB), is built based on the movements of discrete droplets of liquid by elsettmmg that can be of tiny sizes compared
with the continuous fie biochips [8].
The attractive features of DMFBs make them a perfect choice for many industrial, commercial, and military applications.
Nowadays, they are used as remote healthcare for patients, robotic and artificial intelligent systems. In the militery, indust
theycan play an essential role in detecting biological threats on the battlefield. One of the hottest applications of these chips
is in DNA computers and DNA storage systems. DMFBs generally work by moving discrete droplets on a surface using
electricity. Dropets are moved on a twdimensional array of electrodes under an electrical field. The droplets are moved
on the chipbs surface by applying a specific -wettihgAge to
DMFB has four primary opations; MOVE, MIX, MERGE, and SPLIT. The MERGE combines two different droplets to
generate a new droplet, and the MIX operation mixes the materials inside a droplet, while SPLIT does the opposite and
separates a droplet into two new droplets. Finally, NEQknsports the droplets on the DMFB surface from the source
to the target electrode. All these operations get done by applying a voltage to different electrodes and the electrodes
responsible for doing a specific operation like MIX, MERGE, and SPLIT are called modules.
The sequence of applying a voltage to specific electrodes that produce primary operations and causes droplets on a chip to
pass through some specific path and reach specific spots on the chip is called DMFB architecture. Thus a chip architecture
depends otthe actual assay mapped into the chip [9]. Figure 1 shows the design flow of an assay on a DMFB. As shown in
this figure, the assay gets converted to a sequence graph that determines when and what operation must be done on droplets
until the final resultAfter that, scheduling the assay steps according to the sequencing graph is considered, and resources
on the chip for doing primary operations get allocated. Then it is time to determine the placement of each module and,
finally, f i ndvatiorhsequende€eThis way theassdy cantpletely gets mapped into the DMFB.

The output of this flow is a string of electrode activation sequences that must be applied to the DMFB to do the
bioassay automatically.

Design
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Digital microfluidic
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Figure 1: Stages of the DMFB design flow [9]

2.2. DNA-based Digital Data Storage

For Billions of years, DNA molecules have been working in nature to encode the protein generation of living cells
and transfer the genetic data between generations of creatures by storing the genetic information of the life on these
molecules, similar toidital data storage. DNA molecules include two helix ribbons that are the backbone of these molecules.
On each ribbon, many capsules are sitting next to each other while their other head is stuck to another capsule (making it a
pair) on the other ribbon.hE capsules are called nucleotides, and there are only four types of these nucleotides on a DNA
molecule; Adenine (A), Cytosine (C), Guanine (G), and Thymine (T).
Any DNA molecule has many nucleotides, which may differ in count and sequence. The single ribbon in a DNA molecule
is called a strand. Generally, the sequence of nu®o eoti d
or OGTCAATG&®L.A The nucleotides sequence is just |like a se
only difference is that the binary string consists of two values (0 and 1) while the DNA strand consists of four A, C, G, and
T [4]. On the other hand, DNAolecules have an excitifeature that nucleotides of one type on one strand only stick to a
specific type on the pairing strand; that is, nucleotides of type A only stick to T (and vice versa), and C only sfjaksito G
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vice versa). This feature is called reverse complementariness, and with that, if we have only a single strand, we can make
its complementary strand with complementary nucleotides [4].

We need to encode the binary data and convert it to a sequence of nucleotides to store binary data on a DNA strand. Then
using a device called a synthesizer, this sequence is converted to actual DNA molecules. Then data are retrieved from DNA
molecules usig another device called a sequencer.

The details of synthesizing and sequencing operations are out of the scope of this paper, but we can see how DNA storages
generally work. Usually, a keyalue method is used in digital DNA storage to randmmmess store and retrieve data. This
method conves a file with digital contents to a kesalue pair. The key part is unique for each file, and the value is the data
within that file. The synthesizer converts this key and value to primer and payload, where the primer is a unique sequence
of nucleotidesfor each file and the payload is a sequence of nucleotides representing the value of the data. In current
technologies, synthesizing long strands (e.g., more than 200 nucleotides) faces a significant error rate. Therefore, payload
data should be split intmany strands. The synthesizer puts the primer part of a file to the beginning and ending head of
each strand belonging to that specific file together with an index so it would be easy to retrieve all strands belarging to o
specific file in the correctrder.

To retrieve the data from DNA strands, the sequencer reads strands with similar primers, sorts them according to each

strandés index, and then converts it back to binary dat
reading and writig data from/to DNA strands is shown in Figure 2.
According to Figure A , a sampl éobi tetnpamed a write process in DN

value combination. Then the key part gets encoded into a primer, and the value part gets encoded into fragments to keep the
number of nucleotides of one strand lower than the limit omdtlength. Finally, the synthesizer converts the encoded
nucleotides to actual DNA strands with the same primer but different payloads.

—~ DNA Storage System
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- 5
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(a) The write process performs put (key, value), generating a DNA library.
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Figure 2: Internal operations of a digital DNA storage system [4]

To simplify recovering original binary data from these strands, an address part is also included inside each strand that
helps sort out different fragments to recover original data. The output DNA strands will be stored in a pool that may
also contain strads from other files. Figure-B shows a read process in which the synthesizer produces the required

pri mer based on the given key (from the o0foo.txto file
primers to thgedotfamptxfoefli amdwilhlen sent to the sequert
[4].

2.3. DNA Encoding

There are many encoding methods to convert binary data to DNA nucleotides. Here, we address some parameters that
are used to compare different encoding methods to see better improvements made using new methods [10]. The main
goals of encoding in digital DN storage systems are as follows:

1 Better Fault Tolerance:generating more copies of the same DNA strand is called physical redundancy. When
we have more than one copy of a strand, there are more backups in case of an incident or fault that can help
recover original data. Having a proper physical redundancy hetoser data in DNA storage when it gets
damaged for any reason. It also makes DNA storage moretdéerant. Moreover, some nucleotides can be
added to a strand responsible for adding fault tolerance in logical redundancy ghggital redundancy.
Depending on the encoding method, these extra nucleotides will help recover original data in case of any fault.
It is good to keep the number of added nucleotides as low as possible so the ratio of data bits to present
nucleotides ina strand (also called logical density) would be high. Also, while using logical redundancy
increases the total number of strands the synthesizer needs to generate, the number of final strands is much
lower than physical redundancy.

1 Strand length: Due to some technical limitations that synthesizers have, it is critical to keep the number of
nucleotides on each strand below 200 counts. Thus the way we encode data is very important to make a proper
logical redundancy while not owgassing strand Igth limitations.

Encoding methods have been widely used to increase fault tolerance and reduce DNA synthesis costs.

3. Previous Work

DNA-based storage was introduced to store digital information more than ten years ago, and many contributions have
been proposed to push this technology forward. In 2016, Seelig et al. [4] proposed a novel and practical method that
could store different dital data files in DNA. He showed that it is possible to convert any binary file into aliz¥éd
key-value pair, so each file has its unique key and related DNA strands. Therefore, it could be possible to differentiate
between DNA strands from multipléefs. They stored 42 KB of binary data in DNA successfully. In 2017, Seelig et al.
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[11] raised their storage capacity to 200 MB. They used theiwviiie system to store DNA strands in different pools
called DNA libraries. In this way, they organized their storage to locate different files in a unified DNA library that
simplified accesto different strands and made random access possible.

The liquid nature of DNA strands needs the use of devices that can work with liquid and get automateakrédicro
devices that enable automatic liquid transport operations have been available for nearly a decade, and digital
microfluidic biochips (DMFB) e the better choice. They are an excellent platform to control and automate the
movement of liquid droplets on a glass or chip surface.

In 2001 Chakrabarty et al. [12] used the elegtriting feature of liquids to move the droplets between different
electrodes on twdimensional surface electrodes. This method provided the ability to perform biological tests on
sample droplets by schedudj voltage applications on electrodes. In 2006, authors of [4] described synthesizing and
reconfiguring electrodes to shape different paths for droplet movements. They have shown how to schedule basic
operations on a chip surface to implement a compledenidal or biological test. In 2016 a new architecture was
proposed [13] to overcome the problems of the previous DMFB generations. They use-alecitoaledot-array

instead of the old twadimensional array to move the droplets in almost any directidwéth different volumes. They

have added a sensor underneath each eidroe ct r ode t o hel p detect the dropl et
some improvements, it increased the costs so much. Douglas et al. [14] in 2018 mentioned for thetfiedt@MEBSs

could be a good option for manipulating the droplets containing DNA molecules, but they did not propose a practical
method.

In 2019, Newman et al. [15] used a DMFB to move droplets to a dried spot on its surface and rotate the droplets.
Therefore, they could solve DNA molecules from that spot into the droplet. This approach is attractive, but DNA
molecules are generally availabin a solution in an actual application, and the propomtod in [15] did not help
implement the DNAbased storage.

Along with the computation media of DNA operations, DNA encoding is a critical factor in improvinglha<éd

storage. In 2012, Church et al. [16] proposed an innovative method for encoding binary data into DNA strands. They
used OAO0 or 0 Q@Gondn wcdoe otri der of dror0 1. Thi s way, they al we
to make an efficient way for multiple strands of arbitrary binary data to improve theduénce.

In 2013, Goldman et al. [17] showed that it is possible to convert initial binary data into a string of digits in base three
and then convert them into a string of DNA nucleotides. Afterward, DNA strands could get generated with an
overlapping pattern, ahown in Figure 3.

a Binary/text file
[oss 1010111001111000000100110001000110110011 - « «

T B A [bvely ond sore temperate s ]

Alternate fragments
25 bp have file information

d DNA fragments E’erse complemented
— n
)

| ]

7T o)
RIS Niadng [—

information added
Figure 3: Encoding the digital information into DNA nucleotides using overlapping s{fBfids

In this method, the original DNA strand (that is converted from the binary string) is divided into fragments with
equal length so that any fragment has 75% nucleotides in common with its previous and next fragment. Moreover,
indexing information is adde@ teach fragment so it could be possible to sort them. It is worth noting that this method
increases the number of total strands (system cost) in case of finding a faulty or damaged strand.

Another method proposed in 2015 by Grass et al. [18] could encode and protect DNA strands by encapsulating them.
Their approach for encoding data first converts every two bytes of primary binary data into three elements of a Galois
field of size 47 (Figurd-A). Then they sorted this data into a block with M rows and N columns as shown in Figure 4

B.
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Figure 4: Encoding text into DNA strands using Galois field [18]

In the next step, the authors of [18] used the R&aldmon code to add logical redundancy to each element row and

the generated elements near each row as inner coding. Then, they added another logical redundancy for each column
using RS code and added tipenerated elements underneath each column (FigBjead outer coding. Finally, an

index is added for every column, and every element gets replaced with a corresponding nucleotide after generating the
final block picked up from the Galois wheel (Figur®} The Galois wheel is a mapping table for converting the 47
elements into a threrucleotide string designed to prevent building hgmtymers (Figure 4C). Then, the synthesizer
converts every column to an actual DNA strand. After sequencing thedrsteadds and generating the primary data

block, reversing process results in the primary binary data in order to convert DNA strands back to binary data (Figure
4-E).

In 2016, Blawat et al. [19] offered a new encoding method based on converting each byte of binary data to 5 nucleotides.
To do this, they have built two tables, as shown in Figure 5. They used Table 1 for the first six bits of higher value, and
Table 2 isused for the 6th and 7th bits (from left). In this way, bits 0 and 1 are mapped to the First nucleotide, 2 and 3
to the second, 4 and 5 to the fourth, and 6 and 7 to the third and fifth.

[ofofofa]afo]sfr]| sbitsssfim

{ ]\ ] ‘_YJ T_‘_I

Value  Nucleotide Value Option 1 Option 2 Option3  Option 4
00 A 00 AA CcC GG Y i
01 C 01 AC CG GT TA
10 G 10 AG CT GA TC
1 i 11 AT CA GC TG
Table 1: Mapping Table 2: Mapping of last 2 bits to a pair of nucleotides

of first 3 bit-tupel
to 3 nucleotides

Figure 5: Mapping tables used for converting binary data into nucleotides [19]

It is worth noting that using the four options in Table 2 prevents some common errors in DNA strand synthesizing.
Therefore, there are two rules for choosing the best option from Table 2. Firstly, in a byte conversion to 5 nucleotides,
the first three nuelotides (from left) should not be similar, and secondly, the last two nucleotides should not be similar.
Using this method, they finally showed that there would be at least 2 DNA strands option for a byte of the binary value.
Thus, they have called thedesters A and B to have two clusters to choose the final DNA strands for each byte. They
showed that there might be another option available called cluster C, but it is not always available. The ability to choose
strands from either cluster A or B (and ssiimes C) gives enough freedom to generate better strands and efficiently
manage the process. They have also added a parity bit to every strand so that in case of any fault, they can discard it and
choose alternatives.

4. The Proposed DMFB Architecture

As described before, two main processes in a Bfdfed storage system are reading and writing. In a WRITE process,
synthesized DNA strands are moved into the DNA pools, and in the READ process, the liquid from the synthesizer
should get mixed with the caarits of one or more pools and then sent to sequencers. These processes are done manually
using tools in a laboratory, like a pipette in a conventional scenario.

This paper shows that the READ/WRITE process in Didhased storage can be done using a DMFB efficiently. We
propose a novel DMFB architecture that controls the scheduling process to activate signals for different electrodes in a
DMFB. We suppose that therghesizer and sequencer modules are out of our DMFB. Therefore, we need to facilitate
the moving of DNAconsisted droplets between the storage pools and these devices with maximum parallelism and
controllability.
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Figure 6 shows the overall view of the proposed architecture. In this architecture, droplets enter from the bottom part of
the chip and exit from the top in the WRITE process or exit from the right in the reading process [20]. As shown in
Figure 6, poolsme pl aced at the top of DBMF to minimize the dr
right part of the chip. Moreover, mixer modules that are activated in a READ process are diagonally arranged so there
would be no conflict between dropab perform parallel readings. The green arrow shows the travel path for droplets

in the WRITE process, while the blue arrows show how the reading process is done in two steps. In the WRITE process,
the mixer module in the path gets deactivated, as shotte gray in the picture.

Considering R as the number of rows of the chip and C as the number of columns, and N as the number of droplets, we
define S, E, CM, CW, and CR as chip area, the minimum number of electrodes, number of cycles for MIX process,
cycles for the WRITE procesand cycles for the READ process respectively. It can be quickly approved that for N
number of droplets, there should be at least R=2N rows and C=2N columns to provide enough space for droplets to
move across the chip without sticking together. Thereftientinimum value of chip area (S) can be calculated as
Equation 1.

S=RxC=4xN? Q)
Pool 0 Pool_1 Pool_2 Pool 3 Pool_4 Pool N
Seq 0
Read p 1)
MIX_01 Seq_1
L 1
MIX_02 Read 2) Seq 2
i |
Rows (0:R) 4 Write process
MIX_03 Seq 3
Read process(step 1) e Seq 4
MIX_N Seq N
Syn_00 Syn_01 Syn_02 Syn_03 Syn 04 .. Syn N
Columlﬂzcl_

Figure 6: Overview of the proposed architecture

To calculate the number of required electrodes for a complete READ/WRITE process using N droplets, the number of
electrodes (E) can be calculated as:

A voc=1+1) C
E—I\XR+;\XT—1T\ X(R+§) (2)
By replacing the R and C variables in the above equation, we have:
E=N.2 xN+ 2 xfracN2) = 3 xN? (3)

Therefore, the number of electrodes needed to build this DMFB is in the order of N2, which is an accepted order.
Considering BR and BC as blank rows between sequencers and blank columns between synthesizers, the CW and CR
will be as Equation 4.

Cw=Nx (Br+ 1) (4)

Furthermore, CR can be computed as:

Cr= N.(BR+ 1)+NX(Bc+ 1)+CM= N.(BR+ Bc+ 2) +Cum (5)
It is now proved that the CW and CR have a direct linear relationship with the number of droplets.
The above formulas demonstrate that parallel READ and WRITE processes can be performed efficiently, and the
systemds complexity is increased Ilinearly when the si
architecture, with its dynamic sizcan be adapted to the size of any parallel process needed to perform DNA storage.
The cost overhead will be in a linear relationship to the size of the chip. Here CAD algorithm of droplet routing is
described to show how this architecture works. Wh&dRITE process is supposed to happen, droplets containing
DNA molecules get placed at the bottom row of the DMFB. The droplets are in the same column as the corresponding
pools at the top of the DMFB. As in a WRITE process, it is only needed to put thetdrioppo appropriate pools
(considering droplets are initially placed in their appropriate place in the same column of the corresponding pool); the
control signals will activate the electrodes on the upper row (and same column) of the droplets. Tleogiets,
move one row up. The same process gets repeated until all droplets parallelly reach the pools at the top of the DMFB.
In a READ process, droplets from the bottom row (containing required primers) move toward the pools on top. At the
same time, saple droplets from pools at the top move toward the bottom row. As stated before, in every column, there
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is a Mixer module. Whenever a droplet reaches the Mixer module in the same column, it waits for another droplet to
arrive. When both droplets reach the mixer module, it starts to mix these two droplets (for specified time cycles), and
then the mixed droptenoves in the right direction toward the appropriate sequencer output. This way, the WRITE, and
READ processes are done using our architecture on a DMFB.
5. The Proposed DNA Encoding

As mentioned before, the fault rateDNFBs is considerable, and this challenge must get noticed in a practical
scenario. Many fault tolerance improvement methods in Eidéed computation systems are generally based on
encoding the binary data before converting them to DNA strands. Usuallgirtary data gets compressed, and then
some bits are added to them to increase the fault tolerance of the data in these methods, making it more straightforward
to synthesize and recover the data with fewer errors.
The proposed method in this paper differs from this aspect as it is done independently of the type of compression or
encoding used for binary data. It can
be added to any data before the synthesis process. In other words, this method works in beg¢indndad data and
DNA-encoded data scope.
The base of this method is mapping the logical XOR operations from kindad data to nucleotieemded data. We
use a logical operator called XOR, the same logical operations on nucleotide operands. TX@®Rthere is entirely
similar to [16] which uss two bits for any nucleotide as Table 1.

Table 1: A possible binary to DNA encoding method

Nucleotide A C G T

Binary equivalent | 00 01 10 11

The truth table for the equivalent binary values of the above table will be as Table 2.

Table 2: The truth table of twits XOR in nucleotideencoded data

A C G T
A 00 01 10 11
C 01 00 11 10
G 10 11 00 01
11 10 01 00

Thus, the truth table for an-XOR on nucleotide values will be as Table 3. The important point about the @Rt
is that it is directly used for a parity check

Table 3: The truth table of t4OR operation on nucleotide values

nt XOR A C G T
A A C G T
C C A G T
G G T A C
T T G C A

operation for nucleotides. It can detect any change (e.g., fault or error) in the original strands when this parigdis violat
However, the parity operations can be done more advanced, like using a parity block that detects the errors and can
correct sora too. In a parity block, the string of binary data is organized as-dimensional array in which a separate

parity bit is generated for each row and column. As a result, any change in the value of an element of this array will
violate the parity bitsn the corresponding row and column, as shown in Table 4. The changed values are highlighted.

Table 4: A parity block on binary values

Row parity =0 0 1 0 1
Row parity = 1 0 1 1 1
Row parity =0 1 1 1 1
Row parity = 1 1 0 1 1
Column Column Column Column
parity =0 parity =1 parity = 1 parity = 0
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Using the above concept, we will implement the parity block on a string of nucleotides. Consider having a string
of 64 nucleotides organized as a tdimensional array as shown in Table 5. In this table, 64 nucleotides are shown that
are divided into eighstrings with a length of 8 and put each string in each row.

We calculated the nucleotidmsed parity for each row and column by applying thX®@R on all rows and

columns.  Therefore, the corresponding nucleotluesed parity for each row and column will be changed with a

change
Table 5: A parity block on a string of 64 nucleotides
Parity Bit 0 Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7
Column

Byte O A T G C G A T C A
Byte 1 C A G C T G C A G
Byte 2 T C T G T T G C A
Byte 3 A G C T A A C C A
Byte 4 A G T A C C A T G
Byte 5 T C G A C G A C G
Byte 6 A T T C C G G A A
Byte 7 G T A G A C G T T
Parity Row T A G T C C A C

on any element of the table which detects the data corruption. In this scheme, data corruption will be detectable and
corrected by saving the primary calculated values for each row, column, and parity row using Equation 6.
CorrectedV aluee CVS NP$ OP
where$ is ntXOR as described in Table 3.
Where CV is the changed value after data corruption, NP is the newly calculated parity, and OP is the old calculated
parity. It can be proved that this mettoash detect and correct up to two errors.
We build our block using eight rows and 20 columns to implement the above parity block for a DNA strand (w) due to
the limitation of a strand length (about 200 nucleotides, as already said [10]). Therefore, it consists of 160 nucleotides

for

(6)

data and 28 nucleotides for parity (e.g., eight parity nucleotides for eight rows and 20 nucleotides for 20 columns). We
can have another nucleotide parity for checking the 28 parity nucleotides. Thus, the total number of nucleotides for the
payload part bthe strand will be 189, as shown in Table 6.

Table 6: The DNA strand structure of the proposed encoding

Primer(5nt)

Parity 1nt

Parity (28 nt)

Data (160 nt)

Primer(5nt)

Table 6 shows that every strand in our DNA data storage can have this
structure. The synthesizer can produce the parity nucleotides according tX@MR fbrmula. Therefore, we can have
a parity block for any binary data.
The above method is entirely independent of the primary encoding of the binary data and is done at the nucleotide level.

5. Simulation Results

The encoding method proposed in this paper improves thetédedant in the cost of logical redundancy due to
the extra nucleotides. We calculated its logical density to compare it with other methods. Logical density is the number
of bits that can be desgbed with each nucleotide. We assumed that the payload length of the final strand would be 189
nucleotides (e.g., 160 nucleotides for data and 29 nucleotides for parity). Moreover, we have taken that each nucleotide
is equal to 2 bits. Therefore, the iogl density of the proposed method can be calculated as follows:

(160 x 2)bits

189nt

~ 1.7bit /nt

@)

The calculated value of 1.7 bit/nt shows a great density compared to other encoding methods. Table 7, compares this
paperd6s achievements i

As shown in Table 7, the proposed encoding has a higher logical density than other methods. This improvement
decreases the cost and complexity of the storage system.

6. Conclusion

i n comparison

wi th some

ot her

me t

DNA-based data storage is a new technology to overcome the challenges of current storage systems. A major
limitation of this technology is working with the
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Table 7: The truth table of #4OR operation on nucleotide values

Strand Logical Logical
Study length density density
(nucleotides) (bits/nt) (Payload only)
Church et al. [16] 115 0.60 0.83
Goldman et al. [17] 117 0.19 0.29
Grass et al. [18] 158 0.86 1.16
Bornholtet al. [4] 117 0.57 0.85
Erlich and Zeilinsky [21] 152 1.18 1.55
Blawat et al. [19] 230 0.89 1.08
Organick et al. [22] 150-200 0.81 1.10
This Paper 199 1.60 1.69¢é 1.7
l'iqguid environment of DNA operations. This paperdés pr

manual operations with DN&onsisted solutions and provides a parallel and controllable platform for this storage.
Aside from a platform for DNAbased storage, this paper proposed a novel method to encode binary data to nucleotides
to improve the fault tolerance of the DN#ased system.
In the proposed encoding, adding extra information to the original data to maketbfaadht is done at the nucleotide
level instead of the binary level. The synthesizers can learn how to calculate the parity nucleotides and help with error
detection and correction. The proposed nucledtigged encoding is independent of the binary data encoding that
enables both techniques to be feasible concurrently. Our analyses show that the overhead of this method is also lower
than other methods.
It is worth noting that all the resources related to this research are available by sending a message to jahanian@sbu.ac.ir.
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ABSTRACT
Blockchain technology has revolutionized variandustries by enabling decentralized, transparent, and secure systems for
applications such as supply chain management, Internet of Things (loT), and smart contracts. However, evaluating th
performance of diverse blockchain systems remains challemgiago the absenas standardized metrics. This systematic
review synthesizes findings from 55 peeviewed studies to develop a comprehensive taxonomy of Key Performance Indicators
(KPIs). Our analysis revésaa critical tradeoff: while Proofof-Work systems (e.g., Bitcoin) offer superior security with hash
rates exceeding 500 EH/s, they consume approximately 700 kWh per trarsacsastainability gap of nearly two orders of
magnitude compared to more eféint alternatives. Furthermore, we identify the 10T domain as the most vulnerable to the lack
of standardization, where inconsistent KPIs for latency and throughput currently hindémeedevice coordination. We
categorize 30 general KPIs into foundinsiond technical, security, economic, and usentri@d while identifying domain
specific KPIs tailored to applications like supply chain logistic, 0T, and smart contracts. Additionally, we map blockchain
features required for measuring these KPIs, eénguraceability to system properties. Derived from a rigorous systematic review
of blockchain performance literature, our findings provide a holistic framework for assessing blockchain performance. This
framework bridges technical and applicati@pecifc needs, offering actionable insights for researchers, developers, and
industry practitioners to optimize blockchain systems across public, private, and hybrid architectures. The taxonomy an
measurement features support standardized evaluation, pavingayhfor scalable and sustainable blockchain adoption in
emerging domains like decentralized finance.

ONON

Blockchain, Key Performance Indicators, Systematic Review, Performance Evaluation, EBpweific Metrics.

21. INTRODUCTION

Blockchain technology, initiallconceptualized by Nakamoto in 2008, has transformed from a foundational element for
cryptocurrencies like Bitcoin into a versatile infrastructure that supports decentralized applications across variges.iftdustr
immutable, distributed ledger fosters transparency and trust, fanigitatie cases such as supply chain managdiefis],
Internet of Things (I0T]5], smart contractf8], and industrial automatiofi0]. In contrast to traditional centralized systems,
blockchain mitigates single points of failure and enhances security through cryptographic mecfgnid2js However, the
diversity of blockchain architectur@spublic (e.g., Bitcoin, Ethereurfl], [14], private (e.g., Hyperledger Fabiit5]), and
hybrid[3]0 presents significant challenges for performance evaluftRin[19].

Performance assessment is essential to ensure that blockchain systems fulfill apsieatific requirements, such as high
throughput in loT network@1], low latency in reatime monitoring5], and transparency in supply chdigp Key Performance
Indicators (KPIs) serve as measurable metrics for evaluating efficiency, security, scalability, and user sg@&h¢#dh For
instance, Transaction Throughput (TPS) quantifies operational caf2&jtywhile Hash Rate evaluates security in Probf
Work (PoW) systemfg9]. Economic KPIs, such as Energy Consumption, highlight sustainability coifizé}resnd usercentric
KPIs, such as User Adoption Rate, indicate system accefd@sic®espite their significance, the blockchain literature lacks a
unified taxonomy that integrates both general and dospétific KPIs, along with the system features required for their
measuremeritL8], [27].

Prior studies frequently concentrate on specific aspects, such as the performance of consensug2f§pdttihe efficiency

of smart contrac{8], without offering a holistic framework. For example, general KPIs like TPS and Latency are well
documented for public blockchaifis3], [28], but domairspecific metrics, such as Delivery Time in supply ch§®js[24] or
Access Latency in 1015], [34], are less standardized. Furthermore, measuring these KPIs requires specific blockchain features
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such as transaction timestamps or audit tfa#g, [35], which are seldom mapped systematically. This fragmentation hinders
crossdomain comparisons and the development of standardized evaluatiof8tp[l9].
Beyond traditional domains such as supply chains, 10T, and industrial systems, emerging blockchain agplicalimtisg
Decentralized Finance (DeFi), Néfungible Tokens (NFTs), Web3 platforms, and the metaehsee gained significant
momentum in recentears. Despite the proliferation of blockchdiased Decentralized Applications (DApps) across gaming,
finance, and social media, existing performance evaluation frameworks exhibit a pronounced blind spot. Metrics cenfral to DAp
ecosystents such as DailyActive Users (DAU), Transaction Volume (in USD), Retention Rate, and Total Value Locked
(TVL)0 are conspicuously absent from prior systematic reviews [26]. Similarlycesétic indicators like Session Duration or
Smart Contract Invocation Frequency, whidirectly inform tokenomics and user engagement models, remain largely
overlooked. This omission raises a critical question: who is the intended audience for blockchain KPI frameworks, arel why hav
researchers and practitioners consistently ignored cdrapsé/e metric sets in favor of one or two simplistic indicators? The
answer lies in a fundamental disconnect between academic taxonomy and practical application. Infrdegusadenetrics
(e.g., TPS, Hash Rate) dominate the literature because thegsily instrumented at the node level [28], whereas Eléygl
metrics often require ofthain analytics or crogslatform data aggregation, which many blockchain systems do not natively
support [23], [36]. Consequently, practitioners default to easitessible metrics, neglecting holistic evaluation. Our work
directly addresses this gap by (1) explicitly defining the intended audience for each KPI category (infrastructure &yipeers,
developers, business analysts, and regulators) and (2) explaimncertain metrics are systematically underutilizetiereby
transforming a perceived weakness into a structured research agenda.
These domains introduce unique operational and economic requirements, making existing KPI frameworks insufficient. Fo
instance, DeFi platforms demand indicators for Liquidity and Impermanent Loss, while NFTs emphasize Transaction Uniquenes
and Market Vadtility. Highlighting these domains underscores the need for extending KPI taxonomies to capture performance
in rapidly evolving blockchain ecosystems.
To address these gaps, this study conducts a systematic literature review to answer two research questions (RQs):

1 RQ1: What KPIs exist in the blockchain literature for evaluating system performance across general and domain

specific contexts?

1 RQ2: What blockchain features are required to measure these KPIs effectively?
We analyzed 58 peeeviewed studies, citing 55 representative ones (25 for general KPIs and 30 for-dpewdifit KPIs) to
develop a comprehensive taxonomy. The general KPIs encompass technical, security, economicgcantticsimensions
[18], while domainspecific KPIs pertain to applications like supply chain logig2¢sloT [5], smart contract8], and industrial
systemg10]. Additionally, we map the blockchain features required for KPI measurement, facilitating practical evaluation across
public, private, and hybrid systerfil], [36]. Our contributions include:

1 A taxonomy of 30 general KPlIs, providing a standardized framework for blockchain evaluation.

1 A set of domairspecific KPIs tailored to critical applications, derived from 30 specialist studies.

1 A detailed mapping of blockchain features for KPI measurement, ensuring traceability and reproducibility.

1 A holistic framework that bridges technical and applicaspecific performance needs, supporting researchers

and practitioners in optimizing blockchain systems.

As shown in Figure 1, the research process begins wgth a
of relevant sources, and advances to the development of a taxonomy. The identified categories are then used to mag, key featu
culminating in a discussion of the findings and their broader implications.

Literature

P, AR

Screening

S TR

W

 Taxonomy

.. Mapping
Features

L

Discussion/
Implications

Figure8. Flowchart of Research Process Stages
This paper is structured as follows: Section 2 describes the review methodology, Section 3 presents the taxonomy and finding
Section 4 analyzes implications and limitations, and Section 5 summarizes contributions and future directions.
22. METHOLOGY
To ensure a rigorous and reproducible review, we adopted the Kitchenham (2007) framework for systematic reviews in softwal
engineering [20]. This framework is particularly wellited for synthesizing evidence in interdisciplinary fields like blockchain
performance evaluation due to its structured approach. Our methodology comprised three key stages: planning the revie
conducting the review, and analysis and reporting. This systematic process enabled us to develop a comprehensive taxonom)
blockchain KPIs and their measurement features, addressing both general and-gpetéic contexts [18], [19].
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22.1.Planning the Review

The planning phase involved defining research objectives, formulating research questions, and establishing the review protoc
Our objective was to identify and categorize blockchain KPIs and their measurement features across general sspkdifimain
applications. Two research questions (RQs) guided the review:

A RQ1: What KPIs exist in the blockchain literature for evaluating system performance across general and domain
specific contexts?
A RQ2: What blockchain features are required to measure these KPls effectively?

The review protocol outlined the search strategy, inclusion/exclusion criteria, and data extraction methods. We sedected thre
major databasésScopus, IEEE Xplore, and Web of Sciedder their extensive coverage of computer science, engineering,
and blockbain research [3], [20]. The search covered peeiewed literature published between 2008 (the inception of
blockchain [1]) and April 2024.

To ensure reproducibilit
Aiperformance metrics, o0 A
fis mamtt rcact s, 0 fiindustri a
and databasspecific syntax.

Inclusion criteria: (1) peereviewed articles or conference papers, (2) studies explicitly reporting blockchain KPIs or
performance metrics, and (3) relevance to either general or dapedific applications (e.g., supply chain [2], [3], 10T [4], [5],
smart contracts [7], [8]).

Exclusion criteria: (1) nofEnglish publications, (2) studies without measurable KPIs, (3)pe@nreviewed sources (e.g.,
whitepapers lacking empirical validation), and (4) works unrelated to blockchain performance evaluation.

vapeaitfiion Kepmewds kcDIumwplty dha

y, the search strings combined
e
I systems, o0 ficonsensus algorithr

Table 6. Keyword Combinations and DatabaseSpecific Syntax
Database | Search String (example syntax)
Scopus TITLE-ABS-KEY(fibl ockchainbo AND (fdkey perfor mance i
fevaluation framework*o) AND (fisupply chaino

Ai ndustri al system*0 OR Aconsensus algorithm*
IEEE ("All Metadata™: blockchain) AND ("All Metadata™: "key performance indicator*” OR "All Metadal
Xplore "performance metric*" OR "All Metadata™: "evaluation framework*") AND ("All Metadata™: "supply che

OR "All Metadata™: "Internet of Things" OR "All MetaddtdloT" OR "All Metadata": "smart contract*" OF
"All Metadata": "industrial system*" OR "All Metadata": "consensus algorithm*")

Web  of | TS=(blockchain AND ("key performance indicator*' OR "performance metric*" OR "evaluation framewao
Science AND ("supply chain" OR "Internet of Things" OR "loT" OR "smart contract*" OR "industrial system*"
"consensus algorithm*"))

22.2. Conducting the Review
The execution phase involved searching, screening, and selecting relevant studies. After applying thesgatifiageeries,
we initially identified 342 unique records (after duplicate removal). Screening followed phiage approach:

1. Title and abstract screeningapplied inclusion/exclusion criteria, reducing the pool to 126 papers.

2. Full-text review:assessed methodological quality and clarity of KPI definitions, yielding 58 final s{@dies
Of these, 55 were directly cited in the results (25 for general KPIs and 30 for dgpeaific KPIs). The remaining three were
used only for contextual analysis and KPI validation without direct citfBipn
To enhance transparency, we documented the selection process using a PRISMA flow diagram, which illustrates the number
studies at each stage: identification (n = 342), screening (n = 126), and final inclusion (n = 58). This visual represggatio
reproducibility and aligns with best practices for systematic reviews. The PRISMA flow diagram for this systematic review is
shown in Figure 2.

=
2
k3]
f*é Records identified from databases
§ (n = 342 unique after duplicate removal)
=
— \
Records screened (n = 342)
=
=
LF
5
2 Records excluded based on title/abstract Records after screening
(n=216) (n=126)
2 Y
;Z Full-text articles assessed (n = 126)
ED
2 Studies excluded (o = 68) Smdi'es inclu.ded in qualitative synthesn:s (n= ?8)
< - 55 directly cited (25 general, 30 domain-specific)
= Reasons: non-measurable KPIs, unrelated to performance, etc. 3 for validation/
S - 3 for validation/context

Figure9. PRISMA Flow Diagram of Systematic Review
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22.3.Analysis and Reporting

Data extraction focused on identifying KPIs, their definitions, applicable formulas, and required blockchain featurasr&lor ge
KPIs, we categorized metrics into four dimensirischnical, security, economic, and useentri@d following established
frameworks [19], [25]. Examples of these KPIs include Transaction Throughput (TP&) Hash Rate[29], Energy
Consumption30], and User Adoption Rat@5]. For domairspecific KPIs, we extracted metrics from 30 specialist studies,
covering applications such as supply chain logig8tsloT [5], smart contract$8], and industrial systenj%0]. These metrics
included Delivery Timd2], Access Latencfp], and Gas ConsumptigAl].

We employed both qualitative and quantitative synthesis. Qualitatively, we grouped KPIs by application and blockchain type
(public, private, hybrid) to identify patterns and overldp5]. Quantitatively, we compiled formulas and measurement
approaches to ensure consistency across st[fiigsThe extracted data were organized into tables to present general KPIs,
domainspecific KPIs, and their measurement features, ensuring traceability and reprodyi2ijilit$6]. This process resulted

in a comprehensive taxonomy addressing RQ1 (identifying KPIs) and RQ2 (mapping measurement features), with finding
reported in a structured format suitable for academic and practitioner aud2dijces

23. RESULT

This section presents the findings of our systematic review, addressing RQ1 (identifying blockchain KPIs) and RQ2 (determinin
measurement features). From an initial pool of 342 papers, 58 met our inclusion criteria. We cited 55 representaéiveSstudies
for general KPIs [25], [36] and 30 for domaipecific KPIs [21], [27d to ensure comprehensive coverage of unique metrics.
The remaining three studies contributed to contextual analysis and KPI validation, enhancing the robustness of our taxonon
[3]. The findings are organized into three subsections: general KPls, their measurement features, arspecifialiPls with
corresponding features.

23.1.RQ1: Existing KPlIs in Blockchain

Our analysis identified 30 general KPIs, applicable to blockchain systems such as Bitcoin, Ethereum, and Hyperledger Fabri
These KPIs are categorized into four dimensions: technical, security, economic, acehiiseras shown in Table 2. Each KPI

is accompanied by its definition and formula (where applicable), supported by representative studies.

1) Detailed Explanation of General KPIs: The 30 general KPIs in Table 2 provide a robust framework for evaluating
blockchain performance across diverse systems. We highlight the most diagnostic KPIs per dimension as below:

1 Technical KPIs, such as Transaction Throughput (TPS) and Latency, measure blockchain operational efficiency. TP:
quantifies the number of transactions processed per second, while Latency captures the delay between transacti
submission and confirmation][1]28]. Scalability reflects the ability of a blockchain to maintain performance under
increasing workload and node participation [18]. Additional indicators, including Block Time, Fork Rate, and Block
Propagation Delay, influence responsiveness and meteansistency. Shorter block times may reduce latency but
increase the probability of temporary forks due to propagation delays [42]. Other KPIs, such as Node Synchronizatior
Time, Chain Growth Rate, and Network Bandwidth Usage, characterize storageumioation, and onboarding
overheads in blockchain networks [36], [44], [45]. Collectively, these metrics provide a technical foundation for
evaluating blockchain efficiency across public and private architectures.

1 Security KPIs evaluate the resilience and integrity of blockchain networks against adversarial behavior. Metrics suct
as Hash Rate, Attack Cost, and DouB@ending Success Rate quantify the difficulty of compromising consensus
mechanisms in public blockaims [12], [42]. Additional indicators, including Orphaned Block Rate, Stale Block Rate,
and Consensus Failure Rate, assess network stability and synchronization reliability [42], [47]. Cryptographic Strengtt
and Network Partition Tolerance further chaesite the robustness of blockchain protocols under cryptographic or
networklevel attacks [13], [15]. Together, these KPIs support comparative evaluation of blockchain security across
different architectures and consensus mechanisms.

1 Economic KPIs assess the financial and sustainability aspects of blockchain systems. Metrics such as Cost pt
Transaction, Energy Consumption, and Network Operational Cost capture the resource requirements associated wi
blockchain deployment and maintera [19], [30]. Additional indicators, including Mining Reward Efficiency and
Gas Fee Variability, reflect the economic dynamics of Hm&ed and smacbntract platforms [40], [49]. Transaction
Value further measures the economic activity supported lipkbhain ecosystems [50]. These KPIs enable assessment
of operational efficiency and lorAgrm sustainability across blockchain platforms.

1 UserCentric KPIs, Usecentric KPIs evaluate blockchain adoption and user engagement. Metrics such as User
Adoption Rate, Active Address Count, and User Transaction Frequency measure participation and activity levels withir
blockchain ecosystems [25], [B7The NVT Ratio relates market capitalization to transaction volume, supporting
analysis of economic utilization and network activity [50], [51]. Unlike technical KPls;ags#ric indicators are highly
dependent on application context and measuremanirggions. Collectively, these metrics support evaluation of
blockchain acceptance and ecosystem growth, particularly in DApp and decentralized finance environments.

By systematically applying the categories and formulas in Table 2, stakeholders can perform holistic evaluations, supportin
comparisons across public (e.g., Bitcoin, Ethereum) and private (e.g., Hyperledger Fabric) blockchains [18], [15], [36]. To
addresghe contextdependency concern raised in prior studies, we additionally classify each KPI according to its applicability

across blockchain architectures and consensus mechanisms. This distinction clarifies that certain KPIs (e.g., Hasmé@rate, Mini
RewardEfficiency) are specific to PoWased systems, whereas others remain universally applicable.
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Table 7. Comprehensive Overview of Blockchain KPlIs

KPI Definition Formula Applicable To

Transaction Transactions processed pt = « .

Throughput (TPS)  second Yoy [1]. [28] All Blockchain Types

Latency Time ”"’T‘ submission to 0 0o QE AW Y [28] All Blockchain Types
confirmation

Block Time Average fime betweer 8 & & B Q — [14] All Blockchain Types
consecutive blocks

Scalability Capacity ~to handle ~yg o ¢ DO QEE— [18] All Blockchain Types

Block Propagation

increased load
Time for a block to reach

0Qda WY Y [28] All Blockchain Types
Delay all nodes
Technical Fork Rate Frequengy of temporary 0t IV o O [42] PoWbased Systems, Som
chain splits PoS Systems
Transaction Finality Tlme u'.ml a transaction is 00 Oa M W Y [43] All Blockchain Types
irreversible
Bg;‘ggrk Bandwidth 112 rate of network traffic 8 & Q GEQQS [36] All Blockchain Types
Node Time to fully sync a new .« . sy« (A = "
Synchronization node Yo €04 QY Y [44] All Blockchain Types
Time
Chain Growth Rate Ez::a:efz blockchain size O £'MvOo Q [45] All Blockchain Types
Computational POWET o vta) o s o i s 13 e pr~ T fra
Hash Rate securing the network OORY WO Q OO in QYQ w ¢[R]Q PoW-based Systems
Cost to control majority 6 6 6 @®NQ 6 '0MOI QL HE IQOE Qi 6B © All Blockchain Types
0, P
51% Attack Cost power 600 dMdNOYIA & (contextdependent)
Orphaned Block Perlcentalge of blocks not it 61GEYHO Q [46] PoWbased Systems
Rate main chain
ggggéz?p;;gmg gg?ltg?ebélltgnc?f successful 0 i - Mdboo b RAME Q00 HE Wi 5 i Blockehains
P WpE QA G[dPRE ¢ i
) YO OO0 WD  for  posbased
Sybil Attack Cost to create fake systemg29] All Blockchain Types
Security Resistance identities 6¢i 0 Hash Rate x Energy Cost per hash x (contextdependent)
Attack DuratiovEIBG x A A OBGWO O[29] O
Consensus Failure Frequency of consensu 06 QA 500 [47] All Blockchain Types
Rate breakdowns
Cryptographic Resistance 10 & o e e s o p s oy .
Strength cryptographic attacks 0 0 a0 "Qaid® dOn &FOT Q€ Qo 1| XY 1RO All Blockchain Types
Network Partition Ability to  withstand  ~ . v« en v s e o w e )
Tolerance network splits 00 Qa QaRd 'RE VQI ¢ add QI [-p QQ  All Blockchain Types
Stale Block Rate Superseded blocks due t YO VD Q ——— [46] PoW-based Systems
competition ~ . .
lc\l:ﬁtsvtvork Disruption Cost to disrupt network ([Lg] O BOROYQL £ B DO 00 BOHD DO Q All Blockchain Types
Cost per Operational cost  per . . oy )
Transaction transaction 0 € IMow [19] All Blockchain Types
Energy Power usage pel .o . .
Consumption transaction 0¢ QiFvw [30] All Blockchain Types
’I\Eﬂflf?clzri]gnc Reward Reward vs. total cost 0"QQQO V66 [40] PoWbased Systems
Economic ¢ - Fluctuation in transaction . "
Gas Fee Variability fees OO QO 0 QN 0D IOQ QM) SmartContract Platforms
. Monetary value (o) ST Sy Public Blockchains, DApp
Transaction Value transactions WOOO0QYI ®Ei Gadéds & geig., BTCKRO] Ecosystems
Network ) Ondéi o G&QETOEQ Gi 0BE DO .
Operational Cost Network maintenance cos [20] All Blockchain Types
User Adoption Rate  Growth in active users 0 Q¢ n OYd0EQ [25] Public Blockchains, DApp
Ecosystems
Active Address Active addresses pe 0 GO ®QEDE O OQI 6 ORDG QOH QI QE Q ) )
H Public Blockchains
User Count period [25]
Centric NVT Ratio Market cap vs. transactior 5 oY [50] Cryptocu_rrencyoased Public
volume Blockchains
User  Transaction } Ny e s T Public Blockchains, DApp
. W
Frequency Avg. transactions per user "Oi QR 6 Q¢ [37] Ecosystems

23.2.RQ2: Blockchain Features for General KPlI Measurement

Three main observations emerge from the mapping between KPIs and blockchain features in Table 3. First, some KPIs rely «
directly observable blockchain data, such as timestamps and transaction counts, whereas others require derived metrics
external esiations [42]. Second, several blockchain features are reused across multiple KPIs; for example, timestamp:
contribute to Latency, Block Time, and Chain Growth Rate measurements. Third, feature requirements vary according to th
consensus mechanism. PoWstgyns depend on metrics such as Hash Rate and mnélatgd resource usage, whereas PoS
systems rely more heavily on validator participation and stake distribution [15], [36]. These observations demonstiite that K
measurement is strongly influenced mtlbblockchain architecture and monitoring capabilities.

The features in Table 3 are derived from blockchain protocols and system logs. For example, TPS measurement requires bilc
size and transaction courjfg, [28], while Hash Rate relies on miner computational {li?4 These features ensure that KPIs

are measurable across different blockchain types, including public (e.g., EtiHérgiand private (e.g., Hyperledger Fabric

[15]) systemg36]. The mapping facilitates practical implementation, enabling developers to integrate performance monitoring
into blockchain platform$18], [20]. Figure 3 illustrates the mapping of KPIs to blockchain features using a bipartite graph
representation.
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Val ues are

Table 8 Blockchain Features Required For General KPlI Measurement
approxi mate and

depend on

KPI Required Blockchain Features Applicable To

Transaction Throughput  Block size, transaction count, time inter{A], [28] All Blockchain Types
Latency Transaction timestamps (submit, confirfag] All Blockchain Types
Block Time Block timestamp$§14] All Blockchain Types
Scalability Node count, TPS under lodtB] All Blockchain Types

Block Propagation Delay
Fork Rate

Transaction Finality
Network Bandwidth
Usage

Node Synchronizatior
Time

Chain Growth Rate

Hash Rate

Resistance to 51% Attack
Orphaned Block Rate
Double Spending Succes
Rate

Sybil Attack Resistance

Consensus Failure Rate
Cryptographic Strength
Network Partition
Tolerance

Stale Block Rate

Attack Cost

Cost per Transaction
Energy Consumption
Mining Reward
Efficiency

Gas Fee Variability
Transaction Value
Network Operational Cos
User Adoption Rate
Active Address Count
NVT Ratio

User Transaction
Frequency

Broadcast and receive timestanfip3]
Block metadata (temporary forks vs. main ch§i)
Confirmation depth (PoW) or finality time (Pog]

Data transfer logE36]

Sync start/end timestamp#4]

Blockchain size, tim@45]

Miner computational powdfi2]
Total hash rate, hardware cost, energy cost per[hidh
Block status (orphaned vs. acceptii)]

Transaction

history, chain

(q), network power (p), and confirmation count (4R2]

For posbased systems:

Node identity verification da

minimum stake requirement per identity; for pbased
systems: total hash rate, energy cost per hasbk duratiorf29]

Consensus round log7]

Encryption algorithm, key siZd 3]
Network topology, split logfl 5]

Block status (stale vs. accept§dif]

Attack type specification (e.g., DoS, 51%), resource us
(computational, financial), time lod48]

Fee data, operational co§i9]

Hash rate (PoW) or node count (Pogardware sped80]
Reward data, energy cost, hardware {3}

Fee histonf49]

Transaction amounts (in native currenf0]
Node maintenance costs, infrastructure cf2ak

User registration logg5]

Address activity logs over tinf@5]
Market cap, transaction volunf&0]
Transaction logs, user coUs]

All Blockchain Types

PoWbased Systems, Some PoS Systems

All Blockchain Types
All Blockchain Types

All Blockchain Types

All Blockchain Types
PoWbased Systems
All Blockchain Types
PoWbased Systems

Public Blockchains

All Blockchain Types
All Blockchain Types
All Blockchain Types
All Blockchain Types
PoWbased Systems
All Blockchain Types

All Blockchain Types
All Blockchain Types

PoWbased Systems

SmartContract Platforms
Public Blockchains, DApp Ecosystems

All Blockchain Types

DApp Ecosystems, Public Blockchains

Public Blockchains

Cryptocurrencybased Public Blockchains

DApp Ecosystems, Public Blockchains

net wor k[126t at us;
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Figure10 Bipartite Graph for Mapping of KPIs to Blockchain Features
23.3.Domain-Specific KPIs and Features
We analyzed 30 specialist studies to derive dorspatific KPIs tailored to applications such as supply chain management, IoT,
smart contracts, and industrial systems. Table 4 lists these KPlIs, their formulas or measurement approaches, and context
detals (application, time horizon, blockchain type), addressing RQ1. Table 5 details the blockchain features required for thei
measurement, addressing RQ2.

We highlight four interpretive patterns that help reader
Patterni Techni cal vs. non technical split: Some KPls (e.g.,
from Tabl e 2; others (e.g., Transparency, User Satikfact
Measur ement Approacho column in Table 4 to distinguish o
Pattern 21 Overlapping KPIs across domains: Throughput appears in 10T, industrial systems, and protocol efficiency studies
[35], [61]. Table 4 consolidates such overlaps to avoid redundawdy e n you see a KPI | abeled d
measwement approach applies across multiple domains.

Pattern3 Ti me hori zon matters: Short term KPIls (e.g., Access
Sustainability Score) require trend data over weeks or

secbydsecond or aggregate monthly.

Pattern 4 Emerging vs. established: The bottom rows of Table 4 introduce conceptual KPIs for DeFi, NFTs, and Web3 that
|l ack standardized for mul as . re§earehereshoald ®eat thena as gesedrchagaps ratper thdn i
r e ad yemetocs.u s

1) Discussion of DomairSpecific KPIs: Table 4 presents domaspecific KPIs tailored to blockchain applications such as
supply chain management, I0T, smart contracts, industrial systems, and transaction networks. In supply chain application
metrics such as Delivery Time, Transparency, aativBry Accuracy support logistics monitoring and traceability [2], [3]. 10T
environments emphasize Throughput, BEadnd Delay, and Access Latency to ensure scalable and responsive device
coordination [4]. Smart cordct platforms rely on KPIs including Gas Consumption, Contract Execution Time, and Vulnerability
Count to evaluate execution efficiency and secyd8). Industrial systems prioritize metrics such as System Reliability and
Response Time to support operational stability [11].

Several KPIs recur across domains, particularly Throughput, Latency, and Scalability, although their interpretation varie:
depending on application context. Technical KPIs are generally associated with measurable protocol behavior, whereas no
technical KPs, such as Transparency, Sustainability Score, and User Satisfaction, often rely on qualitative or composite
assessments [3]. Emerging applications, including mobile gaming and transaction network analysis, introduce additional KP!
reflecting the evolvig scope of blockchain ecosystems [21], [52].
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